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Abstract—Cloud computing is a broad paradigm that has 
influence across major fields of human endeavour. The unique 
services it offers makes organisations curious about 
understanding the cloud and its likely benefits. The cloud 
offers services such as custom built applications deployed on 
remote systems and ready to use platforms which reduce the 
efforts needed to develop and deploy applications for cloud 
users. In addition to these, there are other services such as 
storage and infrastructural resources which the cloud also 
avails to its users. These services are usually provided to users 
on a pay-per-use bases, thus necessitating the need to have 
documented agreements in place to ensure a smooth 
relationship between the providers and the users. These 
documented agreements are referred to as Service Level 
Agreements (SLAs). SLAs detail the terms, conditions and 
service expectation of the users from their service provider in 
terms of availability, redundancy, uptime, cost and penalties 
for violations. These ensures users’ confidence in the services 
being offered. In this paper, the state of the art with respect to 
cloud SLAs is presented. The paper seeks to answer questions 
related of what the current trends and developments in terms 
of cloud SLA are and it does so by means of a review of 
existing literature available. This paper therefore is a survey of 
cloud SLAs, their issues and developmental challenges. It 
provides a guide for future research and is expected to benefit 
prospective cloud users and cloud providers alike.  
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I.  INTRODUCTION 
“Cloud computing is a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction” [1]. Cloud computing is the 
provision of services by a cloud service provider to facilitate 
computing, storage and applications development by a user 
utilizing the Internet. Cloud computing can also be defined 
as a computing model for permitting omnipresent, suitable 
and on-demand service access to a common group of 
configurable computing resources such as networks, 
services, storage and applications that can be quickly 
provisioned and released with minimum management 
involvement [2]. Cloud computing has three basis service 
types, Software-as-a-Service (SaaS), Platform-as-a-Service 

(PaaS) and Infrastructure-as-a-Service (IaaS). In SaaS, 
application are made available over the Internet for cloud 
users by cloud providers. Users do not need to install and 
configure applications for usage. Applications can be 
accessed anywhere and at any time over the Internet. In 
PaaS, a platform is provided for cloud users to create and 
deploy own applications using application programming 
interfaces provided by the cloud provider. In this model, the 
user has control over the application being developed and 
deployed. In the IaaS model, infrastructure is provided and 
controlled by the cloud provider. Cloud users are provided 
with networks, servers, storage, computing and other 
resources on-demand and at a cost. The cloud provider 
controls the entire infrastructure, while the user manages the 
operating system, applications and storage.  

Cloud computing utilizes the concept of virtualization 
and multi-tenancy to provides service to users. Enterprises 
can migrate some of their application and utilize services 
based on suitable agreements.  Cloud computing offers four 
deployment types. The public, private, community and 
hybrid clouds. The private cloud is owned by an 
organization. The facilities may be on premise or off – 
premise and can be managed by a third party. Private clouds 
are considered more secured. Public clouds are owned by 
major service providers offering services at a cost to cloud 
users. Public cloud utilizes large data centres sometimes 
across several geographical locations. They are considered 
less secure. Community cloud are owned by several 
organizations who have a shared common interest. It could 
be managed by that community or a third party. Hybrid 
cloud is a combination of either private, community or public 
cloud. Hybrid cloud leverages on the advantages of the 
different cloud types.  

Service Level Agreement (SLA) is defined as a formal 
contract between service providers and consumers to 
guarantee that consumer’s service quality expectation can be 
achieved [3], SLA lifecycle has six steps which are: discover 
the service providers, define the SLA, establish an 
agreement, monitor likely SLA violators, terminate SLA and 
enforce penalties [3]. SLAs embody key elements to achieve 
full success in cloud computing since they represent the 
desired guarantees between service providers and customers 
[4].  SLAs are used to formally describe the functions being 
offered, the Quality of service (QoS) expected from the 
provider, responsibilities of both parties and likely penalties 
[4]. According to [8], SLAs should contain five basic items 



which are: set of services being offered by the providers, an 
unambiguous and future proof terms of service, set of QoS 
metrics for measuring service delivery levels and a means of 
monitor these metrics and means of resolving disputes 
arising from failure to meet the SLA terms. It is important 
for cloud users to enjoy the resources and service guaranteed 
by the cloud provider, while the cloud provider should 
benefit optimally from the resources being provided [6]. 

According to NIST, a cloud SLA is “a document stating 
the technical performance promises made by the cloud 
provider, how disputes are to be discovered and handled and 
any remedies for performance failures”. Clearly, an SLA is 
essential for a successful relationship between a cloud 
provider and cloud user. No serious enterprise will want to 
lose valuable data migrated to the cloud and no viable 
provider will want to lose patronage because of failed 
guarantees. Although, cloud users do not have full control 
over the computing resources made available by the 
provider, they should enjoy attributes such as quality, 
accessibility, trustworthiness and performance of these 
resources when users have transferred some of their business 
functions to the cloud providers [2].  

   The purpose of this paper therefore is to discuss cloud 
computing and SLA. The paper will discuss SLA 
architecture and the challenges. Thereafter, it examines 
issues relating to cloud computing and SLA from the 
perspective of industry. This paper contributes to further 
understanding of SLA in cloud computing. The rest of the 
paper is as follows: Section 2 examines related work. Section 
3 discusses the SLA architecture and challenges. Section 4 
focuses on highlights of SLA in terms of cloud computing 
based on industry perspective. Section 5 concludes and 
suggests future work. 

II. RELATED WORKS 
The authors in [3] presented an SLA-Based Admission 

Control for a Software-as-a-Service Provider in Cloud 
Computing Environments. In this work, an algorithm 
determining customer satisfaction for SaaS cloud model was 
presented. The crux of the work was to develop a means of 
maximizing profit by saving virtual machine cost through a 
process formed by conducting extensive analysis. A dynamic 
data-driven simulation approach for preventing SLA 
violations in federated cloud environments was presented in 
[6]. The work presented an architecture for enabling the 
release of consumer resources without issues in terms of the 
agreement. This was achieved using multiple cloud service 
providers being utilized by a consumer. Service Level 
Agreement in Cloud Computing was presented in [7]; 
wherein the authors examined service level agreements 
between consumers and providers. A Web SLA framework 
was then proposed, implemented and validated. In [8], a 
framework for negotiating Service Level Agreement of 
Cloud-based Services was presented. It was a framework that 
helped decided the most suitable cloud service provider for a 
cloud user. The authors also highlighted the important roles 
of cloud brokers for optimum resource utilization by the 
consumer. A capacity driven utility model for SLA 
negotiation of cloud services was presented in [9]. The work 

proposed a dynamic system which ensured that cloud users 
effectively utilized resources provided by their cloud 
provider. The authors noted that customers’ requirement and 
utilization of cloud resource were relevant criteria to be 
considered when drawing up SLAs that are expected to 
satisfy both parties. The role of governance and other SLA 
issues in cloud environment were presented in [10]. The 
work presented key attributes to be considered when drawing 
up service contracts in cloud computing. The issue of cloud 
governance was also examine with a view of determining 
suitable means of managing information with minimum 
consequences. The authors in [11], presented a pricing 
strategy for cloud computing. They proposed a hybrid 
strategy for cloud pricing services between a vendor and 
consumer. The approach was to use service interruptions as a 
determinant in the relationship between the cloud users and 
the provider in terms of services to optimize profit. The 
issues and challenges faced when providing QoS and SLAs 
in cloud environments were discussed in [12]. The issues 
that could arise from the service providers optimizing users’ 
workloads in view of ensuring adequate quality of service 
were examined. The authors then proposed an architecture 
for providing SLA between the cloud providers and users. In 
[13], the authors proposed a model that simultaneously 
catered for QoS adherence and resource utilization in cloud 
data centres. The authors proposed an approach which 
grouped user workloads into categories and then used these 
categories to prevent SLA violation and also improve 
resource utilization, thus benefitting both the cloud users and 
providers. The NIST cloud computing standards roadmap [2] 
described the role of the cloud broker(s) and identified the 
broker(s) as a critical aspect of cloud SLA. An Inter Cloud 
SLA brokering service was presented in [14]. The work 
discussed inter-cloud environments, which allowed running 
of applications across different cloud platforms. The paper 
then proposed a cloud brokerage that allows user find 
suitable provider(s) for their applications. The authors 
validated the proposed framework via implementation. 
Cloud SLA considerations for the government consumer in 
[4] presented a detailed discussion on SLA. Several aspects 
of SLA was examined including cloud service brokers. The 
SLA evaluation model for cloud computing in [5] proposes a 
new method of developing SLA. As the cloud continues to 
evolve so also should the SLA, hence the paper presents an 
optimized SLA that is more suitable for use by both the 
provider and consumer alike. A formal model for SLA 
negotiation was proposed in [17]. The authors presented an 
agent-based multiple round SLA negotiation model. The 
proposed model was based on Web Service Agreement but 
targeted at SLA management for Cloud services provided by 
multiple parties. The model incorporated multiple runs, 
multiple providers and multiple negotiation round. At each 
negotiation round a happiness factor was computed. The 
happiness function was used to represent the level of 
compromises each party (user agent and CSPs agents) could 
make and was used to determine the point at which 
satisfactory SLA could be made. The work assumed that 
QoS requirements of each party could be prioritized and that 



these parties were willing to make compromises on certain 
QoS requirements. 

III. CLOUD COMPUTING AND SERVICE LEVEL 
AGREEMENT 

A. Service Level Agreement Concepts 
1) NIST 

The NIST in its publication on cloud computing synopsis 
and recommendations as described in [16], viewed SLA 
from one perspective which is from the service provider. 
According to this report, a typical commercial cloud SLA 
should consists of: 

a. These promises should explicitly contain promises 
made to the users (concerning service availability, 
dispute resolution steps, data preservation and legal 
protection of users’ information). 

b. The providers service limitations resulting from 
effect of acts of nature (natural disasters) which are 
outside the providers’ control, service outages and 
updates. The providers are however required to give 
reasonable notice to their users. 

c. The expectations from cloud users, which includes 
acceptance of terms and conditions as well as 
payment for services used.  

This NIST’s view to SLA is quite rigid and skewed in 
favour of the Cloud providers. For instance it does not take 
into consideration the option for users to discuss 
modification to service agreements with service providers if 
the default SLA terms do not address all of the users’ needs. 
The report also implores users to be aware that SLAs may be 
changed at the providers’ discretion (though with reasonable 
advance notice) thus be ready to migrate workloads to 
alternate providers if the changes are unacceptable. This 
however is not an easy task, as vendor lock-in and a lack of 
standard which could allow interoperability between cloud 
providers is still an open cloud computing issue.  

Lastly the NIST’s report assumes a blanket approach to 
SLA agreement for all Cloud services. In [5] however 
multiple SLAs were presented based on the cloud service 
model being subscribed. The authors also specified two types 
of SLA for each service model – the provider SLAs and the 
user SLAs. These contained the promises and expectations 
from the service provider and the users respectively. 

2) ISO / IEC 
International Organization for Standardization and the 

International Electro-technical Commission (ISO / IEC) 
defines cloud SLA as service level agreement between a 
Cloud Service Provider (CSP) and a cloud consumer based 
on a taxonomy of cloud computing specific terms to set the 
quality of services delivered. Cloud SLAs have business and 
technical properties and cover terms regarding the quality of 
service, security, performance and remedies for failure to 
meet the terms of the SLA. A CSP can also list within the 
cloud SLA a set of promises explicitly not made to cloud 
service consumers. That is, limitations and obligations that 
cloud service customers need to accept. 

3) Cloud Service Council 

The Cloud Service Council (CSCC) has defined Cloud 
Service Agreement (CSA) as having three major parts – a 
customer agreement, an Acceptable Use Policy (AUP) and 
an SLA. The CSA describes the overall relationship between 
the customer and the provider, while the AUP details 
activities which the provider considers to be illegal or 
inappropriate. The SLA describes the level of technical 
performance i.e. availability, serviceability, or performance 
associated with the service being rendered to the users.  

    In [11], SLA is described as a document that specifies 
the terms and conditions between the user and CSP. The 
SLA indicates minimum performance level that the CSP has 
to provide, counteractive actions and the consequences in 
case of breach of the agreement between user and CSP. The 
user must be clear about security requirements for their 
assets and all the requirement should be thoroughly agreed 
upon in the SLA.  

Monitoring and enforcing these contractual agreement is 
often a challenge. This is because the service statistics are 
usually provider by service provider and the user can not 
totally rely on these as it might have been tampered with. In 
most cases both the user and the service provider keep 
statistical records of service. Unfortunately in instances of 
conflict between the CSP and the user statistics, evaluation 
of the statistics and determination of responsibility becomes 
an issue. Though cloud arbitrators might be employed in 
cases where numerical metrics are available. However for 
cases relating to security, it is even more challenging as often 
times the “deed has already been done” and an audit about 
the security provided by the CSP is harder to carry out and 
even agreed upon in the first place; as security is an ever 
dynamic issue. 

B. Service Level Agreement Levels 
Some of the significant levels associated with cloud 

SLAs are discussed: 
a. Facility level SLA: At this level, the CSP will 

deliver on SLA covering the data centre services 
necessary to maintain the customer owned 
information and/or applications. These comprise 
items such as electric power, onsite generator and 
cooling among others. SLAs would cover high 
availability, fault tolerance and data replication. 

b. Platform Level SLA: This level entails physical 
servers, virtualization infrastructure, and network 
related hardware owned by the provider and used by 
the cloud consumers. SLA at this level would 
include information about physical security that 
denies unauthorized access to the building, facility, 
and resource. Background checks and character 
analysis of staff should also be done prior to 
recruitment by the service provider. 

c. Operating system level: At this level, providers 
normally deliver some amount of managed services 
to the users. This extra service permits the provider 
to guarantee that the OS is suitably sustained so that 
it is dependably accessible. SLAs would contains 
information about security updates, system patches, 



confidentiality / encryption, user authorization and 
audit trails. 

d. Application level SLA: This category delivers safety 
against application level data catastrophes up to and 
comprising the customer application being executed 
on the infrastructure provided by the provider. Here, 
the cloud provider is ensuring the availability, 
stability and performance of their cloud user 
software which they are hosting. This is often times 
difficult to guarantee particularly in IaaS and PaaS 
wherein the user is solely responsible for the 
application they put on the cloud. 

C. Cloud Provider Service Level Agreement  
A typical SLA of a cloud service provider comprises the 

following: 
a. Service Assurance: This is a metric which specifies 

the service level which a provider must meet over an 
agreement time period. 

b. Service Assurance Time Period: This describes the 
duration over which a service guarantee should 
happen. The time period can be a billing month, or 
as agreed upon by both parties.  

c. Service Assurance Granularity: This defines the 
resource scale on which a provider specifies a 
service guarantee. For example, the granularity can 
be as per service, per data centre, per instance, or per 
transaction basis. Related to time period the service 
assurance can be inflexible if granularity of service 
assurance is fine–grained. Service assurance 
granularity can also be designed as a cumulative of 
the deliberated resources such as contacts.  

d. Service Guarantee: Omissions are instances that are 
excluded from service guarantee metric calculations. 
The omission typically include misuse of the system 
by a customer or any downtime associated with the 
scheduled maintenance. 

e. Service Recognition: This is the account credited to 
the customer or applied towards upcoming 
expenditures if the service assurance is not met. The 
amount can be a comprehensive or restricted 
recognition of the consumer compensation for the 
miscalculated service. 

f. The service violation measurement and reporting: 
This describes how and who measures and reports 
the violation of service assurance respectively. This 
is usually done by the users but the provider could 
also take up the role. In some instance an 
independent service monitoring third party might be 
responsible for this. 

D. Service Level Agreement Benefits and Challenges 
1) Service Level Agreement Benefits 

It is imperative to have detailed agreement between the 
consumer and provider to ensure trust and confidence on 
both sides. The following are some of the benefits of having 
a cloud SLA according to [10]: 

a. It enables strong understanding of the service and 
accountabilities of all parties. 

b. It helps the customer to achieve their view points. 
c. It encourages clearness, responsibility and reliability. 
d. Provides information on team performance, 

capabilities and staffing judgment. 
e. There is provision of supportive and collective 

functioning. 
2) Service Level Agreement Challenges 

Every agreement has some challenges that both parties 
must contend with. Some of these challenges are as follows: 

a. SLAs are hard to accomplish in cloud computing 
because certain infrastructure and circumstances 
such as network and force majeure are beyond the 
control of both the cloud provider and customer, 
hence difficult to draw up an SLA for.  

b. In situations where multi-tenancy is employed, SLAs 
pertaining to service isolation and high availability 
might be difficult to for the service provider to 
guarantee.  

c. For cloud SaaS model, SLAs are difficult to 
accomplish because it is nearly impossible for the 
service provider to test every possible user 
software/application with varied system 
configuration beforehand.  

d. It is very difficult to agree on a cloud SLA which 
covers security. Distributed Denial of Service DDoS, 
keystroke timing and side-channel attacks have been 
identified as some of the most common attacks in 
cloud environment [15] and still remain an open 
challenge. Due to the dynamic and ever changing 
nature of these attacks, a service provider can only at 
best give a generalized security-based SLA and 
might not even be able to guarantee it. 

e. In distributed and multi-cloud application 
deployment, SLAs are difficult to agree on as the 
various providers implement varied standards. These 
standards are often times proprietary and not 
interoperable hence a single SLA for all parties 
involved might be difficult to achieve. 

IV. TYPICAL SERVICE LEVEL AGREEMENT OFFERED BY 
CLOUD SERVICE PROVIDERS 

A. Amazon Web Services 
AWS [18] is a cloud service provided by Amazon and 

offers services such as the Elastic Cloud Compute (EC2) and 
Simple Storage Service (S3). In EC2, a customer can obtain 
virtual machine instances by the hour or reserve them in 
advance for an entire year. In addition, EC2 offers spot 
instances where a customer can bid for compute capacity. 
The storage service S3 provides mechanism for storing and 
retrieving data object using put (), get () operating with data 
size ranging from one byte to five terabytes. Amazon EC2 
and S3 service are backed by distinct SLAs [14] and 
summarized as follows: 

a. For Amazon’s EC2 
i. SLAs are defined per data centre and on regional 

basis.  



ii. 99.95% regional service availability guarantee with 
users redirected to other regional after a 5 minutes 
of waiting. 

iii. Users are responsible for monitoring SLA metrics 
and report same to Amazon.  

iv. Dispute resolution and penalties are in terms of 
service credit rebate for failure of individual 
instances as a result of region unavailability.  

b. For Amazon’s S3:  
i. A 99.9% storage service request completion rate is 

guaranteed 
ii. Users are responsible for monitoring and reporting 

service failures. 
iii. In terms of dispute resolution and penalties, a 

service credit rebate of 10% of the customer’s bill 
is paid to the customer if completion rate is below 
99.9% per month and 25% if completion rate is less 
than 99%. 

B. Windows Azure  
Windows Azure [19] is a PaaS and IaaS cloud service 

provider that offers Azure compute and Azure storage 
services. Azure compute comprise three services called roles, 
namely: web, worker and a VM. A web role provides a web 
based front end for applications, the worker is used for 
application deployment, while the VM provides a virtual 
infrastructure to the user. Azure storage on the other hand is 
similar to Amazon’s S3 storage. The SLAs for these 
respective services are as summarized: 

a. For Azure Compute 
i. Azure SLA defines two service guarantees: 

external network connectivity and uptime which 
are calculated on monthly basis.  

ii. 99.5% and 99.9% service availability rate is 
guaranteed. 

iii. Users are responsible for monitoring and reporting 
service failures. 

iv. Disputes are resolved by offering users a 10% 
service credit rebate if connectivity and uptime 
percentage is below 99.5% and 99.9% respectively. 

b. For Azure Storage:  
i. A 99.9% storage service request completion rate is 

guaranteed. 
ii. Users are responsible for monitoring and reporting 

service failures. 
iii. For disputes and penalties, a service credit rebate of 

10% of the customer’s bill is paid to the customer 
if completion rate is below 99.9% per month and 
25% if completion rate is less than 99%. 

Table 1 shows a concise comparison of cloud storage 
SLAs of three cloud providers – Amazon, Azure and 
Rackspace.  

 
 
 
 

TABLE I.  COMPARISON OF CLOUD STORAGE SLAS [14]  

Service 
Provider 

Amazon S3 Azure Storage Rackspace 
Cloud Files 

Service 
guarantee 

Completed 
transactions 
(with no error 
response) 

Completed 
transactions  
(within 
stipulated time) 

Completed 
transactions, 
availability 

Service 
granularity 
guarantee 

Per 
transaction 

Per transaction Per 
transaction, 
data center 

Service 
guarantee 
time period 

Billing month Billing month Per month 

Service credit 10% of bill if < 99.9%, and 25% 
if < 99% 

10% of bill if 
< 99%, 100% 
if < 96.5% 

Service 
violation 
reporting 
onus 

Customer 

Service 
violation 
incident 
reporting 

N/A Within days of 
incident 
occurrence 

N/A 

Service 
violation 
claim filing 

Within 10 
business days 
following the 
month in 
which the 
incident 
occurred. 

Within one 
billing month 

Within 30 
days 
following 
unavailability 

SLA publish 
date 

October 1, 
2007 

November 12, 
2010 

June 23, 2009 

Credit 
applied 
towards 
future 
payments 
only 

Yes No 

 

V. CONCLUSION 
Cloud computing provides scalable, on demand, elastic, 
multi-tenant and virtualized services to customers over 
the Internet through cloud providers. The service types 
are the SaaS that provides applications, PaaS that provide 
platform for application development, and IaaS that 
provides storages and computing infrastructure to users. 
These services are provided on the basis of service level 
agreements between the CSP and the user. The SLA 
specifies the terms of the services provided for a 
mutually beneficial transaction between both parties. In 
this paper, a survey of recent developmental trends and 
issues in cloud SLA negotiations were presented. The 
paper concluded with a review of SLAs for major CSPs 
such as Amazon, Microsoft and Rackspace which 
provide IaaS and PaaS services to clients was then done. 
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