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Abstract
The rapidity and efficient use of most communication technologies remain the driver of accelerated developments across the major societies of the world
today. This is quite exciting when compared to what existed in the past. However, current happenings indicate that the contribution of these technologies to
sporadic development of nations is fraught with recordable socio-economic risks whose effect is unprecedented and affecting the nature of trust required for
social continuity in human environment. Consequently, this paper considers the nature of risks and vulnerabilities affecting e-connectivity from a modernist
theoretical perspective and contextualized this in the double edged implication affecting the use of the Internet. The first section of this paper is devoted to
review on the nature of affinity between the Internet and crime while the final section engages the empirical analysis of secondary data on the consequences
of cyber-crime to the global economy.

Chapter Preview

Introduction
Crime in the modern society is identified as a social problem of a major concern. There has always been a number of humans that are bent in their ethics,
morals, socio-psychological makeup, or sense of justice, and are ready, willing, and able to commit crimes of all types (Singleton & Singleton, 2010).
Apparently, Graham (1993) posits that the world is thickly populated with minds and taking cognizance of the thickness of both “good” and “bad” minds in
human environment, significant efforts and resources are generally committed by government and other stakeholders toward crime control or eradication
and equally devoted to ordering human relationship (NCPI, 2001). Therefore, since the beginning of recorded history, violations of the social and legal code
by individuals or groups have been formally proscribed (Hughes, 2004; Garland, 2001; Muncie & McLaughlin, 2001; Sarri, 1995). Despite the formal
proscription of criminal acts across national boundaries, the magnitude and the character of old and newly evolving crime remain alarming (Stark, 2004;
Packer, 1968). Many factors can conveniently be attributed to this development but the most central which is the focus of this paper is the role of
communication technology in the promotion of criminality. In the global arena, rapid advances in technology and consumer demands have created greater
access to cyber communications (McShane & Williams III, 2007:147). Modern breakthroughs in the technological world is not completely insulated from the
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shortcomings that hitherto attended traditional technologies. Discoveries from time immemorial have been fraught with one anomaly or the other both
helping to solve human challenges and substituting same for higher if not tougher challenges. The advent of diverse technologies into societies worldwide is
laden with both positive and negative impacts entrenched in socio-economic related challenges existing in all known society. Consequently, current reflection
is closely linked to the duality of developments attendant to information and business technologies that are jointly enhancing global economy and breeding
new crimes. Global experiences have basically show that the ICTs allow legitimate global economies and knowledge networks to exist, they also allow for a
darker side that sees the illegitimate use of information networks (Castells, 1998; Williams, 2006:17). Put succinctly, just as the ICT revolution facilitates
international and local businesses, it also creates a threat to social/corporate trust and transactional relationships. In line with these known attributes
therefore, the focus on ICTs in this analytic discourse is restricted to the examination of the Internet, a technology with a capacity viewed as both enabling,
disenabling, fostering human progress and generating vices. Despite the Internet’s instrumentality to the spread of globalization, its existence has
simultaneously nurtured existing crimes and as well intensify the evolution of yet to be known crimes. Cyber-crimes are growing and by 2017, the global
cyber security market is expected to skyrocket to $120.1billion from $63.7billion in 2011(cigionline, 2015). Consequently, this paper reflects on the role of the
Internet in rising profile of crime and evaluates the resultant risks affecting interpersonal relationship in the global community with the view of arresting the
situation.

Complete Chapter List
Search this Book: Full text search terms

Reset

Editorial Advisory Board View Full PDF (/pdf.aspx?
tid=251409&ptid=236595&ctid=15&t=Editorial Advisory

Board&isxn=9781799824664)

Table of Contents View Full PDF (/pdf.aspx?
tid=251411&ptid=236595&ctid=15&t=Table of

Contents&isxn=9781799824664)

Preface View Full PDF (/pdf.aspx?
tid=251412&ptid=236595&ctid=15&t=Preface&isxn=9781799824664)

Chapter 1

Digital Evidence in Practice: Procedure and Tools (/chapter/digital-evidence-in-practice/251414) (pages
1-22)

Uma N. Dulhare (MJCET, India), Shaik Rasool (MJCET, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251414&ptid=236595&t=Digital

Evidence in
Practice:

Procedure and
Tools&isxn=9781799824664)

Chapter 2

Introduction to Tourism Security: Tourism in the Age of Terrorism (/chapter/introduction-to-tourism-
security/251415) (pages 23-41)

Maximiliano Emanuel Korstanje (University of Palermo, Argentina)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251415&ptid=236595&t=Introduction

to Tourism
Security: Tourism

in the Age of
Terrorism&isxn=9781799824664)

Chapter 3

English Speaking Countries and the Culture of Fear: Understanding Technology and Terrorism
(/chapter/english-speaking-countries-and-the-culture-of-fear/251416) (pages 42-55)

Maximiliano Emanuel Korstanje (University of Palermo, Argentina)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251416&ptid=236595&t=English

Speaking
Countries and
the Culture of

Fear:
Understanding
Technology and

Terrorism&isxn=9781799824664)

https://www.igi-global.com/pdf.aspx?tid=251409&ptid=236595&ctid=15&t=Editorial%20Advisory%20Board&isxn=9781799824664
https://www.igi-global.com/pdf.aspx?tid=251411&ptid=236595&ctid=15&t=Table%20of%20Contents&isxn=9781799824664
https://www.igi-global.com/pdf.aspx?tid=251412&ptid=236595&ctid=15&t=Preface&isxn=9781799824664
https://www.igi-global.com/chapter/digital-evidence-in-practice/251414
https://www.igi-global.com/viewtitlesample.aspx?id=251414&ptid=236595&t=Digital%20Evidence%20in%20Practice:%20Procedure%20and%20Tools&isxn=9781799824664
https://www.igi-global.com/chapter/introduction-to-tourism-security/251415
https://www.igi-global.com/viewtitlesample.aspx?id=251415&ptid=236595&t=Introduction%20to%20Tourism%20Security:%20Tourism%20in%20the%20Age%20of%20Terrorism&isxn=9781799824664
https://www.igi-global.com/chapter/english-speaking-countries-and-the-culture-of-fear/251416
https://www.igi-global.com/viewtitlesample.aspx?id=251416&ptid=236595&t=English%20Speaking%20Countries%20and%20the%20Culture%20of%20Fear:%20Understanding%20Technology%20and%20Terrorism&isxn=9781799824664


Chapter 4

The Cyber Talent Gap and Cybersecurity Professionalizing (/chapter/the-cyber-talent-gap-and-
cybersecurity-professionalizing/251417) (pages 56-63)

Calvin Nobles (University of Maryland University College, Adelphi, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251417&ptid=236595&t=The
Cyber Talent Gap

and
Cybersecurity

Professionalizing&isxn=9781799824664)

Chapter 5

The Fundamentals of Digital Forensics and Cyber Law (/chapter/the-fundamentals-of-digital-forensics-
and-cyber-law/251418) (pages 64-81)

Kirti Raj Raj Bhatele (BSF Academy, India), Deepak Dutt Mishra (BSF Academy, India), Himanshu
Bhatt (BSF Academy, India), Karishma Das (BSF Academy, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251418&ptid=236595&t=The
Fundamentals of
Digital Forensics

and Cyber
Law&isxn=9781799824664)

Chapter 6

Dark and Deep Webs-Liberty or Abuse (/chapter/dark-and-deep-webs-liberty-or-abuse/251419) (pages
82-97)

Lev Topor (Bar Ilan University, Ramat Gan, Israel)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251419&ptid=236595&t=Dark
and Deep Webs-

Liberty or
Abuse&isxn=9781799824664)

Chapter 7

A Review on Cyberattacks: Security Threats and Solution Techniques for Different Applications
(/chapter/a-review-on-cyberattacks/251420) (pages 98-126)

Gaganjot Kaur Saini (Charles Sturt University, Australia), Malka N. Halgamuge (Charles Sturt
University, Australia), Pallavi Sharma (Charles Sturt University, Australia), James Stephen Purkis
(Charles Sturt University, Australia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251420&ptid=236595&t=A

Review on
Cyberattacks:

Security Threats
and Solution

Techniques for
Different

Applications&isxn=9781799824664)

Chapter 8

Cyber-Physical Systems: An Overview of Design Process, Applications, and Security (/chapter/cyber-
physical-systems/251422) (pages 128-150)

Lydia Ray (Columbus State University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251422&ptid=236595&t=Cyber-

Physical
Systems: An
Overview of

Design Process,
Applications, and
Security&isxn=9781799824664)

Chapter 9

Developing a Military Cyber Maturity Model for Multi-Domain Battle Mission Resilience and Success
(/chapter/developing-a-military-cyber-maturity-model-for-multi-domain-battle-mission-resilience-and-
success/251423) (pages 151-164)

David Ormrod (Australian Centre for Cyber-Security, University of New South Wales at the Australian
Defence Force Academy, Canberra, Australia), Benjamin Turnbull (Australian Centre for Cyber-
Security, University of New South Wales at the Australian Defence Force Academy, Canberra,
Australia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251423&ptid=236595&t=Developing
a Military Cyber
Maturity Model

for Multi-Domain
Battle Mission
Resilience and

Success&isxn=9781799824664)

https://www.igi-global.com/chapter/the-cyber-talent-gap-and-cybersecurity-professionalizing/251417
https://www.igi-global.com/viewtitlesample.aspx?id=251417&ptid=236595&t=The%20Cyber%20Talent%20Gap%20and%20Cybersecurity%20Professionalizing&isxn=9781799824664
https://www.igi-global.com/chapter/the-fundamentals-of-digital-forensics-and-cyber-law/251418
https://www.igi-global.com/viewtitlesample.aspx?id=251418&ptid=236595&t=The%20Fundamentals%20of%20Digital%20Forensics%20and%20Cyber%20Law&isxn=9781799824664
https://www.igi-global.com/chapter/dark-and-deep-webs-liberty-or-abuse/251419
https://www.igi-global.com/viewtitlesample.aspx?id=251419&ptid=236595&t=Dark%20and%20Deep%20Webs-Liberty%20or%20Abuse&isxn=9781799824664
https://www.igi-global.com/chapter/a-review-on-cyberattacks/251420
https://www.igi-global.com/viewtitlesample.aspx?id=251420&ptid=236595&t=A%20Review%20on%20Cyberattacks:%20Security%20Threats%20and%20Solution%20Techniques%20for%20Different%20Applications&isxn=9781799824664
https://www.igi-global.com/chapter/cyber-physical-systems/251422
https://www.igi-global.com/viewtitlesample.aspx?id=251422&ptid=236595&t=Cyber-Physical%20Systems:%20An%20Overview%20of%20Design%20Process,%20Applications,%20and%20Security&isxn=9781799824664
https://www.igi-global.com/chapter/developing-a-military-cyber-maturity-model-for-multi-domain-battle-mission-resilience-and-success/251423
https://www.igi-global.com/viewtitlesample.aspx?id=251423&ptid=236595&t=Developing%20a%20Military%20Cyber%20Maturity%20Model%20for%20Multi-Domain%20Battle%20Mission%20Resilience%20and%20Success&isxn=9781799824664


Chapter 10

Advances in Digital Forensics Frameworks and Tools: A Comparative Insight and Ranking
(/chapter/advances-in-digital-forensics-frameworks-and-tools/251424) (pages 165-191)

Muhammad Abulaish (Department of Computer Science, South Asian University, New Delhi, India),
Nur Al Hasan Haldar (Center of Excellence in Information Assurance (CoEIA), King Saud University,
Riyadh, Saudi Arabia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251424&ptid=236595&t=Advances

in Digital
Forensics

Frameworks and
Tools: A

Comparative
Insight and

Ranking&isxn=9781799824664)

Chapter 11

Situation Understanding for Operational Art in Cyber Operations (/chapter/situation-understanding-for-
operational-art-in-cyber-operations/251425) (pages 192-206)

Tuija Kuusisto (Ministry of Finance and National Defence University, Helsinki, Finland), Rauno
Kuusisto (The Finnish Defence Research Agency, Riihimäki, Finland and National Defence University,
Helsinki, Finland and University of Jyväskylä, Jyväskylä, Finland), Wolfgang Roehrig (European
Defence Agency, Brussels, Belgium)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251425&ptid=236595&t=Situation

Understanding
for Operational

Art in Cyber
Operations&isxn=9781799824664)

Chapter 12

A New Dynamic Cyber Defense Framework (/chapter/a-new-dynamic-cyber-defense-
framework/251426) (pages 207-217)

Jim Q. Chen (DoD National Defense University, Washington, D.C., USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251426&ptid=236595&t=A

New Dynamic
Cyber Defense

Framework&isxn=9781799824664)

Chapter 13

A Cyber Crime Investigation Model Based on Case Characteristics (/chapter/a-cyber-crime-
investigation-model-based-on-case-characteristics/251427) (pages 218-226)

Zhi Jun Liu (Hubei University of Police, Hubei, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251427&ptid=236595&t=A

Cyber Crime
Investigation

Model Based on
Case

Characteristics&isxn=9781799824664)

Chapter 14

Deception Detection in Cyber Conflicts: A Use Case for the Cybersecurity Strategy Formation
Framework (/chapter/deception-detection-in-cyber-conflicts/251428) (pages 227-239)

Jim Q. Chen (DoD National Defense University, Washington D.C., USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251428&ptid=236595&t=Deception

Detection in
Cyber Conflicts:
A Use Case for

the Cybersecurity
Strategy

Formation
Framework&isxn=9781799824664)

Chapter 15

Using an Ontology for Network Attack Planning (/chapter/using-an-ontology-for-network-attack-
planning/251429) (pages 240-254)

Renier van Heerden (Council for Scientific and Industrial Research (CSIR) and Nelson Mandela
Metropolitan University, South Africa), Peter Chan (Council for Scientific and Industrial Research
(CSIR), Pretoria, South Africa), Louise Leenen (Council for Scientific and Industrial Research (CSIR),
Pretoria and Cape Peninsula University of Technology, Cape Town, South Africa), Jacques Theron
(South African National Defence Force (SANDF), Pretoria, South Africa)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251429&ptid=236595&t=Using
an Ontology for
Network Attack

Planning&isxn=9781799824664)

https://www.igi-global.com/chapter/advances-in-digital-forensics-frameworks-and-tools/251424
https://www.igi-global.com/viewtitlesample.aspx?id=251424&ptid=236595&t=Advances%20in%20Digital%20Forensics%20Frameworks%20and%20Tools:%20A%20Comparative%20Insight%20and%20Ranking&isxn=9781799824664
https://www.igi-global.com/chapter/situation-understanding-for-operational-art-in-cyber-operations/251425
https://www.igi-global.com/viewtitlesample.aspx?id=251425&ptid=236595&t=Situation%20Understanding%20for%20Operational%20Art%20in%20Cyber%20Operations&isxn=9781799824664
https://www.igi-global.com/chapter/a-new-dynamic-cyber-defense-framework/251426
https://www.igi-global.com/viewtitlesample.aspx?id=251426&ptid=236595&t=A%20New%20Dynamic%20Cyber%20Defense%20Framework&isxn=9781799824664
https://www.igi-global.com/chapter/a-cyber-crime-investigation-model-based-on-case-characteristics/251427
https://www.igi-global.com/viewtitlesample.aspx?id=251427&ptid=236595&t=A%20Cyber%20Crime%20Investigation%20Model%20Based%20on%20Case%20Characteristics&isxn=9781799824664
https://www.igi-global.com/chapter/deception-detection-in-cyber-conflicts/251428
https://www.igi-global.com/viewtitlesample.aspx?id=251428&ptid=236595&t=Deception%20Detection%20in%20Cyber%20Conflicts:%20A%20Use%20Case%20for%20the%20Cybersecurity%20Strategy%20Formation%20Framework&isxn=9781799824664
https://www.igi-global.com/chapter/using-an-ontology-for-network-attack-planning/251429
https://www.igi-global.com/viewtitlesample.aspx?id=251429&ptid=236595&t=Using%20an%20Ontology%20for%20Network%20Attack%20Planning&isxn=9781799824664


Chapter 16

Contrast Modification Forensics Algorithm Based on Merged Weight Histogram of Run Length
(/chapter/contrast-modification-forensics-algorithm-based-on-merged-weight-histogram-of-run-
length/251430) (pages 255-265)

Liang Yang (Nankai University, Tianjin, China), Tiegang Gao (College of Software, Nankai University,
Tianjin, China), Yan Xuan (Nankai University, Tianjin, China), Hang Gao (Nankai University, Tianjin,
China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251430&ptid=236595&t=Contrast

Modification
Forensics

Algorithm Based
on Merged

Weight
Histogram of Run
Length&isxn=9781799824664)

Chapter 17

A Framework for Dark Web Threat Intelligence Analysis (/chapter/a-framework-for-dark-web-threat-
intelligence-analysis/251431) (pages 266-276)

Xuan Zhang (Criminal Investigation Department of Shandong Police College, Jinan, China), KP Chow
(Department of Computer Science University of Hong Kong, Hong Kong, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251431&ptid=236595&t=A

Framework for
Dark Web Threat

Intelligence
Analysis&isxn=9781799824664)

Chapter 18

A Classification Framework for Data Mining Applications in Criminal Science and Investigations
(/chapter/a-classification-framework-for-data-mining-applications-in-criminal-science-and-
investigations/251432) (pages 277-293)

Mahima Goyal (Ambedkar Institute of Advanced Communication Technologies and Research, India),
Vishal Bhatnagar (Ambedkar Institute of Advanced Communication Technologies and Research,
India), Arushi Jain (Ambedkar Institute of Advanced Communication Technologies and Research,
India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251432&ptid=236595&t=A

Classification
Framework for
Data Mining

Applications in
Criminal Science

and
Investigations&isxn=9781799824664)

Chapter 19

Toward a Model for Ethical Cybersecurity Leadership (/chapter/toward-a-model-for-ethical-
cybersecurity-leadership/251433) (pages 294-302)

Marisa Cleveland (Northeastern University, Boston, USA), Tonia Spangler (Florida SouthWestern State
College, Fort Myers, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251433&ptid=236595&t=Toward

a Model for
Ethical

Cybersecurity
Leadership&isxn=9781799824664)

Chapter 20

Algorithm for Secure Hybrid Cloud Design Against DDoS Attacks (/chapter/algorithm-for-secure-hybrid-
cloud-design-against-ddos-attacks/251434) (pages 303-320)

Akashdeep Bhardwaj (University of Petroleum & Energy Studies, Dehradun, India), Sam Goundar
(Victoria University of Wellington, New Zealand)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251434&ptid=236595&t=Algorithm
for Secure Hybrid

Cloud Design
Against DDoS

Attacks&isxn=9781799824664)

Chapter 21

Modelling Cyber-Crime Protection Behaviour among Computer Users in the Context of Bangladesh
(/chapter/modelling-cyber-crime-protection-behaviour-among-computer-users-in-the-context-of-
bangladesh/251435) (pages 321-341)

Imran Mahmud (University Sains Malaysia, Malaysia & Daffodil International University, Bangladesh),
T. Ramayah (University Sains Malaysia, Malaysia & International Business School, Universiti Teknologi
Malaysia, Malaysia), Md. Mahedi Hasan Nayeem (Daffodil International University, Bangladesh), S. M.
Muzahidul Islam (Daffodil International University, Bangladesh), Pei Leng Gan (University Sains
Malaysia, Malaysia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251435&ptid=236595&t=Modelling

Cyber-Crime
Protection

Behaviour among
Computer Users
in the Context of

Bangladesh&isxn=9781799824664)

https://www.igi-global.com/chapter/contrast-modification-forensics-algorithm-based-on-merged-weight-histogram-of-run-length/251430
https://www.igi-global.com/viewtitlesample.aspx?id=251430&ptid=236595&t=Contrast%20Modification%20Forensics%20Algorithm%20Based%20on%20Merged%20Weight%20Histogram%20of%20Run%20Length&isxn=9781799824664
https://www.igi-global.com/chapter/a-framework-for-dark-web-threat-intelligence-analysis/251431
https://www.igi-global.com/viewtitlesample.aspx?id=251431&ptid=236595&t=A%20Framework%20for%20Dark%20Web%20Threat%20Intelligence%20Analysis&isxn=9781799824664
https://www.igi-global.com/chapter/a-classification-framework-for-data-mining-applications-in-criminal-science-and-investigations/251432
https://www.igi-global.com/viewtitlesample.aspx?id=251432&ptid=236595&t=A%20Classification%20Framework%20for%20Data%20Mining%20Applications%20in%20Criminal%20Science%20and%20Investigations&isxn=9781799824664
https://www.igi-global.com/chapter/toward-a-model-for-ethical-cybersecurity-leadership/251433
https://www.igi-global.com/viewtitlesample.aspx?id=251433&ptid=236595&t=Toward%20a%20Model%20for%20Ethical%20Cybersecurity%20Leadership&isxn=9781799824664
https://www.igi-global.com/chapter/algorithm-for-secure-hybrid-cloud-design-against-ddos-attacks/251434
https://www.igi-global.com/viewtitlesample.aspx?id=251434&ptid=236595&t=Algorithm%20for%20Secure%20Hybrid%20Cloud%20Design%20Against%20DDoS%20Attacks&isxn=9781799824664
https://www.igi-global.com/chapter/modelling-cyber-crime-protection-behaviour-among-computer-users-in-the-context-of-bangladesh/251435
https://www.igi-global.com/viewtitlesample.aspx?id=251435&ptid=236595&t=Modelling%20Cyber-Crime%20Protection%20Behaviour%20among%20Computer%20Users%20in%20the%20Context%20of%20Bangladesh&isxn=9781799824664


Chapter 22

A Privacy Protection Approach Based on Android Application's Runtime Behavior Monitor and Control
(/chapter/a-privacy-protection-approach-based-on-android-applications-runtime-behavior-monitor-and-
control/251436) (pages 342-361)

Fan Wu (Beijing University of Posts and Telecommunications, Beijing, China), Ran Sun (Beijing
University of Posts and Telecommunications, Beijing, China), Wenhao Fan (Beijing University of Posts
and Telecommunications, Beijing, China), Yuan'An Liu (Beijing University of Posts and
Telecommunications, Beijing, China), Feng Liu (State Key Laboratory of Information Security, Institute
of Information Engineering and School of Cybersecurity University of Chinese Academy of Sciences,
Chinese Academy of Sciences, Beijing, China), Hui Lu (Guangzhou University, Guangzhou, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251436&ptid=236595&t=A

Privacy
Protection

Approach Based
on Android

Application's
Runtime

Behavior Monitor
and

Control&isxn=9781799824664)

Chapter 23

A Steganalytic Scheme Based on Classifier Selection Using Joint Image Characteristics (/chapter/a-
steganalytic-scheme-based-on-classifier-selection-using-joint-image-characteristics/251437) (pages
362-376)

Jie Zhu (State Key Laboratory of Information Security, Institute of Information Engineering, Chinese
Academy of Sciences, Beijing, China & School of Cyber Security, University of Chinese Academy of
Sciences, Beijing, China), Qingxiao Guan (State Key Laboratory of Information Security, Institute of
Information Engineering, Chinese Academy of Sciences, Beijing, China & School of Cyber Security,
University of Chinese Academy of Sciences, Beijing, China), Xianfeng Zhao (State Key Laboratory of
Information Security, Institute of Information Engineering, Chinese Academy of Sciences, Beijing,
China & School of Cyber Security, University of Chinese Academy of Sciences, Beijing, China), Yun
Cao (State Key Laboratory of Information Security, Institute of Information Engineering, Chinese
Academy of Sciences, Beijing, China & School of Cyber Security, University of Chinese Academy of
Sciences, Beijing, China), Gong Chen (State Key Laboratory of Information Security, Institute of
Information Engineering, Chinese Academy of Sciences, Beijing, China & School of Cyber Security,
University of Chinese Academy of Sciences, Beijing, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251437&ptid=236595&t=A

Steganalytic
Scheme Based

on Classifier
Selection Using

Joint Image
Characteristics&isxn=9781799824664)

Chapter 24

Attack Detection in Cloud Networks Based on Artificial Intelligence Approaches (/chapter/attack-
detection-in-cloud-networks-based-on-artificial-intelligence-approaches/251438) (pages 377-394)

Zuleyha Yiner (Siirt University, Turkey), Nurefsan Sertbas (Istanbul University – Cerrahpaşa, Turkey),
Safak Durukan-Odabasi (Istanbul University – Cerrahpaşa, Turkey), Derya Yiltas-Kaplan (Istanbul
University – Cerrahpaşa, Turkey)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251438&ptid=236595&t=Attack

Detection in
Cloud Networks

Based on
Artificial

Intelligence
Approaches&isxn=9781799824664)

Chapter 25

An Economical Methodology to Rhetorical Identifications in Cloud Victimization Virtual Machine
Snapshots (/chapter/an-economical-methodology-to-rhetorical-identifications-in-cloud-victimization-
virtual-machine-snapshots/251439) (pages 395-409)

Neeraj Bhargava (School of Engineering and System Sciences, Department of Computer Science,
MDS University, Ajmer, India), Srinivas Kumar Palvadi (SatyaSai University of Technology and Medical
Sciences, Sehore, India), Abhishek Kumar (Aryabhatta College of Engineering and Research Center,
Ajmer, India), Pramod Singh Rathore (Aryabhatta College of Engineering and Research Center, Ajmer,
India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251439&ptid=236595&t=An

Economical
Methodology to

Rhetorical
Identifications in

Cloud
Victimization

Virtual Machine
Snapshots&isxn=9781799824664)

https://www.igi-global.com/chapter/a-privacy-protection-approach-based-on-android-applications-runtime-behavior-monitor-and-control/251436
https://www.igi-global.com/viewtitlesample.aspx?id=251436&ptid=236595&t=A%20Privacy%20Protection%20Approach%20Based%20on%20Android%20Application%27s%20Runtime%20Behavior%20Monitor%20and%20Control&isxn=9781799824664
https://www.igi-global.com/chapter/a-steganalytic-scheme-based-on-classifier-selection-using-joint-image-characteristics/251437
https://www.igi-global.com/viewtitlesample.aspx?id=251437&ptid=236595&t=A%20Steganalytic%20Scheme%20Based%20on%20Classifier%20Selection%20Using%20Joint%20Image%20Characteristics&isxn=9781799824664
https://www.igi-global.com/chapter/attack-detection-in-cloud-networks-based-on-artificial-intelligence-approaches/251438
https://www.igi-global.com/viewtitlesample.aspx?id=251438&ptid=236595&t=Attack%20Detection%20in%20Cloud%20Networks%20Based%20on%20Artificial%20Intelligence%20Approaches&isxn=9781799824664
https://www.igi-global.com/chapter/an-economical-methodology-to-rhetorical-identifications-in-cloud-victimization-virtual-machine-snapshots/251439
https://www.igi-global.com/viewtitlesample.aspx?id=251439&ptid=236595&t=An%20Economical%20Methodology%20to%20Rhetorical%20Identifications%20in%20Cloud%20Victimization%20Virtual%20Machine%20Snapshots&isxn=9781799824664


Chapter 26

Cyber-Physical Systems in Vehicular Communications (/chapter/cyber-physical-systems-in-vehicular-
communications/251441) (pages 411-431)

Amjad Mehmood (Kohat University of Science and Technology, Pakistan), Syed Hassan Ahmed
(Kyungpook National University, South Korea), Mahasweta Sarkar (San Diego State University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251441&ptid=236595&t=Cyber-
Physical Systems

in Vehicular
Communications&isxn=9781799824664)

Chapter 27

Technology-Enhanced Learning in Cyber-Physical Systems Embedding Modeling and Simulation
(/chapter/technology-enhanced-learning-in-cyber-physical-systems-embedding-modeling-and-
simulation/251442) (pages 432-445)

Dietmar P. F. Möller (Clausthal University of Technology, Clausthal-Zellerfeld, Germany & University of
Nebraska – Lincoln, Lincoln, USA), Hamid Vakilzadian (University of Nebraska – Lincoln, Lincoln,
USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251442&ptid=236595&t=Technology-

Enhanced
Learning in

Cyber-Physical
Systems

Embedding
Modeling and

Simulation&isxn=9781799824664)

Chapter 28

SCADA Systems Cyber Security for Critical Infrastructures: Case Studies in Multiple Sectors
(/chapter/scada-systems-cyber-security-for-critical-infrastructures/251443) (pages 446-464)

Suhaila Ismail (School of Information Technology and Mathematical Sciences, University of South
Australia, Adelaide, Australia), Elena Sitnikova (Australian Centre for Cyber Security (ACCS),
University of New South Wales at ADFA, Canberra, Australia), Jill Slay (Australian Centre for Cyber
Security (ACCS), University of New South Wales at ADFA, Canberra, Australia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251443&ptid=236595&t=SCADA
Systems Cyber

Security for
Critical

Infrastructures:
Case Studies in

Multiple
Sectors&isxn=9781799824664)

Chapter 29

Quantifying Decision Making in the Critical Infrastructure via the Analytic Hierarchy Process (AHP)
(/chapter/quantifying-decision-making-in-the-critical-infrastructure-via-the-analytic-hierarchy-process-
ahp/251444) (pages 465-477)

John S. Hurley (College of Information and Cyberspace (CIC), JPME and Cyber-L Department,
National Defense University, iCollege, Washington, DC, USA & Information, Communications,
Technology and Acquisition Department, National Defense University, Washington, DC, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251444&ptid=236595&t=Quantifying
Decision Making

in the Critical
Infrastructure via

the Analytic
Hierarchy
Process

(AHP)&isxn=9781799824664)

Chapter 30

Social Media and the Use of Discursive Markers of Online Extremism and Recruitment
(/chapter/social-media-and-the-use-of-discursive-markers-of-online-extremism-and-
recruitment/251445) (pages 478-508)

Robyn Torok (Edith Cowan University, Australia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251445&ptid=236595&t=Social

Media and the
Use of Discursive

Markers of
Online

Extremism and
Recruitment&isxn=9781799824664)

https://www.igi-global.com/chapter/cyber-physical-systems-in-vehicular-communications/251441
https://www.igi-global.com/viewtitlesample.aspx?id=251441&ptid=236595&t=Cyber-Physical%20Systems%20in%20Vehicular%20Communications&isxn=9781799824664
https://www.igi-global.com/chapter/technology-enhanced-learning-in-cyber-physical-systems-embedding-modeling-and-simulation/251442
https://www.igi-global.com/viewtitlesample.aspx?id=251442&ptid=236595&t=Technology-Enhanced%20Learning%20in%20Cyber-Physical%20Systems%20Embedding%20Modeling%20and%20Simulation&isxn=9781799824664
https://www.igi-global.com/chapter/scada-systems-cyber-security-for-critical-infrastructures/251443
https://www.igi-global.com/viewtitlesample.aspx?id=251443&ptid=236595&t=SCADA%20Systems%20Cyber%20Security%20for%20Critical%20Infrastructures:%20Case%20Studies%20in%20Multiple%20Sectors&isxn=9781799824664
https://www.igi-global.com/chapter/quantifying-decision-making-in-the-critical-infrastructure-via-the-analytic-hierarchy-process-ahp/251444
https://www.igi-global.com/viewtitlesample.aspx?id=251444&ptid=236595&t=Quantifying%20Decision%20Making%20in%20the%20Critical%20Infrastructure%20via%20the%20Analytic%20Hierarchy%20Process%20(AHP)&isxn=9781799824664
https://www.igi-global.com/chapter/social-media-and-the-use-of-discursive-markers-of-online-extremism-and-recruitment/251445
https://www.igi-global.com/viewtitlesample.aspx?id=251445&ptid=236595&t=Social%20Media%20and%20the%20Use%20of%20Discursive%20Markers%20of%20Online%20Extremism%20and%20Recruitment&isxn=9781799824664


Chapter 31

An Overview on Passive Image Forensics Technology for Automatic Computer Forgery (/chapter/an-
overview-on-passive-image-forensics-technology-for-automatic-computer-forgery/251446) (pages 509-
520)

Jie Zhao (School of Computer and Information Engineering, Tianjin Chengjian University, Tianjin,
China), Qiuzi Wang (School of Electronic Information Engineering, Tianjin University, Tianjin, China),
Jichang Guo (School of Electronic Information Engineering, Tianjin University, Tianjin, China), Lin Gao
(College of Software, Nankai University, Tianjin, China & School of Computer and Information
Engineering, Tianjin ChengJian University, Tianjin, China), Fusheng Yang (School of Computer and
Information Engineering, Tianjin Chengjian University, Tianjin, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251446&ptid=236595&t=An

Overview on
Passive Image

Forensics
Technology for

Automatic
Computer

Forgery&isxn=9781799824664)

Chapter 32

Secure Interoperability in Cyber-Physical Systems (/chapter/secure-interoperability-in-cyber-physical-
systems/251447) (pages 521-542)

Cristina Alcaraz (University of Malaga, Spain), Javier Lopez (University of Malaga, Spain)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251447&ptid=236595&t=Secure
Interoperability in
Cyber-Physical

Systems&isxn=9781799824664)

Chapter 33

Autonomic Computing Architecture for SCADA Cyber Security (/chapter/autonomic-computing-
architecture-for-scada-cyber-security/251448) (pages 543-557)

Sajid Nazir (Firstco Ltd., London, UK), Shushma Patel (Faculty of Business, London South Bank
University, London, UK), Dilip Patel (Faculty of Business, London South Bank University, London, UK)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251448&ptid=236595&t=Autonomic

Computing
Architecture for
SCADA Cyber

Security&isxn=9781799824664)

Chapter 34

Blind Image Source Device Identification: Practicality and Challenges (/chapter/blind-image-source-
device-identification/251449) (pages 558-575)

Udaya Sameer Venkata (Department of Computer Science and Engineering, National Institute of
Technology, Rourkela, India), Ruchira Naskar (Department of Computer Science and Engineering,
National Institute of Technology, Rourkela, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251449&ptid=236595&t=Blind

Image Source
Device

Identification:
Practicality and

Challenges&isxn=9781799824664)

Chapter 35

Digital Forensic and Machine Learning (/chapter/digital-forensic-and-machine-learning/251450) (pages
576-592)

Poonkodi Mariappan (SRM University, India), Padhmavathi B. (SRM University, India), Talluri Srinivasa
Teja (SRM University, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251450&ptid=236595&t=Digital

Forensic and
Machine

Learning&isxn=9781799824664)

Chapter 36

Disconnects of Specialized Mobile Digital Forensics within the Generalized Field of Digital Forensic
Science (/chapter/disconnects-of-specialized-mobile-digital-forensics-within-the-generalized-field-of-
digital-forensic-science/251451) (pages 593-596)

Gregory H. Carlton (California State Polytechnic University, Pomona, USA), Gary C. Kessler (Embry-
Riddle Aeronautical University, Daytona Beach, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251451&ptid=236595&t=Disconnects

of Specialized
Mobile Digital

Forensics within
the Generalized
Field of Digital

Forensic
Science&isxn=9781799824664)

https://www.igi-global.com/chapter/an-overview-on-passive-image-forensics-technology-for-automatic-computer-forgery/251446
https://www.igi-global.com/viewtitlesample.aspx?id=251446&ptid=236595&t=An%20Overview%20on%20Passive%20Image%20Forensics%20Technology%20for%20Automatic%20Computer%20Forgery&isxn=9781799824664
https://www.igi-global.com/chapter/secure-interoperability-in-cyber-physical-systems/251447
https://www.igi-global.com/viewtitlesample.aspx?id=251447&ptid=236595&t=Secure%20Interoperability%20in%20Cyber-Physical%20Systems&isxn=9781799824664
https://www.igi-global.com/chapter/autonomic-computing-architecture-for-scada-cyber-security/251448
https://www.igi-global.com/viewtitlesample.aspx?id=251448&ptid=236595&t=Autonomic%20Computing%20Architecture%20for%20SCADA%20Cyber%20Security&isxn=9781799824664
https://www.igi-global.com/chapter/blind-image-source-device-identification/251449
https://www.igi-global.com/viewtitlesample.aspx?id=251449&ptid=236595&t=Blind%20Image%20Source%20Device%20Identification:%20Practicality%20and%20Challenges&isxn=9781799824664
https://www.igi-global.com/chapter/digital-forensic-and-machine-learning/251450
https://www.igi-global.com/viewtitlesample.aspx?id=251450&ptid=236595&t=Digital%20Forensic%20and%20Machine%20Learning&isxn=9781799824664
https://www.igi-global.com/chapter/disconnects-of-specialized-mobile-digital-forensics-within-the-generalized-field-of-digital-forensic-science/251451
https://www.igi-global.com/viewtitlesample.aspx?id=251451&ptid=236595&t=Disconnects%20of%20Specialized%20Mobile%20Digital%20Forensics%20within%20the%20Generalized%20Field%20of%20Digital%20Forensic%20Science&isxn=9781799824664


Chapter 37

A Reliable Data Provenance and Privacy Preservation Architecture for Business-Driven Cyber-
Physical Systems Using Blockchain (/chapter/a-reliable-data-provenance-and-privacy-preservation-
architecture-for-business-driven-cyber-physical-systems-using-blockchain/251452) (pages 597-612)

Xueping Liang (Institute of Information Engineering, Chinese Academy of Sciences, China & School of
Cyber Security, University of Chinese Academy of Sciences, China & Old Dominion University, USA),
Sachin Shetty (Old Dominion University, USA), Deepak K. Tosh (Department of Computer Science,
University of Texas at El Paso, USA), Juan Zhao (Tennessee State University, USA), Danyi Li (Institute
of Information Engineering, Chinese Academy of Sciences, Beijing, China), Jihong Liu (Institute of
Information Engineering, Chinese Academy of Sciences, Beijing, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251452&ptid=236595&t=A

Reliable Data
Provenance and

Privacy
Preservation

Architecture for
Business-Driven
Cyber-Physical
Systems Using

Blockchain&isxn=9781799824664)

Chapter 38

Cyber-Security for ICS/SCADA: A South African Perspective (/chapter/cyber-security-for-
icsscada/251453) (pages 613-630)

Barend Pretorius (Transnet and University of KwaZulu-Natal, Durban, South Africa), Brett van Niekerk
(Transnet and University of KwaZulu-Natal, Durban, South Africa)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251453&ptid=236595&t=Cyber-

Security for
ICS/SCADA: A
South African

Perspective&isxn=9781799824664)

Chapter 39

The Communicating and Marketing of Radicalism: A Case Study of ISIS and Cyber Recruitment
(/chapter/the-communicating-and-marketing-of-radicalism/251454) (pages 631-653)

David H. McElreath (University of Mississippi, Oxford, USA), Daniel Adrian Doss (University of West
Alabama, Livingston, USA), Leisa McElreath (Mississippi Crime Stoppers Board, Jackson, USA),
Ashley Lindsley (Southern Illinois University, Carbondale, USA), Glenna Lusk (University of
Mississippi, Oxford, USA), Joseph Skinner (University of Mississippi, Oxford, USA), Ashley Wellman
(Texas Christian University, Fort Worth, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251454&ptid=236595&t=The
Communicating
and Marketing of

Radicalism: A
Case Study of
ISIS and Cyber

Recruitment&isxn=9781799824664)

Chapter 40

Optimization of Operational Large-Scale (Cyber) Attacks by a Combinational Approach
(/chapter/optimization-of-operational-large-scale-cyber-attacks-by-a-combinational-approach/251455)
(pages 654-670)

Éric Filiol (Operational Cryptology and Virology Laboratory, ESIEA, Laval, France), Cécilia Gallais
(Operational Cryptology and Virology Laboratory, ESIEA, Laval, France)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251455&ptid=236595&t=Optimization

of Operational
Large-Scale

(Cyber) Attacks
by a

Combinational
Approach&isxn=9781799824664)

Chapter 41

GPS Patents and Their Effects on Our Future and Rights (/chapter/gps-patents-and-their-effects-on-
our-future-and-rights/251456) (pages 671-684)

Chloe S. Margulis (University of Minnesota Law School, Minneapolis, USA), Brian J. Galli (Assistant
Professor and Graduate Program Director, Master of Science in Engineering Management Industrial
Engineering, Hofstra University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251456&ptid=236595&t=GPS

Patents and
Their Effects on
Our Future and

Rights&isxn=9781799824664)

https://www.igi-global.com/chapter/a-reliable-data-provenance-and-privacy-preservation-architecture-for-business-driven-cyber-physical-systems-using-blockchain/251452
https://www.igi-global.com/viewtitlesample.aspx?id=251452&ptid=236595&t=A%20Reliable%20Data%20Provenance%20and%20Privacy%20Preservation%20Architecture%20for%20Business-Driven%20Cyber-Physical%20Systems%20Using%20Blockchain&isxn=9781799824664
https://www.igi-global.com/chapter/cyber-security-for-icsscada/251453
https://www.igi-global.com/viewtitlesample.aspx?id=251453&ptid=236595&t=Cyber-Security%20for%20ICS/SCADA:%20A%20South%20African%20Perspective&isxn=9781799824664
https://www.igi-global.com/chapter/the-communicating-and-marketing-of-radicalism/251454
https://www.igi-global.com/viewtitlesample.aspx?id=251454&ptid=236595&t=The%20Communicating%20and%20Marketing%20of%20Radicalism:%20A%20Case%20Study%20of%20ISIS%20and%20Cyber%20Recruitment&isxn=9781799824664
https://www.igi-global.com/chapter/optimization-of-operational-large-scale-cyber-attacks-by-a-combinational-approach/251455
https://www.igi-global.com/viewtitlesample.aspx?id=251455&ptid=236595&t=Optimization%20of%20Operational%20Large-Scale%20(Cyber)%20Attacks%20by%20a%20Combinational%20Approach&isxn=9781799824664
https://www.igi-global.com/chapter/gps-patents-and-their-effects-on-our-future-and-rights/251456
https://www.igi-global.com/viewtitlesample.aspx?id=251456&ptid=236595&t=GPS%20Patents%20and%20Their%20Effects%20on%20Our%20Future%20and%20Rights&isxn=9781799824664


Chapter 42

Detecting Synchronization Signal Jamming Attacks for Cybersecurity in Cyber-Physical Energy Grid
Systems (/chapter/detecting-synchronization-signal-jamming-attacks-for-cybersecurity-in-cyber-
physical-energy-grid-systems/251457) (pages 685-695)

Danda B. Rawat (Howard University, USA), Brycent A. Chatfield (Georgia Southern University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251457&ptid=236595&t=Detecting
Synchronization
Signal Jamming

Attacks for
Cybersecurity in
Cyber-Physical

Energy Grid
Systems&isxn=9781799824664)

Chapter 43

Slacktivism, Supervision, and #Selfies: Illuminating Social Media Composition through Reception
Theory (/chapter/slacktivism-supervision-and-selfies/251458) (pages 696-711)

Elisabeth H. Buck (University of Massachusetts Dartmouth, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251458&ptid=236595&t=Slacktivism,
Supervision, and

#Selfies:
Illuminating

Social Media
Composition

through
Reception

Theory&isxn=9781799824664)

Chapter 44

An Image Forgery Detection Approach Based on Camera's Intrinsic Noise Properties (/chapter/an-
image-forgery-detection-approach-based-on-cameras-intrinsic-noise-properties/251459) (pages 712-
722)

Shikha Gautam (GLA University, Mathura, India), Anand Singh Jalal (Institute of Engineering and
Technology, GLA University, Mathura, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251459&ptid=236595&t=An

Image Forgery
Detection

Approach Based
on Camera's

Intrinsic Noise
Properties&isxn=9781799824664)

Chapter 45

On More Paradigms of Steganalysis (/chapter/on-more-paradigms-of-steganalysis/251460) (pages
723-740)

Xianfeng Zhao (State Key Laboratory of Information Security, Institute of Information Engineering,
Chinese Academy of Sciences, Beijing, China), Jie Zhu (State Key Laboratory of Information Security,
Institute of Information Engineering, Chinese Academy of Sciences, Beijing, China), Haibo Yu (State
Key Laboratory of Information Security, Institute of Information Engineering, Chinese Academy of
Sciences, Beijing, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251460&ptid=236595&t=On
More Paradigms

of
Steganalysis&isxn=9781799824664)

Chapter 46

Copy-Move Forgery Detection Using DyWT (/chapter/copy-move-forgery-detection-using-dywt/251461)
(pages 741-750)

Choudhary Shyam Prakash (Indian Institute of Technology, Department of Computer Science and
Engineering, Dhanbad, India), Sushila Maheshkar (Indian Institute of Technology, Department of
Computer Science and Engineering, Dhanbad, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251461&ptid=236595&t=Copy-

Move Forgery
Detection Using

DyWT&isxn=9781799824664)

https://www.igi-global.com/chapter/detecting-synchronization-signal-jamming-attacks-for-cybersecurity-in-cyber-physical-energy-grid-systems/251457
https://www.igi-global.com/viewtitlesample.aspx?id=251457&ptid=236595&t=Detecting%20Synchronization%20Signal%20Jamming%20Attacks%20for%20Cybersecurity%20in%20Cyber-Physical%20Energy%20Grid%20Systems&isxn=9781799824664
https://www.igi-global.com/chapter/slacktivism-supervision-and-selfies/251458
https://www.igi-global.com/viewtitlesample.aspx?id=251458&ptid=236595&t=Slacktivism,%20Supervision,%20and%20#Selfies:%20Illuminating%20Social%20Media%20Composition%20through%20Reception%20Theory&isxn=9781799824664
https://www.igi-global.com/chapter/an-image-forgery-detection-approach-based-on-cameras-intrinsic-noise-properties/251459
https://www.igi-global.com/viewtitlesample.aspx?id=251459&ptid=236595&t=An%20Image%20Forgery%20Detection%20Approach%20Based%20on%20Camera%27s%20Intrinsic%20Noise%20Properties&isxn=9781799824664
https://www.igi-global.com/chapter/on-more-paradigms-of-steganalysis/251460
https://www.igi-global.com/viewtitlesample.aspx?id=251460&ptid=236595&t=On%20More%20Paradigms%20of%20Steganalysis&isxn=9781799824664
https://www.igi-global.com/chapter/copy-move-forgery-detection-using-dywt/251461
https://www.igi-global.com/viewtitlesample.aspx?id=251461&ptid=236595&t=Copy-Move%20Forgery%20Detection%20Using%20DyWT&isxn=9781799824664


Chapter 47

Distributed System Implementation Based on “Ants Feeding Birds” Algorithm: Electronics
Transformation via Animals and Human (/chapter/distributed-system-implementation-based-on-ants-
feeding-birds-algorithm/251462) (pages 751-785)

Preeti Mulay (Symbiosis Institute of Technology, India), Krishnal Patel (Symbiosis Institute of
Technology, India), Hecto Gomez Gauchia (University of Madrid, Spain)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251462&ptid=236595&t=Distributed

System
Implementation
Based on “Ants
Feeding Birds”

Algorithm:
Electronics

Transformation
via Animals and

Human&isxn=9781799824664)

Chapter 48

A Cyber-Physical Photovoltaic Array Monitoring and Control System (/chapter/a-cyber-physical-
photovoltaic-array-monitoring-and-control-system/251463) (pages 786-807)

Gowtham Muniraju (SenSIP Center, Arizona State University, Tempe, USA), Sunil Rao (SenSIP
Center, Arizona State University, Tempe, USA), Sameeksha Katoch (SenSIP Center, Arizona State
University, Tempe, USA), Andreas Spanias (SenSIP Center, Arizona State University, Tempe, USA),
Cihan Tepedelenlioglu (SenSIP Center, Arizona State University, Tempe, USA), Pavan Turaga (SenSIP
Center, Arizona State University, Tempe, USA), Mahesh K Banavar (Clarkson Center for Complex
Systems Science, Clarkson University, Potsdam, USA), Devarajan Srinivasan (Poundra Inc, Tempe,
USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251463&ptid=236595&t=A

Cyber-Physical
Photovoltaic

Array Monitoring
and Control

System&isxn=9781799824664)

Chapter 49

Advanced Threat Detection Based on Big Data Technologies (/chapter/advanced-threat-detection-
based-on-big-data-technologies/251464) (pages 808-822)

Madhvaraj M. Shetty (Mangalore University, India), Manjaiah D. H. (Mangalore University, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251464&ptid=236595&t=Advanced
Threat Detection

Based on Big
Data

Technologies&isxn=9781799824664)

Chapter 50

Possibilities, Impediments, and Challenges for Network Security in Big Data (/chapter/possibilities-
impediments-and-challenges-for-network-security-in-big-data/251465) (pages 823-832)

Anuj Kumar Dwivedi (Govt. Vijay Bhusan Singh Deo Girls Degree College, India), O. P. Vyas (Indian
Institute of Information Technology Allahabad, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251465&ptid=236595&t=Possibilities,

Impediments,
and Challenges

for Network
Security in Big

Data&isxn=9781799824664)

https://www.igi-global.com/chapter/distributed-system-implementation-based-on-ants-feeding-birds-algorithm/251462
https://www.igi-global.com/viewtitlesample.aspx?id=251462&ptid=236595&t=Distributed%20System%20Implementation%20Based%20on%20%E2%80%9CAnts%20Feeding%20Birds%E2%80%9D%20Algorithm:%20Electronics%20Transformation%20via%20Animals%20and%20Human&isxn=9781799824664
https://www.igi-global.com/chapter/a-cyber-physical-photovoltaic-array-monitoring-and-control-system/251463
https://www.igi-global.com/viewtitlesample.aspx?id=251463&ptid=236595&t=A%20Cyber-Physical%20Photovoltaic%20Array%20Monitoring%20and%20Control%20System&isxn=9781799824664
https://www.igi-global.com/chapter/advanced-threat-detection-based-on-big-data-technologies/251464
https://www.igi-global.com/viewtitlesample.aspx?id=251464&ptid=236595&t=Advanced%20Threat%20Detection%20Based%20on%20Big%20Data%20Technologies&isxn=9781799824664
https://www.igi-global.com/chapter/possibilities-impediments-and-challenges-for-network-security-in-big-data/251465
https://www.igi-global.com/viewtitlesample.aspx?id=251465&ptid=236595&t=Possibilities,%20Impediments,%20and%20Challenges%20for%20Network%20Security%20in%20Big%20Data&isxn=9781799824664


Chapter 51

Big Data Analytics Platforms for Electric Vehicle Integration in Transport Oriented Smart Cities:
Computing Platforms for Platforms for Electric Vehicle Integration in Smart Cities (/chapter/big-data-
analytics-platforms-for-electric-vehicle-integration-in-transport-oriented-smart-cities/251466) (pages
833-854)

Md Muzakkir Hussain (Aligarh Muslim University, Aligarh, India), M.M. Sufyan Beg (Aligarh Muslim
University, Aligarh, India), Mohammad Saad Alam (Aligarh Muslim University, Aligarh, India), Shahedul
Haque Laskar (NIT SILCHAR, Silchar, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251466&ptid=236595&t=Big

Data Analytics
Platforms for

Electric Vehicle
Integration in

Transport
Oriented Smart

Cities:
Computing

Platforms for
Platforms for

Electric Vehicle
Integration in

Smart
Cities&isxn=9781799824664)

Chapter 52

Computer Forensic Investigation in Cloud of Things (/chapter/computer-forensic-investigation-in-cloud-
of-things/251467) (pages 855-865)

A. Surendar (Vignan's Foundation for Science, Technology and Research (Deemed to be University),
India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251467&ptid=236595&t=Computer

Forensic
Investigation in

Cloud of
Things&isxn=9781799824664)

Chapter 53

DistProv-Data Provenance in Distributed Cloud for Secure Transfer of Digital Assets with Ethereum
Blockchain using ZKP (/chapter/distprov-data-provenance-in-distributed-cloud-for-secure-transfer-of-
digital-assets-with-ethereum-blockchain-using-zkp/251468) (pages 866-890)

Navya Gouru (GITAM (Deemed to be University), Visakhapatnam, India), NagaLakshmi Vadlamani
(GITAM (Deemed to be University), Visakhapatnam, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251468&ptid=236595&t=DistProv-
Data Provenance

in Distributed
Cloud for Secure
Transfer of Digital

Assets with
Ethereum

Blockchain using
ZKP&isxn=9781799824664)

Chapter 54

Punching Above Their Digital Weight: Why Iran is Developing Cyberwarfare Capabilities Far Beyond
Expectations (/chapter/punching-above-their-digital-weight/251470) (pages 892-908)

Ralph Peter Martins (Harvard University, Cambridge, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251470&ptid=236595&t=Punching

Above Their
Digital Weight:

Why Iran is
Developing

Cyberwarfare
Capabilities Far

Beyond
Expectations&isxn=9781799824664)

Chapter 55

Cyberattacks, Cybercrime and Cyberterrorism (/chapter/cyberattacks-cybercrime-and-
cyberterrorism/251471) (pages 909-930)

Saurabh Ranjan Srivastava (Malviya National Institute of Technology, India), Sachin Dube (Malviya
National Institute of Technology, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251471&ptid=236595&t=Cyberattacks,
Cybercrime and

Cyberterrorism&isxn=9781799824664)

https://www.igi-global.com/chapter/big-data-analytics-platforms-for-electric-vehicle-integration-in-transport-oriented-smart-cities/251466
https://www.igi-global.com/viewtitlesample.aspx?id=251466&ptid=236595&t=Big%20Data%20Analytics%20Platforms%20for%20Electric%20Vehicle%20Integration%20in%20Transport%20Oriented%20Smart%20Cities:%20Computing%20Platforms%20for%20Platforms%20for%20Electric%20Vehicle%20Integration%20in%20Smart%20Cities&isxn=9781799824664
https://www.igi-global.com/chapter/computer-forensic-investigation-in-cloud-of-things/251467
https://www.igi-global.com/viewtitlesample.aspx?id=251467&ptid=236595&t=Computer%20Forensic%20Investigation%20in%20Cloud%20of%20Things&isxn=9781799824664
https://www.igi-global.com/chapter/distprov-data-provenance-in-distributed-cloud-for-secure-transfer-of-digital-assets-with-ethereum-blockchain-using-zkp/251468
https://www.igi-global.com/viewtitlesample.aspx?id=251468&ptid=236595&t=DistProv-Data%20Provenance%20in%20Distributed%20Cloud%20for%20Secure%20Transfer%20of%20Digital%20Assets%20with%20Ethereum%20Blockchain%20using%20ZKP&isxn=9781799824664
https://www.igi-global.com/chapter/punching-above-their-digital-weight/251470
https://www.igi-global.com/viewtitlesample.aspx?id=251470&ptid=236595&t=Punching%20Above%20Their%20Digital%20Weight:%20Why%20Iran%20is%20Developing%20Cyberwarfare%20Capabilities%20Far%20Beyond%20Expectations&isxn=9781799824664
https://www.igi-global.com/chapter/cyberattacks-cybercrime-and-cyberterrorism/251471
https://www.igi-global.com/viewtitlesample.aspx?id=251471&ptid=236595&t=Cyberattacks,%20Cybercrime%20and%20Cyberterrorism&isxn=9781799824664


Chapter 56

Cyber Security Vulnerability Management in CBRN Industrial Control Systems (ICS) (/chapter/cyber-
security-vulnerability-management-in-cbrn-industrial-control-systems-ics/251472) (pages 931-963)

Roberto Mugavero (Department of Electronic Engineering – University of Rome “Tor Vergata”, Rome,
Italy), Stanislav Abaimov (National Inter-Universitary Consortium for Telecommunications, Italy),
Federico Benolli (OSDIFE - Observatory on Security and CBRNe Defence, Rome, Italy), Valentina
Sabato (OSDIFE - Observatory on Security and CBRNe Deefence, Rome, Italy)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251472&ptid=236595&t=Cyber

Security
Vulnerability

Management in
CBRN Industrial
Control Systems
(ICS)&isxn=9781799824664)

Chapter 57

A Case for Using Blended Learning and Development Techniques to Aid the Delivery of a UK
Cybersecurity Core Body of Knowledge (/chapter/a-case-for-using-blended-learning-and-development-
techniques-to-aid-the-delivery-of-a-uk-cybersecurity-core-body-of-knowledge/251473) (pages 964-984)

David A Bird (Learning and Performance Institute, Coventry, UK), John Curry (Bath Spa University,
Bath, UK)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251473&ptid=236595&t=A

Case for Using
Blended Learning
and Development

Techniques to
Aid the Delivery

of a UK
Cybersecurity
Core Body of

Knowledge&isxn=9781799824664)

Chapter 58

Modern Information Technology, Global Risk, and the Challenges of Crime in the Era of Late Modernity
(/chapter/modern-information-technology-global-risk-and-the-challenges-of-crime-in-the-era-of-late-
modernity/251474) (pages 985-1000)

Ajibade Ebenezer Jegede (Covenant University, Nigeria)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251474&ptid=236595&t=Modern

Information
Technology,

Global Risk, and
the Challenges of
Crime in the Era

of Late
Modernity&isxn=9781799824664)

Chapter 59

The Need for Higher Education in Cyber Supply Chain Security and Hardware Assurance
(/chapter/the-need-for-higher-education-in-cyber-supply-chain-security-and-hardware-
assurance/251475) (pages 1001-1015)

Brian Cohen (Institute for Defense Analyses, Alexandria, USA), Michelle G. Albert (Institute for
Defense Analyses, Alexandria, USA), Elizabeth A. McDaniel (Institute for Defense Analyses,
Alexandria, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251475&ptid=236595&t=The
Need for Higher

Education in
Cyber Supply
Chain Security
and Hardware

Assurance&isxn=9781799824664)

https://www.igi-global.com/chapter/cyber-security-vulnerability-management-in-cbrn-industrial-control-systems-ics/251472
https://www.igi-global.com/viewtitlesample.aspx?id=251472&ptid=236595&t=Cyber%20Security%20Vulnerability%20Management%20in%20CBRN%20Industrial%20Control%20Systems%20(ICS)&isxn=9781799824664
https://www.igi-global.com/chapter/a-case-for-using-blended-learning-and-development-techniques-to-aid-the-delivery-of-a-uk-cybersecurity-core-body-of-knowledge/251473
https://www.igi-global.com/viewtitlesample.aspx?id=251473&ptid=236595&t=A%20Case%20for%20Using%20Blended%20Learning%20and%20Development%20Techniques%20to%20Aid%20the%20Delivery%20of%20a%20UK%20Cybersecurity%20Core%20Body%20of%20Knowledge&isxn=9781799824664
https://www.igi-global.com/chapter/modern-information-technology-global-risk-and-the-challenges-of-crime-in-the-era-of-late-modernity/251474
https://www.igi-global.com/viewtitlesample.aspx?id=251474&ptid=236595&t=Modern%20Information%20Technology,%20Global%20Risk,%20and%20the%20Challenges%20of%20Crime%20in%20the%20Era%20of%20Late%20Modernity&isxn=9781799824664
https://www.igi-global.com/chapter/the-need-for-higher-education-in-cyber-supply-chain-security-and-hardware-assurance/251475
https://www.igi-global.com/viewtitlesample.aspx?id=251475&ptid=236595&t=The%20Need%20for%20Higher%20Education%20in%20Cyber%20Supply%20Chain%20Security%20and%20Hardware%20Assurance&isxn=9781799824664


Chapter 60

Toward Approaches to Big Data Analysis for Terroristic Behavior Identification: Child Soldiers in Illegal
Armed Groups During the Conflict in the Donbas Region (East Ukraine) (/chapter/toward-approaches-
to-big-data-analysis-for-terroristic-behavior-identification/251476) (pages 1016-1028)

Yuriy V. Kostyuchenko (Scientific Centre for Aerospace Research of the Earth, National Academy of
Sciences of Ukraine, Kiev, Ukraine), Maxim Yuschenko (Scientific Centre for Aerospace Research of
the Earth, National Academy of Sciences of Ukraine, Kiev, Ukraine)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251476&ptid=236595&t=Toward

Approaches to
Big Data Analysis

for Terroristic
Behavior

Identification:
Child Soldiers in

Illegal Armed
Groups During

the Conflict in the
Donbas Region

(East
Ukraine)&isxn=9781799824664)

Chapter 61

Russian Active Measures and September 11, 2001: Nostradamus Themed Disinformation?
(/chapter/russian-active-measures-and-september-11-2001/251477) (pages 1029-1047)

Michael Bennett Hotchkiss (Independent Researcher, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251477&ptid=236595&t=Russian
Active Measures
and September

11, 2001:
Nostradamus

Themed
Disinformation?

&isxn=9781799824664)

Chapter 62

Countering Online Violent Extremism: State Action as Strategic Communication (/chapter/countering-
online-violent-extremism/251478) (pages 1048-1071)

Damien D. Cheong (Nanyang Technological University, Singapore)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251478&ptid=236595&t=Countering

Online Violent
Extremism: State

Action as
Strategic

Communication&isxn=9781799824664)

Chapter 63

An Exploration of the Cybersecurity Workforce Shortage (/chapter/an-exploration-of-the-cybersecurity-
workforce-shortage/251479) (pages 1072-1081)

Darrell Norman Burrell (The Florida Institute of Technology, Melbourne, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251479&ptid=236595&t=An
Exploration of the

Cybersecurity
Workforce

Shortage&isxn=9781799824664)

Chapter 64

Bioterrorism, Bio Crimes and Politics: A Case of Chaos and Complexity (/chapter/bioterrorism-bio-
crimes-and-politics/251480) (pages 1082-1092)

Hakiimu Kawalya (Ankara University, Turkey)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251480&ptid=236595&t=Bioterrorism,
Bio Crimes and
Politics: A Case
of Chaos and

Complexity&isxn=9781799824664)

https://www.igi-global.com/chapter/toward-approaches-to-big-data-analysis-for-terroristic-behavior-identification/251476
https://www.igi-global.com/viewtitlesample.aspx?id=251476&ptid=236595&t=Toward%20Approaches%20to%20Big%20Data%20Analysis%20for%20Terroristic%20Behavior%20Identification:%20Child%20Soldiers%20in%20Illegal%20Armed%20Groups%20During%20the%20Conflict%20in%20the%20Donbas%20Region%20(East%20Ukraine)&isxn=9781799824664
https://www.igi-global.com/chapter/russian-active-measures-and-september-11-2001/251477
https://www.igi-global.com/viewtitlesample.aspx?id=251477&ptid=236595&t=Russian%20Active%20Measures%20and%20September%2011,%202001:%20Nostradamus%20Themed%20Disinformation?&isxn=9781799824664
https://www.igi-global.com/chapter/countering-online-violent-extremism/251478
https://www.igi-global.com/viewtitlesample.aspx?id=251478&ptid=236595&t=Countering%20Online%20Violent%20Extremism:%20State%20Action%20as%20Strategic%20Communication&isxn=9781799824664
https://www.igi-global.com/chapter/an-exploration-of-the-cybersecurity-workforce-shortage/251479
https://www.igi-global.com/viewtitlesample.aspx?id=251479&ptid=236595&t=An%20Exploration%20of%20the%20Cybersecurity%20Workforce%20Shortage&isxn=9781799824664
https://www.igi-global.com/chapter/bioterrorism-bio-crimes-and-politics/251480
https://www.igi-global.com/viewtitlesample.aspx?id=251480&ptid=236595&t=Bioterrorism,%20Bio%20Crimes%20and%20Politics:%20A%20Case%20of%20Chaos%20and%20Complexity&isxn=9781799824664


Chapter 65

Managing Organized Crime (/chapter/managing-organized-crime/251481) (pages 1093-1106)

Roberto Musotto (University of Messina, Italy), Davide Di Fatta (University of Messina, Italy), Walter
Vesperi (University of Messina, Italy), Giacomo Morabito (University of Messina, Italy), Vittorio D'Aleo
(University of Messina, Italy), Salvatore Lo Bue (University of Messina, Italy)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251481&ptid=236595&t=Managing

Organized
Crime&isxn=9781799824664)

Chapter 66

Cybercrime as a Threat to Zimbabwe's Peace and Security (/chapter/cybercrime-as-a-threat-to-
zimbabwes-peace-and-security/251482) (pages 1107-1122)

Jeffrey Kurebwa (Bindura University of Science Education, Zimbabwe), Jacqueline Rumbidzai Tanhara
(Chinhoyi University of Technology, Zimbabwe)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251482&ptid=236595&t=Cybercrime

as a Threat to
Zimbabwe's
Peace and

Security&isxn=9781799824664)

Chapter 67

Why Is ISIS so Psychologically Attractive? (/chapter/why-is-isis-so-psychologically-attractive/251483)
(pages 1123-1141)

Loo Seng Neo (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore),
Priscilla Shi (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore), Leevia
Dillon (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore), Jethro Tan
(Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore), Yingmin Wang
(Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore), Danielle Gomes
(Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251483&ptid=236595&t=Why

Is ISIS so
Psychologically

Attractive?
&isxn=9781799824664)

Chapter 68

Assessment of Honeypots: Issues, Challenges and Future Directions (/chapter/assessment-of-
honeypots/251484) (pages 1142-1177)

B. B. Gupta (National Institute of Technology Kurukshtra, India), Alisha Gupta (National Institute of
Technology Kurukshtra, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251484&ptid=236595&t=Assessment

of Honeypots:
Issues,

Challenges and
Future

Directions&isxn=9781799824664)

Chapter 69

Digital Forensics in the Context of the Internet of Things (/chapter/digital-forensics-in-the-context-of-
the-internet-of-things/251485) (pages 1178-1200)

Mariya Shafat Kirmani (University of Kashmir, India), Mohammad Tariq Banday (University of Kashmir,
India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251485&ptid=236595&t=Digital
Forensics in the
Context of the

Internet of
Things&isxn=9781799824664)

Chapter 70

A Socio-Technical Perspective on Threat Intelligence Informed Digital Forensic Readiness (/chapter/a-
socio-technical-perspective-on-threat-intelligence-informed-digital-forensic-readiness/251486) (pages
1201-1212)

Nikolaos Serketzis (Aristotle University of Thessaloniki, Thessaloniki, Greece), Vasilios Katos
(Bournemouth University, Poole, UK), Christos Ilioudis (Alexander Technological Educational Institute
of Thessaloniki, Thessaloniki, Greece), Dimitrios Baltatzis (International Hellenic University,
Thessaloniki, Greece), George J Pangalos (Aristotle University of Thessaloniki, Thessaloniki, Greece)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251486&ptid=236595&t=A
Socio-Technical
Perspective on

Threat
Intelligence

Informed Digital
Forensic

Readiness&isxn=9781799824664)

https://www.igi-global.com/chapter/managing-organized-crime/251481
https://www.igi-global.com/viewtitlesample.aspx?id=251481&ptid=236595&t=Managing%20Organized%20Crime&isxn=9781799824664
https://www.igi-global.com/chapter/cybercrime-as-a-threat-to-zimbabwes-peace-and-security/251482
https://www.igi-global.com/viewtitlesample.aspx?id=251482&ptid=236595&t=Cybercrime%20as%20a%20Threat%20to%20Zimbabwe%27s%20Peace%20and%20Security&isxn=9781799824664
https://www.igi-global.com/chapter/why-is-isis-so-psychologically-attractive/251483
https://www.igi-global.com/viewtitlesample.aspx?id=251483&ptid=236595&t=Why%20Is%20ISIS%20so%20Psychologically%20Attractive?&isxn=9781799824664
https://www.igi-global.com/chapter/assessment-of-honeypots/251484
https://www.igi-global.com/viewtitlesample.aspx?id=251484&ptid=236595&t=Assessment%20of%20Honeypots:%20Issues,%20Challenges%20and%20Future%20Directions&isxn=9781799824664
https://www.igi-global.com/chapter/digital-forensics-in-the-context-of-the-internet-of-things/251485
https://www.igi-global.com/viewtitlesample.aspx?id=251485&ptid=236595&t=Digital%20Forensics%20in%20the%20Context%20of%20the%20Internet%20of%20Things&isxn=9781799824664
https://www.igi-global.com/chapter/a-socio-technical-perspective-on-threat-intelligence-informed-digital-forensic-readiness/251486
https://www.igi-global.com/viewtitlesample.aspx?id=251486&ptid=236595&t=A%20Socio-Technical%20Perspective%20on%20Threat%20Intelligence%20Informed%20Digital%20Forensic%20Readiness&isxn=9781799824664


Chapter 71

A Comparative Analysis of the Cyberattacks Against Estonia, the United States, and Ukraine:
Exemplifying the Evolution of Internet-Supported Warfare (/chapter/a-comparative-analysis-of-the-
cyberattacks-against-estonia-the-united-states-and-ukraine/251488) (pages 1214-1231)

Kenneth J. Boyte (Cabrillo College, Castroville, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251488&ptid=236595&t=A

Comparative
Analysis of the
Cyberattacks

Against Estonia,
the United
States, and

Ukraine:
Exemplifying the

Evolution of
Internet-

Supported
Warfare&isxn=9781799824664)

Chapter 72

Eriksonian Analysis of Terrorism in West Africa (/chapter/eriksonian-analysis-of-terrorism-in-west-
africa/251489) (pages 1232-1250)

Chris Mensah-Ankrah (West Africa Centre for Counter Extremism, Accra, Ghana)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251489&ptid=236595&t=Eriksonian

Analysis of
Terrorism in West
Africa&isxn=9781799824664)

Chapter 73

Tourism, Terrorism, Morality, and Marketing: A Study of the Role of Reciprocity in Tourism Marketing
(/chapter/tourism-terrorism-morality-and-marketing/251490) (pages 1251-1264)

Peter E. Tarlow (Texas A&M University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251490&ptid=236595&t=Tourism,

Terrorism,
Morality, and
Marketing: A

Study of the Role
of Reciprocity in

Tourism
Marketing&isxn=9781799824664)

Chapter 74

The Roots of Terror: The Lesser Evil Doctrine under Criticism (/chapter/the-roots-of-terror/251491)
(pages 1265-1277)

Maximiliano Emanuel Korstanje (University of Palermo, Argentina)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251491&ptid=236595&t=The
Roots of Terror:
The Lesser Evil
Doctrine under

Criticism&isxn=9781799824664)

Chapter 75

ISIS Rhetoric for the Creation of the Ummah (/chapter/isis-rhetoric-for-the-creation-of-the-
ummah/251492) (pages 1278-1298)

Amaryllis Maria Georges (TRENDS Research and Advisory, UAE)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251492&ptid=236595&t=ISIS
Rhetoric for the
Creation of the

Ummah&isxn=9781799824664)

https://www.igi-global.com/chapter/a-comparative-analysis-of-the-cyberattacks-against-estonia-the-united-states-and-ukraine/251488
https://www.igi-global.com/viewtitlesample.aspx?id=251488&ptid=236595&t=A%20Comparative%20Analysis%20of%20the%20Cyberattacks%20Against%20Estonia,%20the%20United%20States,%20and%20Ukraine:%20Exemplifying%20the%20Evolution%20of%20Internet-Supported%20Warfare&isxn=9781799824664
https://www.igi-global.com/chapter/eriksonian-analysis-of-terrorism-in-west-africa/251489
https://www.igi-global.com/viewtitlesample.aspx?id=251489&ptid=236595&t=Eriksonian%20Analysis%20of%20Terrorism%20in%20West%20Africa&isxn=9781799824664
https://www.igi-global.com/chapter/tourism-terrorism-morality-and-marketing/251490
https://www.igi-global.com/viewtitlesample.aspx?id=251490&ptid=236595&t=Tourism,%20Terrorism,%20Morality,%20and%20Marketing:%20A%20Study%20of%20the%20Role%20of%20Reciprocity%20in%20Tourism%20Marketing&isxn=9781799824664
https://www.igi-global.com/chapter/the-roots-of-terror/251491
https://www.igi-global.com/viewtitlesample.aspx?id=251491&ptid=236595&t=The%20Roots%20of%20Terror:%20The%20Lesser%20Evil%20Doctrine%20under%20Criticism&isxn=9781799824664
https://www.igi-global.com/chapter/isis-rhetoric-for-the-creation-of-the-ummah/251492
https://www.igi-global.com/viewtitlesample.aspx?id=251492&ptid=236595&t=ISIS%20Rhetoric%20for%20the%20Creation%20of%20the%20Ummah&isxn=9781799824664


Chapter 76

Exploring Myths in Digital Forensics: Separating Science From Ritual (/chapter/exploring-myths-in-
digital-forensics/251493) (pages 1299-1308)

Gary C. Kessler (Embry-Riddle Aeronautical University, Daytona Beach, USA), Gregory H. Carlton
(California State Polytechnic University, Pomona, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251493&ptid=236595&t=Exploring
Myths in Digital

Forensics:
Separating

Science From
Ritual&isxn=9781799824664)

Chapter 77

Cyber Hygiene in Health Care Data Breaches (/chapter/cyber-hygiene-in-health-care-data-
breaches/251494) (pages 1309-1321)

Jomin George (Namibia University of Science and Technology, Windhoek, Namibia), Aroma Emmanuel
(Namibia University of Science and Technology, Windhoek, Namibia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251494&ptid=236595&t=Cyber

Hygiene in
Health Care Data
Breaches&isxn=9781799824664)

Chapter 78

Building National Resilience in the Digital Era of Violent Extremism: Systems and People
(/chapter/building-national-resilience-in-the-digital-era-of-violent-extremism/251495) (pages 1322-
1342)

Jethro Tan (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore), Yingmin
Wang (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore), Danielle
Gomes (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251495&ptid=236595&t=Building

National
Resilience in the

Digital Era of
Violent

Extremism:
Systems and

People&isxn=9781799824664)

Chapter 79

A Region of Association and Turbulence (/chapter/a-region-of-association-and-turbulence/251496)
(pages 1343-1362)

Meha Pant (Jawaharlal Nehru University, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251496&ptid=236595&t=A

Region of
Association and

Turbulence&isxn=9781799824664)

Chapter 80

Jus in Bello and the Acts of Terrorism: A Study (/chapter/jus-in-bello-and-the-acts-of-terrorism/251497)
(pages 1363-1378)

Mohammad Saidul Islam (Department of Law, International Islamic University Chittagong, Chittagong,
Bangladesh)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251497&ptid=236595&t=Jus
in Bello and the

Acts of Terrorism:
A

Study&isxn=9781799824664)

Chapter 81

Copy-Move Forgery Localization Using Convolutional Neural Networks and CFA Features
(/chapter/copy-move-forgery-localization-using-convolutional-neural-networks-and-cfa-
features/251498) (pages 1379-1394)

Lu Liu (Institute of Information Science, Beijing Jiaotong University, Beijing, China), Yao Zhao (Institute
of Information Science, Beijing Jiaotong University, Beijing, China), Rongrong Ni (Institute of
Information Science, Beijing Jiaotong University, Beijing, China), Qi Tian (Department of Computer
Science, University of Texas at San Antonio, San Antonio, US)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251498&ptid=236595&t=Copy-

Move Forgery
Localization

Using
Convolutional

Neural Networks
and CFA

Features&isxn=9781799824664)

https://www.igi-global.com/chapter/exploring-myths-in-digital-forensics/251493
https://www.igi-global.com/viewtitlesample.aspx?id=251493&ptid=236595&t=Exploring%20Myths%20in%20Digital%20Forensics:%20Separating%20Science%20From%20Ritual&isxn=9781799824664
https://www.igi-global.com/chapter/cyber-hygiene-in-health-care-data-breaches/251494
https://www.igi-global.com/viewtitlesample.aspx?id=251494&ptid=236595&t=Cyber%20Hygiene%20in%20Health%20Care%20Data%20Breaches&isxn=9781799824664
https://www.igi-global.com/chapter/building-national-resilience-in-the-digital-era-of-violent-extremism/251495
https://www.igi-global.com/viewtitlesample.aspx?id=251495&ptid=236595&t=Building%20National%20Resilience%20in%20the%20Digital%20Era%20of%20Violent%20Extremism:%20Systems%20and%20People&isxn=9781799824664
https://www.igi-global.com/chapter/a-region-of-association-and-turbulence/251496
https://www.igi-global.com/viewtitlesample.aspx?id=251496&ptid=236595&t=A%20Region%20of%20Association%20and%20Turbulence&isxn=9781799824664
https://www.igi-global.com/chapter/jus-in-bello-and-the-acts-of-terrorism/251497
https://www.igi-global.com/viewtitlesample.aspx?id=251497&ptid=236595&t=Jus%20in%20Bello%20and%20the%20Acts%20of%20Terrorism:%20A%20Study&isxn=9781799824664
https://www.igi-global.com/chapter/copy-move-forgery-localization-using-convolutional-neural-networks-and-cfa-features/251498
https://www.igi-global.com/viewtitlesample.aspx?id=251498&ptid=236595&t=Copy-Move%20Forgery%20Localization%20Using%20Convolutional%20Neural%20Networks%20and%20CFA%20Features&isxn=9781799824664


Chapter 82

The Cyberethics, Cybersafety, and Cybersecurity at Schools (/chapter/the-cyberethics-cybersafety-
and-cybersecurity-at-schools/251499) (pages 1395-1412)

Irene L. Chen (University of Houston Downtown, Houston, USA), Libi Shen (University of Phoenix, Los
Angeles, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251499&ptid=236595&t=The

Cyberethics,
Cybersafety, and
Cybersecurity at

Schools&isxn=9781799824664)

Chapter 83

Filtration of Terrorism-Related Texts in the E-Government Environment (/chapter/filtration-of-terrorism-
related-texts-in-the-e-government-environment/251500) (pages 1413-1427)

Rasim M. Alguliyev (Institute of Information Technology, Azerbaijan National Academy of Sciences,
Baku, Azerbaijan), Ramiz M. Aliguliyev (Institute of Information Technology, Azerbaijan National
Academy of Sciences, Baku, Azerbaijan), Gunay Y. Niftaliyeva (Institute of Information Technology,
Azerbaijan National Academy of Sciences, Baku, Azerbaijan)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251500&ptid=236595&t=Filtration

of Terrorism-
Related Texts in

the E-
Government

Environment&isxn=9781799824664)

Chapter 84

The Effects of Money Laundering (ML) on Growth Application to the Gulf Countries (/chapter/the-
effects-of-money-laundering-ml-on-growth-application-to-the-gulf-countries/251501) (pages 1428-
1441)

Fakhri Issaoui (University of Tunis, Faculty of Economics and Management, Tunis, Tunisia), Toumi
Hassen (University of Sfax, Economics and Management, Sfax, Tunisia), Touili Wassim (University of
Tunis, Economics, Tunis, Tunisia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251501&ptid=236595&t=The
Effects of Money
Laundering (ML)

on Growth
Application to the

Gulf
Countries&isxn=9781799824664)

Chapter 85

Jihadist Propaganda on Social Media: An Examination of ISIS Related Content on Twitter
(/chapter/jihadist-propaganda-on-social-media/251502) (pages 1442-1457)

Ahmed Al-Rawi (Simon Fraser University, Canada), Jacob Groshek (Boston University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251502&ptid=236595&t=Jihadist
Propaganda on

Social Media: An
Examination of
ISIS Related
Content on

Twitter&isxn=9781799824664)

Chapter 86

Managing Terrorism in Africa: Assessing Policing Issues (/chapter/managing-terrorism-in-
africa/251503) (pages 1458-1469)

Gerald Dapaah Gyamfi (University of Professional Studies, Accra, Ghana)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251503&ptid=236595&t=Managing

Terrorism in
Africa: Assessing

Policing
Issues&isxn=9781799824664)

Chapter 87

Credit Card Fraud: Behind the Scenes (/chapter/credit-card-fraud/251504) (pages 1470-1484)

Dan DeFilippi (Independent Researcher, USA), Katina Michael (University of Wollongong, Australia)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251504&ptid=236595&t=Credit

Card Fraud:
Behind the

Scenes&isxn=9781799824664)

https://www.igi-global.com/chapter/the-cyberethics-cybersafety-and-cybersecurity-at-schools/251499
https://www.igi-global.com/viewtitlesample.aspx?id=251499&ptid=236595&t=The%20Cyberethics,%20Cybersafety,%20and%20Cybersecurity%20at%20Schools&isxn=9781799824664
https://www.igi-global.com/chapter/filtration-of-terrorism-related-texts-in-the-e-government-environment/251500
https://www.igi-global.com/viewtitlesample.aspx?id=251500&ptid=236595&t=Filtration%20of%20Terrorism-Related%20Texts%20in%20the%20E-Government%20Environment&isxn=9781799824664
https://www.igi-global.com/chapter/the-effects-of-money-laundering-ml-on-growth-application-to-the-gulf-countries/251501
https://www.igi-global.com/viewtitlesample.aspx?id=251501&ptid=236595&t=The%20Effects%20of%20Money%20Laundering%20(ML)%20on%20Growth%20Application%20to%20the%20Gulf%20Countries&isxn=9781799824664
https://www.igi-global.com/chapter/jihadist-propaganda-on-social-media/251502
https://www.igi-global.com/viewtitlesample.aspx?id=251502&ptid=236595&t=Jihadist%20Propaganda%20on%20Social%20Media:%20An%20Examination%20of%20ISIS%20Related%20Content%20on%20Twitter&isxn=9781799824664
https://www.igi-global.com/chapter/managing-terrorism-in-africa/251503
https://www.igi-global.com/viewtitlesample.aspx?id=251503&ptid=236595&t=Managing%20Terrorism%20in%20Africa:%20Assessing%20Policing%20Issues&isxn=9781799824664
https://www.igi-global.com/chapter/credit-card-fraud/251504
https://www.igi-global.com/viewtitlesample.aspx?id=251504&ptid=236595&t=Credit%20Card%20Fraud:%20Behind%20the%20Scenes&isxn=9781799824664


Chapter 88

The Threat of Cyber Warfare in the SADC Region: The Case of Zimbabwe (/chapter/the-threat-of-
cyber-warfare-in-the-sadc-region/251505) (pages 1485-1505)

Jeffrey Kurebwa (Bindura University of Science Education, Zimbabwe), Kundai Lillian Matenga
(Bindura University of Science Education, Zimbabwe)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251505&ptid=236595&t=The
Threat of Cyber
Warfare in the
SADC Region:
The Case of

Zimbabwe&isxn=9781799824664)

Chapter 89

Islamic Extremists in Africa: Security Spotlight on Kenya and Nigeria (/chapter/islamic-extremists-in-
africa/251506) (pages 1506-1517)

Maurice Dawson (Illinois Institute of Technology, USA), Wale Adeboje (South Wesleyan University,
USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251506&ptid=236595&t=Islamic

Extremists in
Africa: Security

Spotlight on
Kenya and

Nigeria&isxn=9781799824664)

Chapter 90

Cloud Risk Resilience: Investigation of Audit Practices and Technology Advances - A Technical Report
(/chapter/cloud-risk-resilience/251507) (pages 1518-1548)

Akhilesh Mahesh (University at Buffalo School of Management, Amherst, USA), Niranjali Suresh
(Pricewaterhouse Coopers, Atlanta, USA), Manish Gupta (University at Buffalo School of
Management, Amherst, USA), Raj Sharman (University at Buffalo School of Management, Amherst,
USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251507&ptid=236595&t=Cloud
Risk Resilience:
Investigation of
Audit Practices
and Technology
Advances - A

Technical
Report&isxn=9781799824664)

Chapter 91

Management Approach of Risk Analysis in Information Security (/chapter/management-approach-of-
risk-analysis-in-information-security/251509) (pages 1550-1565)

Anca Gabriela Petrescu (Valahia University, Targoviste, Romania)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251509&ptid=236595&t=Management
Approach of Risk

Analysis in
Information

Security&isxn=9781799824664)

Chapter 92

Cybersecurity Best Practices and Cultural Change in Global Business: Some Perspectives from the
European Union (/chapter/cybersecurity-best-practices-and-cultural-change-in-global-
business/251510) (pages 1566-1584)

José Manuel Saiz-Alvarez (Tecnológico de Monterrey, Mexico), Guillermo Calleja Leal (Royal Academy
of History, Spain)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251510&ptid=236595&t=Cybersecurity

Best Practices
and Cultural

Change in Global
Business: Some

Perspectives
from the

European
Union&isxn=9781799824664)

https://www.igi-global.com/chapter/the-threat-of-cyber-warfare-in-the-sadc-region/251505
https://www.igi-global.com/viewtitlesample.aspx?id=251505&ptid=236595&t=The%20Threat%20of%20Cyber%20Warfare%20in%20the%20SADC%20Region:%20The%20Case%20of%20Zimbabwe&isxn=9781799824664
https://www.igi-global.com/chapter/islamic-extremists-in-africa/251506
https://www.igi-global.com/viewtitlesample.aspx?id=251506&ptid=236595&t=Islamic%20Extremists%20in%20Africa:%20Security%20Spotlight%20on%20Kenya%20and%20Nigeria&isxn=9781799824664
https://www.igi-global.com/chapter/cloud-risk-resilience/251507
https://www.igi-global.com/viewtitlesample.aspx?id=251507&ptid=236595&t=Cloud%20Risk%20Resilience:%20Investigation%20of%20Audit%20Practices%20and%20Technology%20Advances%20-%20A%20Technical%20Report&isxn=9781799824664
https://www.igi-global.com/chapter/management-approach-of-risk-analysis-in-information-security/251509
https://www.igi-global.com/viewtitlesample.aspx?id=251509&ptid=236595&t=Management%20Approach%20of%20Risk%20Analysis%20in%20Information%20Security&isxn=9781799824664
https://www.igi-global.com/chapter/cybersecurity-best-practices-and-cultural-change-in-global-business/251510
https://www.igi-global.com/viewtitlesample.aspx?id=251510&ptid=236595&t=Cybersecurity%20Best%20Practices%20and%20Cultural%20Change%20in%20Global%20Business:%20Some%20Perspectives%20from%20the%20European%20Union&isxn=9781799824664


Chapter 93

Research on Digital Forensics Based on Uyghur Web Text Classification (/chapter/research-on-digital-
forensics-based-on-uyghur-web-text-classification/251512) (pages 1586-1597)

Yasen Aizezi (Xinjiang Police college, Urumqi, China), Anwar Jamal (Xinjiang Police College, Urumqi,
China), Ruxianguli Abudurexiti (Xinjiang Police College, Urumqi, China), Mutalipu Muming (Xinjiang
Police College, Urumqi, China)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251512&ptid=236595&t=Research

on Digital
Forensics Based
on Uyghur Web

Text
Classification&isxn=9781799824664)

Chapter 94

Determinants of Terrorism in South Asia: Insights From a Dynamic Panel Data Analysis
(/chapter/determinants-of-terrorism-in-south-asia/251513) (pages 1598-1617)

Ramesh Chandra Das (Katwa College, Burdwan, India), Sovik Mukherjee (St. Xavier's University,
Kolkata, India)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251513&ptid=236595&t=Determinants

of Terrorism in
South Asia:

Insights From a
Dynamic Panel

Data
Analysis&isxn=9781799824664)

Chapter 95

What We Know and What Else We Need to Do to Address the Problem of Violent Extremism Online:
Concluding Chapter (/chapter/what-we-know-and-what-else-we-need-to-do-to-address-the-problem-of-
violent-extremism-online/251514) (pages 1618-1628)

Majeed Khader (Home Team Behavioural Sciences Centre, Ministry of Home Affairs, Singapore)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251514&ptid=236595&t=What

We Know and
What Else We
Need to Do to
Address the
Problem of

Violent
Extremism

Online:
Concluding

Chapter&isxn=9781799824664)

Chapter 96

Ethos Construction, Identification, and Authenticity in the Discourses of AWSA: The Arab Women's
Solidarity Association International (/chapter/ethos-construction-identification-and-authenticity-in-the-
discourses-of-awsa/251515) (pages 1629-1655)

Samaa Gamie (Lincoln University, USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251515&ptid=236595&t=Ethos

Construction,
Identification, and

Authenticity in
the Discourses of
AWSA: The Arab

Women's
Solidarity

Association
International&isxn=9781799824664)

https://www.igi-global.com/chapter/research-on-digital-forensics-based-on-uyghur-web-text-classification/251512
https://www.igi-global.com/viewtitlesample.aspx?id=251512&ptid=236595&t=Research%20on%20Digital%20Forensics%20Based%20on%20Uyghur%20Web%20Text%20Classification&isxn=9781799824664
https://www.igi-global.com/chapter/determinants-of-terrorism-in-south-asia/251513
https://www.igi-global.com/viewtitlesample.aspx?id=251513&ptid=236595&t=Determinants%20of%20Terrorism%20in%20South%20Asia:%20Insights%20From%20a%20Dynamic%20Panel%20Data%20Analysis&isxn=9781799824664
https://www.igi-global.com/chapter/what-we-know-and-what-else-we-need-to-do-to-address-the-problem-of-violent-extremism-online/251514
https://www.igi-global.com/viewtitlesample.aspx?id=251514&ptid=236595&t=What%20We%20Know%20and%20What%20Else%20We%20Need%20to%20Do%20to%20Address%20the%20Problem%20of%20Violent%20Extremism%20Online:%20Concluding%20Chapter&isxn=9781799824664
https://www.igi-global.com/chapter/ethos-construction-identification-and-authenticity-in-the-discourses-of-awsa/251515
https://www.igi-global.com/viewtitlesample.aspx?id=251515&ptid=236595&t=Ethos%20Construction,%20Identification,%20and%20Authenticity%20in%20the%20Discourses%20of%20AWSA:%20The%20Arab%20Women%27s%20Solidarity%20Association%20International&isxn=9781799824664


Chapter 97

On Experience of Social Networks Exploration for Comparative Analysis of Narratives of Foreign
Members of Armed Groups: IS and L/DPR in Syria and Ukraine in 2015-2016 (/chapter/on-experience-
of-social-networks-exploration-for-comparative-analysis-of-narratives-of-foreign-members-of-armed-
groups/251516) (pages 1656-1671)

Yuriy V. Kostyuchenko (Scientific Centre for Aerospace Research of the Earth, National Academy of
Sciences of Ukraine, Kiev, Ukraine), Maxim Yuschenko (Scientific Centre for Aerospace Research of
the Earth, National Academy of Sciences of Ukraine, Kiev, Ukraine), Igor Artemenko (Scientific Centre
for Aerospace Research of the Earth, National Academy of Sciences of Ukraine, Kiev, Ukraine)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251516&ptid=236595&t=On

Experience of
Social Networks
Exploration for
Comparative
Analysis of

Narratives of
Foreign Members

of Armed
Groups: IS and
L/DPR in Syria
and Ukraine in

2015-
2016&isxn=9781799824664)

Chapter 98

A White Hat Study of a Nation's Publicly Accessible Critical Digital Infrastructure and a Way Forward
(/chapter/a-white-hat-study-of-a-nations-publicly-accessible-critical-digital-infrastructure-and-a-way-
forward/251517) (pages 1672-1685)

Timo Kiravuo (Aalto University, Helsinki, Finland), Seppo Tiilikainen (Aalto University, Helsinki,
Finland), Mikko Särelä (Aalto University, Helsinki, Finland), Jukka Manner (Aalto University, Helsinki,
Finland)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251517&ptid=236595&t=A
White Hat Study

of a Nation's
Publicly

Accessible
Critical Digital

Infrastructure and
a Way

Forward&isxn=9781799824664)

Chapter 99

The Next Generation of Scientific-Based Risk Metrics: Measuring Cyber Maturity (/chapter/the-next-
generation-of-scientific-based-risk-metrics/251519) (pages 1687-1697)

Lanier Watkins (Johns Hopkins University Information Security Institution, Baltimore, USA), John S.
Hurley (National Defense University, Washington D.C., USA)

$37.50
Add to Cart

Preview Chapter
(/viewtitlesample.aspx?
id=251519&ptid=236595&t=The
Next Generation

of Scientific-
Based Risk

Metrics:
Measuring Cyber
Maturity&isxn=9781799824664)

Index View Full PDF (/pdf.aspx?
tid=251520&ptid=236595&ctid=17&t=Index&isxn=9781799824664)

https://www.igi-global.com/chapter/on-experience-of-social-networks-exploration-for-comparative-analysis-of-narratives-of-foreign-members-of-armed-groups/251516
https://www.igi-global.com/viewtitlesample.aspx?id=251516&ptid=236595&t=On%20Experience%20of%20Social%20Networks%20Exploration%20for%20Comparative%20Analysis%20of%20Narratives%20of%20Foreign%20Members%20of%20Armed%20Groups:%20IS%20and%20L/DPR%20in%20Syria%20and%20Ukraine%20in%202015-2016&isxn=9781799824664
https://www.igi-global.com/chapter/a-white-hat-study-of-a-nations-publicly-accessible-critical-digital-infrastructure-and-a-way-forward/251517
https://www.igi-global.com/viewtitlesample.aspx?id=251517&ptid=236595&t=A%20White%20Hat%20Study%20of%20a%20Nation%27s%20Publicly%20Accessible%20Critical%20Digital%20Infrastructure%20and%20a%20Way%20Forward&isxn=9781799824664
https://www.igi-global.com/chapter/the-next-generation-of-scientific-based-risk-metrics/251519
https://www.igi-global.com/viewtitlesample.aspx?id=251519&ptid=236595&t=The%20Next%20Generation%20of%20Scientific-Based%20Risk%20Metrics:%20Measuring%20Cyber%20Maturity&isxn=9781799824664
https://www.igi-global.com/pdf.aspx?tid=251520&ptid=236595&ctid=17&t=Index&isxn=9781799824664


Learn More
About IGI Global (/about/)
|
Partnerships (/about/partnerships/) |
COPE Membership (/about/memberships/cope/) |
Contact (/contact/)
| Job Opportunities
(/about/staff/job-opportunities/)
| FAQ (/faq/)
| Management Team (/about/staff/)

Resources For
Librarians (/librarians/)
| Authors/Editors (/publish/)
| Distributors (/distributors/)
| Instructors (/course-adoption/)
| Translators (/about/rights-
permissions/translation-rights/)

Media Center
Webinars (/symposium/)
| Blogs (/newsroom/)
| Catalogs (/catalogs/)
| Newsletters (/newsletters/)

Policies
Privacy Policy (/about/rights-permissions/privacy-policy/)
| Cookie & Tracking Notice (/cookies-agreement/)
| Fair Use Policy (/about/rights-
permissions/content-reuse/)
| Accessibility (/accessibility/)
| Ethics and Malpractice (/about/rights-permissions/ethics-malpractice/)

(http://www.world-forgotten-children.org)

Copyright © 1988-2022, IGI Global - All Rights Reserved

 
  

 (http://www.facebook.com/pages/IGI-Global/138206739534176?ref=sgm)  (http://twitter.com/igiglobal)

(https://www.linkedin.com/company/igiglobal)

(https://publicationethics.org/category/publisher/igi-global)

https://www.igi-global.com/about/
https://www.igi-global.com/about/partnerships/
https://www.igi-global.com/about/memberships/cope/
https://www.igi-global.com/contact/
https://www.igi-global.com/about/staff/job-opportunities/
https://www.igi-global.com/faq/
https://www.igi-global.com/about/staff/
https://www.igi-global.com/librarians/
https://www.igi-global.com/publish/
https://www.igi-global.com/distributors/
https://www.igi-global.com/course-adoption/
https://www.igi-global.com/about/rights-permissions/translation-rights/
https://www.igi-global.com/symposium/
https://www.igi-global.com/newsroom/
https://www.igi-global.com/catalogs/
https://www.igi-global.com/newsletters/
https://www.igi-global.com/about/rights-permissions/privacy-policy/
https://www.igi-global.com/cookies-agreement/
https://www.igi-global.com/about/rights-permissions/content-reuse/
https://www.igi-global.com/accessibility/
https://www.igi-global.com/about/rights-permissions/ethics-malpractice/
http://www.world-forgotten-children.org/
http://www.facebook.com/pages/IGI-Global/138206739534176?ref=sgm
http://twitter.com/igiglobal
https://www.linkedin.com/company/igiglobal
https://publicationethics.org/category/publisher/igi-global

