A SPECTRUM SENSING AND ALLOCATION MODEL FOR PRIMARY
USER DETECTION AND INTERFERENCE MITIGATION IN
TELEVISION WHITESPACE

NOTCKER, JOACHIM

FEBRUARY, 2023



A SPECTRUM SENSING AND ALLOCATION MODEL FOR PRIMARY
USER DETECTION AND INTERFERENCE MITIGATION IN
TELEVISION WHITESPACE

BY

NOTCKER JOACHIM
(20PCK02094)
B.Sc Electrical Engineering, St. Augustine University, Mwanza, Tanzania

A DISSERTATION SUBMITTED TO THE SCHOOL OF
POSTGRADUATE STUDIES IN PARTIAL FULFILMENT OF THE
REQUIREMENTS FOR THE AWARD OF THE MASTER OF
ENGINEERING (M.Eng.) DEGREE IN INFORMATION AND
COMMUNICATION ENGINEERING IN THE DEPARTMENT OF
ELECTRICAL AND INFORMATION ENGINEERING, COLLEGE OF
ENGINEERING, COVENANT UNIVERSITY, OTA, OGUN STATE

FEBRUARY, 2023



ACCEPTANCE
This is to attest that this dissertation has been accepted in partial fulfillment of the requirements

for the award of the degree of Master of Engineering in Information and Communication
Engineering in the Department of Electrical and Information Engineering, College of
Engineering, Covenant University, Ota, Nigeria.

Miss Adefunke F. Oyinloye
(Secretary, School of Postgraduate Studies) Signature and Date

Prof. Akan B. Williams
(Dean, School of Postgraduate Studies) Signature and Date



DECLARATION
I, NOTCKER, JOACHIM (20PCKO02094), declare that this dissertation is a representation
of my work, and is written and implemented by me under the supervision of Prof. Emmanuel
ADETIBA of the Department of Electrical and Information Engineering, Covenant University,
Ota, Nigeria. | attest that this dissertation has in no way been submitted either wholly or
partially to any other university or institution of higher learning for the award of a master’s
degree. All information cited from published and unpublished literature has been duly

referenced.

NOTCKER, JOACHIM
Signature and Date



CERTIFICATION

This is to certify that the research work titled “A SPECTRUM SENSING AND
ALLOCATION MODEL FOR PRIMARY USER DETECTION AND
INTERFERENCE MITIGATION IN TELEVISION WHITESPACE” is an original
research work carried out by NOTCKER, JOACHIM (20PCK02094) meets the requirements
and regulations governing the award of Master of Engineering (M.Eng.) degree in Information
and Communication Engineering from the Department of Electrical and Information
Engineering, College of Engineering, Covenant University, Ota, and is approved for its

contribution to knowledge and literary presentation.

Prof. Emmanuel Adetiba
(Supervisor) Signature and Date

Prof. Emmanuel Adetiba
(Head of Department) Signature and Date

Dr. Oluwumi Adetan
(External Examiner) Signature and Date

Prof. Akan B. Williams
(Dean, School of Postgraduate Studies) Signature and Date



DEDICATION

| dedicate this work to my lovely mom.

Vi



ACKNOWLEDGEMENTS

I'd like to use this opportunity to thank God, who has given me everything I need to succeed in

life. All praise and honor are due to him.

My thanks go to Dr. David O. Oyedepo, Chancellor and Chairman of the Board of Regents at
Covenant University, for the academic and spiritual platform God provided through him, which
permitted the success of this research. Special gratitude to Covenant University's
administration, led by Vice Chancellor Prof. Abiodun H. Adebayo, for creating a congenial
and enabling study and research environment. | would also want to thank the management of
Covenant University's School of Postgraduate Studies, brilliantly directed by Prof. Akan
Williams, for the amazing support they provided through many seminars and training that
provided unique insight into conducting research. The fantastic supports, encouragements, and
insightful remarks from the Electrical and Information Engineering department led by Prof.
Emmanuel Adetiba are also very appreciated. Not only that but also personally, | really
appreciate Dr Kennedy, EIE PG Rep for his wonderful efforts that enables me to finish my

work within required time frame.

My heartfelt gratitude goes to my supervisor, Prof. Emmanuel Adetiba, for his amazing
guidance and insightful comments that have helped me get this far; I truly appreciate you, Sir,
and your contribution will be remembered in my academic life. Furthermore, I truly appreciate
Federated Genomics (FEDGEN) and Advanced Signal Processing and Machine Intelligence
Research (ASPMIR) groups for their wonderful contributions during my project work, their
comments made me stronger. Lastly, my appreciation goes to the management of Covenant
Applied Informatics and Communications - African Centre of Excellence (CApIC-ACE) for
giving me the opportunity to be a Research Assistant; this opportunity has further solidified

my passion for being a lifelong researcher and academician.

vii



CONTENT

TABLE OF CONTENTS

COVER PAGE

TITLE PAGE

ACCEPTAN

CE

DECLARATION
CERTIFICATION
DEDICATION
ACKNOWLEDGEMENTS
LIST OF FIGURES

LIST OF TABLES

LIST OF AB
ABSTRACT

BREVIATIONS

CHAPTER ONE: INTRODUCTION
1.1  Background to the Study
1.2  Statement of the Problem

1.3  Aim

and Objectives

1.4  Scope and Limitation of the Study

1.5  Justi

fication for the Study

CHAPTER TWO: LITERATURE REVIEW
2.1 Preamble
2.2 Theoretical Background

2.2.1
2.2.2
2221
2.2.2.2
2.2.2.3
2224
2.2.3
2231
2.24
2241
2.24.2
2.2.5
2251
2.2.6.
2.26.1

An Overview of TVWS

TVWS Regulations
Nigeria Communication Commission Regulations
Federal Communications Commission Regulations
Office of Communications Regulations
European Communication Commission Regulations
Cognitive Radio Network
Cognitive Radio Network Simulators

Interference Scenarios in Cognitive Radio Based TVWS Network

Interference Among Secondary Users
Interference between Primary and Secondary Users

Spectrum Sensing in TVWS Based Cognitive Radio Network

Spectrum Sensing Algorithms
Resource Allocation in Cognitive Radio Networks
Optimization

PAGES

Vi
vii
xii

xiii
XV

WWWN -

©OwOWwowohs~MNNAN

21

2.2.6.2 Resource Allocation Optimization Algorithms in Cognitive Radio Network23

2.2.3

2.3  Revi
2.3.1
2.3.2
2.3.3
2.3.4

Performance Metrics for Spectrum Sensing and Allocation Algorithms

ew of Related Work
Spectrum Sensing Approaches in TVWS Network

Hybridization of Spectrum Sensing Approaches in TVWS Network

27
29
29
30

Interference Mitigation Approaches Between Primary and Secondary Users 31

Interference Mitigation Approaches Among Secondary Users

viii

32



2.3.5  Hybridization of Resource Allocation Optimization Algorithms
2.4 Gaps in the Literature
2.5  Chapter Summary

CHAPTER THREE: METHODOLOGY

3.1 Preamble

3.2  Research Approach

3.3  System Model
3.3.1 Cognitive TVWS Network Model Illustrating Interference Scenario
3.3.2 Spectrum Sensing Model for Primary User Identification
3.3.3 Spectrum Allocation Optimization

3.4 Simulation System Setup
3.4.1 Cognitive TVWS Network Simulation
3.4.2 Spectrum Sensing Simulation
3.4.3 Spectrum Allocation Optimization Simulation

3.5 Chapter Summary

CHAPTER FOUR: RESULTS AND DISSCUSSIONS
4.1  Preamble
4.2.  Signal to Noise Ratio
4.3  False Alarm Probability
4.4  Misdetection Probability
4.5  Sum Throughput
4.6  Chapter Summary

CHAPTER FIVE: CONCLUSION AND RECOMMENDATIONS
5.1 Preamble
5.2  Conclusion
5.3  Research Contributions
5.4  Recommendations

REFERENCES
APPENDIX

33
34
36

37
37
37
37
38
39
41
42
42
44
45
45

46
46
46
48
49
51
53

54
54
54
54
54

55
73



LIST OF FIGURES

FIGURES TITLE OF FIGURES PAGES

Figure 1. 1  The rising number of Internet users around the World 1

Figure 1. 2  Expanding Machine-to-Machine (M2M) communications on mobile platforms

around the world 1
Figure 2.1  White Space in TV bands 4
Figure 2. 2  Available White Space for Ondo State, Nigeria 5
Figure 2. 3  Available White Space for Ogun State, Nigeria 5
Figure 2. 4  Available White Space in Oyo State, Nigeria 6
Figure 2.5  Available Whitespace for all States in Southwest Nigeria 6
Figure 2.6 Cognitive Radio Functions 11
Figure 2.7 The Primary and Secondary Users in a Cognitive Radio Network 11
Figure 2. 8 Division of CRN Simulator 12
Figure 2.9 Illustration of Two Cognitive Radio Users Transmitting in the same Channel 14
Figure 2. 10  Signal Detection Process 15
Figure 2. 11  Diagram of Energy Detector 18
Figure 2. 12  Block Diagram of Matched Filter Detection 19
Figure 2. 13  Block Diagram of Cyclostationary Detector 19
Figure 2. 14  Allocation in CRN 20
Figure 2. 15  Algorithms for Optimization: A Taxonomy 22
Figure 2. 16 PSO Flowchart 25
Figure 3.1  Architecture of a Spectrum Sensing and Allocation Model 38
Figure 3. 2 Interference Scenario 38
Figure 3. 3  Energy Detection Algorithm Flow Chart 40
Figure 3. 4 Network diagram of Randomly Distribution of 10 channels to 100 secondary

users in 1000m by 1000m area 43
Figure 3.5 Network diagram of Randomly Distribution of 30 channels to 200 secondary

users in 1000m by 1000m area 43
Figure 3. 6 Network diagram of Randomly Distribution of 50 channels to 300 secondary

users in 1000m by 1000m area 44
Figure 4.1 Signal to Noise Ratio Vs Detection Probability 47
Figure 4. 2 False Alarm Probability Vs Detection Probability 49

Figure 4. 3  False Alarm Probability Vs Misdetection Probability 50

X



Figure 4.4  Sum throughput when SUs=100, Channels=10
Figure 4.5 Sum throughput when SUs=200, Channels=30
Figure 4.6  Sum throughput when SUs=300, Channels=50

Xi

51
52
53



LIST OF TABLES

TABLES TITLE OF TABLES PAGES
Table 2. 1 Distances for FCC Protection 9
Table 2. 2 Comparison of Cognitive radio network simulators 13
Table 2. 3 Comparison of Spectrum Sensing Algorithms 20
Table 2. 4 Comparison of Resource Allocation Optimization Algorithms 27
Table 2. 5 Merits and Demerits of Spectrum Allocation Optimization Algorithms 26
Table 3. 1 Experimental Parameters for Energy Detection Algorithm 44
Table 3. 2 Experiment Parameters for Particle Swarm Optimization Algorithm 45
Table 4. 1 Detection Probability with different values of SNR 47
Table 4. 2 Detection Probability with variation of False alarm probability 48

Table 4. 3 Misdetection Probabilities with variations of False Alarm Probability 50

xii



LIST OF ABBREVIATIONS

CR - Cognitive Radio

TVWS - Television Whitespace

IP — Internet Protocol

ITU — International Telecommunication Union
CISCO — Computer Information System Company
TV — Television

OC - Optimum Combining

MIMO — Multiple Input Multiple Output

PU — Primary User

SU — Secondary User

CRN — Cognitive Radio Network

DNN — Deep Neural Network

CNN — Convolution Neural Network

GNN - Graph Neural Network

ISM — Industrial, Scientific, and Medical

VHF — Very High Frequency

UHF — Ultra High Frequency

IEEE — Institute of Electrical and Electronics Engineers
SNR - Signal to Noise Ratio

MHz — Megahertz

SSDF — Spectrum Sensing Data Falsification
ML — Machine Learning

PUE — Primary User Emulation

IDS — Intrusion Detection System

0T — Internet of Things

NLOS — Non-Line of Sight

SS — Spectrum Sensing

WRAN — Wireless Region Area Network

PCI — Principal Component Analysis

xiii



DLN — Deep Learning Network

ANN — Artificial Neural Network

QoS — Quiality of Service

MLP — Multiple layer Perception

CCI — Co-channel Interference

ACI — Adjacent-channel Interference

NFSC — Neural Fuzzy Signal Classifier

RFI — Radio Frequency Interference

ArPLS — Asymmetrically Reweighted Penalized Least Squares
2D — Two Dimension

SED - Spectral Energy Distribution

PDF — Probability Density Function

AP — Access Point

TAS — Transmit Antenna Selection

PPP — Poison Point Process

BER - Bit Error Rate

SINR - Signal to Interference plus Noise Ratio
AWGN - Additive White Gaussian Noise

PHY — Physical layer

WMMSE — Weighted Least Mean Square Error
CSI — Channel State Information

DQN — Deep Q-Network

CU — Cognitive User

DPPO - Distributed Proximal Policy Optimization

WII — Wireless Interference Identification

Xiv



ABSTRACT

TV White Space (TVWS) is a potentially useful method for overcoming the problem of limited
wireless communication spectrum. It refers to the spectrum between 54 MHz and 790 MHz,
and its propagation properties have been the focus of an increasing number of investigations in
recent years. However, interference is one of the significant issues that limit the utilization of
available spectrum in television (TV) bands, lower the quality of services among
cognitive(secondary) users, and cause harmful destruction to licensed (primary) users.
Extensive works have been devoted to the issue of interference in TVWS networks, with many
studies focusing on either preventing interference between primary and secondary users by
detecting the presence of primary users, or mitigating interference among cognitive users but
did not combine the two. As a result, this work developed an architectural model that integrates
spectrum sensing and allocation components to identify the presence of primary user and
reducing interference among cognitive users. For spectrum sensing component, an energy
detection model was adopted to recognize a primary user so as to avoid interference with
secondary users whereas for spectrum allocation component, the particle swarm optimization
algorithm was employed to find the optimal allocation of channels among secondary users
which result on reducing interference among them. The architectural model was implemented
in simulated Cognitive TVWS network using MATLAB R2020a, and its performance was
analyzed by taking into account false alarm probability, detection probability, signal to noise
ratio (SNR), misdetection probability, and sum throughput. The simulation results showed that
when SNR was set to -10 dB, the detection probability for the energy detection was 98.23%,
while the matched filter was 92.55%. At false alarm probability of 0.51, the misdetection
probability for the energy detection was 0.13%, while the matched filter had a misdetection
probability of 2.61%. When 10 channels and 100 secondary users were considered, particle
swarm optimization achieved maximum throughput of 279.9 Mbps while artificial bee colony
achieved 278.7 Mbps. For 30 channels and 200 secondary users, 1.575Gbps and 1.571Gpps
were achieved by particle swarm optimization and artificial bee colony algorithm respectively.
Finally, when the number of channels were set to 50 and users to 300, particle swarm
optimization achieved 3.879Gbps while artificial bee colony achieves 3.864Gbps. Therefore,
the developed energy detection and particle swarm algorithms outperform matched filter and
artificial bee colony algorithms respectively.

Keywords: Spectrum Sensing, Spectrum Allocation, Television Whitespace, Primary User,
Interference Mitigation and Secondary User
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