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Abstract—The advent of digitalization makes image security 

inevitable as a result of that, an asymmetric cryptography 

algorithm which is based on the improvement of double random 

phase encoding is proposed. This algorithm makes use of 

Gaussian random noise to boost the security of the existing 

method and was implemented on the MATLAB 2020a software 

application. The results obtained from the simulations show a 

slight decrease in the peak-to-signal ratio of 0.3304 and an 

increase in the mean square error when comparing the existing 

method with the enhanced method. An image encrypted using 

Enhanced Double Random Phase Encoding (EDRPE) has 

strong protection against intruders due to the introduction of 

the random Gaussian noise as one of the components of the 

masks in the encryption process. However, a slight noisy effect 

is produced on the recovered image which is not obvious to the 

receiver. The simulation result validates the algorithm’s 

potential against security attacks but does not eliminate the 

presence of noise. 
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I. INTRODUCTION  

The advent of digitalization makes the transmission of data 
or information from one point to another possible and 
effective, this data could be in the form of voice, text, images, 
etc. However, this information often encounters security 
challenges during transmission and may not get to its 
destination or receiver. Information security is of great 
importance as the development of multimedia data and 
communication becomes rapid [1], [2]. Any information 
security algorithm must be able to meet up with the National 
Institute of Standards and Technology (NIST) core objectives 
which include confidentiality, integrity and availability[3] 
[16]. Confidentiality implies that an authorized disclosure of 
the information is not permitted, and modification of the 
information’s content without authorization is guarded against 
which means integrity and availability means that access is not 

restrained from authorized users. Image encryption is one of 
the algorithms used in information security that completely 
changes the sent image into a format that does not represent 
the nature of the sent image [4] [17]. Image encryption ensures 
image protection from all sorts of security challenges and can 
find its application mostly in multimedia systems, medicine, 
the military, etc. in order to implement an image encryption 
algorithm techno known as cryptography is used. 
Cryptography is a process of securing data from intruders 
during transmission by enhancing its properties or 
characteristics. The primary aim of cryptography is to protect 
the original image known as plaintext from third parties or 
eavesdroppers trying to access the original image[5][18]. The 
various cryptography algorithms used in image encryption can 
be categorized into two, these categories include: 

 Symmetric or Secret Key Algorithm 
Cryptography. 

 Asymmetric or public key Algorithm 
Cryptography. 

 

Fig.1: Symmetric key Algorithm 

In a symmetric key Algorithm, as shown in Fig. 1, the 
same key is used by both the sender and receiver to encrypt 
and decrypt the data respectively while in an Asymmetric key 
algorithm as shown in Fig.2, two different keys are used, one 
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of the keys is used by the sender to encrypt the data while the 
other key is used to decrypt the data by the receiver. One major 
problem encountered in the secret key algorithm is lack of 
proper management of the key, this problem is solved in the 
Asymmetric Keys Algorithm due to more keys. 

 

Fig.2: Asymmetric Key Algorithm 

Double random phase encoding Algorithm is an example 
of Asymmetric form of Cryptography. The main idea of this 
approach depends on inserting two encoding keys (random 
phase) in a setup called 4f [6]. The setup is an optical system 
consisting of two cascaded lenses separated by two focal 
lengths with each of the input and output image planes one 
focal length outside the lens system from different directions. 
The decryption process uses the same Fourier Random Phase 
Mask in the encryption process to recover images.  

This paper proposes enhanced method of image 
encryption using double random phase encoding. The 
encryption process of the traditional image encryption 
algorithm is improved with random Gaussian noise function 
whereby improving on the existing image encryption 
transmission security.   

II. LITERATURE REVIEW  

A. Related Works 

The idea of optical image encryption based double random 
phase encoding(DRPE) was initiated by Refreiger and Javidi, 
this asymmetric key algorithm combined two masks to 
encrypt an image[6], [7]. In this scheme, the input image was 
covered with a phase mask first and then transformed the 
resulting output using Fourier transform, for the decryption 
process, inverse Fourier transformation was performed on the 
amplitude truncated output of the encrypted to recover the 
original image[1].The necessity of enhancing their research 
work stem for the advantages embedded in implementing 
different image encryption algorithms[4]. The research work 
carried out by Song and others showed that a single mask or 
phase encryption algorithm is prone to security attack[8]. 

An improvement was carried out on the double phase 
random encoding  encryption algorithm[9],  this algorithm 
used discrete cosine transform in place of Fourier transform as 
the second  mask for encryption and inverse discrete cosine 
transform as a replacement for the inverse Fourier transform. 
This improved method makes verification of encrypted 
images convenient. The double random phase encoding can 
also be strengthen against brute force attack by multiplying 
the input image’s matrix with a quadratic phase factor before 
performing the encryption[10]. Another method to improve 
DRPE as implemented by [11] is to encrypt the output of 
DRPE with the orthogonal matrix  . Watermarking algorithms 
can also be deployed to protect digital media[12],this 

approach aids clarification of ownership of digital images 
between senders. Furthermore, implementation of double 
random encoding using linear canonical transform showed 
that image encryption algorithms can be strengthen against 
unauthorized attackers with the introduction of many keys in 
the encryption process [13].   

B. Existing Double Random Phase Image Encryption 
(DRPE) Algorithm  

The existing DRPE cryptography algorithm technique 
makes use of two masks, the first mask i.e., generated from 
the phasor representation of the image as in equation (1) is 
used to multiply the original image. The Fourier transform of 
the scalar multiplication is taken as in equation (2). In order to 
generate the second mask as in equation (3), scalar 
multiplication of the phasor representation of the original 
image and the original image. The inverse Fourier inverse of 
the resulting output is taken to conclude the encryption 
process. The original image recovery or decryption process 
involves two processes, taking the Fourier transform of the 
encrypted image and performing an inverse Fourier transform 
on the resulting image as in equation (4). 

M1(𝑢, 𝑣) =𝐼 (𝑥, 𝑦) * 𝑒𝑗 (2𝜋𝑛 (𝑥,𝑦)                                       (1)  

𝐶 (𝑥, 𝑦) = 𝐹𝑇 {M1(𝑢, 𝑣)}                                               (2)  

M2(𝑢, 𝑣)= 𝐼𝐹𝑇 {𝐼 (𝑥, 𝑦) * rand (𝑒𝑗 (2𝜋𝑛 (𝑥, 𝑦))} (3) 

      P(𝑥, 𝑦)= 𝐼𝐹𝑇{𝐹𝑇{M2(𝑢, 𝑣)*𝐶(𝑥,𝑦)}}                             (4) 

Where: 

 𝐼 (𝑥, 𝑦) = Amplitude of the original Image, 

M1(𝑢, 𝑣) = First generated phase mask,          

  𝑒𝑗 (2𝜋𝑛 (𝑥,𝑦)  =   Phasor equation, 

 rand()  =  Random function generator  

 M2(𝑢, 𝑣) = Second generated phase mask, 

  𝐶 (𝑥, 𝑦) = Encrypted Image, 

  P(𝑥, 𝑦)    =    Decrypted Image 

C. Application of Gaussian Noise in Image Encryption 

In digital image processing, one of the techniques used is 
the application of noise. These noise functions change the 
properties of a digital image. Gaussian function generates 
Gaussian noise that adds noise effect with its probability 
density function equal to its normal distribution[14][19][20]. 
The effect of Gaussian’s noise is majorly felt on the gray part 
of an image[15][21][22]. 

𝑓(𝑔) =  (√ 
1

2𝜋𝜎2 𝑒   )

−(𝑔−µ)2/2𝜎2

                                         (5) 

The mathematical model of Gaussian noise as shown 
above in equation (5) combines the gray value, mean value, 
and standard deviation value of a digital image. This Gaussian 
is added to the original image signal to enhance it encryption 
before the image signal is transmitted. 

Where  𝑓(𝑔)  = Gaussian’s noise, 

    𝑔     = image gray value, 

         µ     = mean value, 



 

 

 

         𝜎    = standard deviation, 

         𝑒    = Euler’s number, 

 𝜋    = Mathematical constant 

III. METHODOLOGY 

In this research work, a new technique that makes use of 
random Gaussian noise as a replacement to the conventional 
random signal in DRPE is introduced. The encryption process 
is strengthened with random Gaussian noise as the component 
of the second mask as shown in equation (6). The decryption 
process remains as that of the existing algorithm.    

M2(𝑢, 𝑣) = 𝐼𝐹𝑇 {𝐼 (𝑥, 𝑦) * rand *  𝑓(𝑔) *  (𝑒𝑗 (2𝜋𝑛 (𝑥, 𝑦))}           (6) 

 Fig.3 and Fig.4 depict the models of encryption and 
decryption processes of the Enhanced optical double image 
encryption using random Gaussian noise.  

 

Fig.3: Encryption Process 

 

Fig.4: Decryption Process 

 

C.  Simulation 

The implementation of enhanced image encryption using 
optical double random phase encoding algorithm was carried 
out using MATLAB 2020a application software graphical 
user interface. The programming of the algorithm is 
summarized into three parts: 

 Image reading. 

 Image encryption. 

 Image decryption. 

 

D.  Algorithm of the proposed enhanced method 

The following steps are involved in encrypted process: 

Step 1: The input image 𝐼(𝑥, 𝑦) is multiplied with a 
random phase mask M1(𝑢, 𝑣). 

Step 2: The output in Step 1 is Fourier transformed to 
produce   𝐶(𝑥, 𝑦). 

Step 3: The transformed image 𝐶(𝑥, 𝑦) is further 
multiplied with another mask M2(𝑢, 𝑣) that has gaussian 
noise component. 

Step 4: The encrypted image E(𝑥, 𝑦) is formed by taken 
the inverse Fourier transform of the output of Step 3. 

The following steps are involved in decryption process: 

Step 5: The encrypted image E(𝑥, 𝑦) is multiplied with 
the phase mask M2(𝑢, 𝑣).  

Step 6: The output in Step 5 is Fourier transformed to 
produce 𝐶(𝑥, 𝑦). 

Step 7: The transformed image 𝐶(𝑥, 𝑦) is further 
multiplied with another phase mask M1(𝑢, 𝑣). 

Step 8: The inverse Fourier transform of the Step 7’s 
output is taken to recover the original image 𝐼(𝑥, 𝑦).  

Fig. 5 give the detail information on how the experiment 
was carried out in a flowchart. 

 

Fig.5: The Flowchart of the proposed methodology 

 

IV. SIMULATION RESULTS AND ANALYSIS 

The enhanced asymmetric cryptography algorithm was 
implemented on MATLAB 2020a’s GUIDE integrated 
development environment. The graphical user interface 
accepts RGB images of any dimension from the user and 
resized its dimension into 400 x 256 pixels. For efficient 
image processing, the resized RGB image was converted to a 
binary image as shown in Fig.6. Encryption and decryption 
processes were carried out on the processed image and 
performance metrics of the processes were evaluated for both 
the existing method and the proposed method. 



 

 

 

 

Fig.6: Implemented enhanced optical double phase 
encryption using random Gaussian Noise cryptography 
algorithm on MATLAB. 

Fig.6 show the selection, encryption and decryption 
interface of the simulated processes. While Fig.7 depict the 
corresponding histogram plots are (a) original image, (b) 
encrypted image, and (c) decrypted image respectively of the 
Fig.6. 

 

Fig.7: Histogram plots (a) original image 

 

 

 Fig.7: Histogram plots (b) encrypted image. 

 

          

 Fig.7: Histogram plots (c) decrypted image. 

 

Fig.7: Histogram plots (a) original image ,(b) encrypted 
image, and  (c) decrypted image. 

The performance metrics obtained show a slight decrease 
in the peak-to-signal ratio of 0.3304, and an increase in the 
mean square error when comparing the existing method with 
the enhanced method. The entropy and the structural 
similarity index measure remain the same as shown in TABLE 
I.   

TABLE I.  PERFORMANCE ANALYSIS OF THE ENCRYPTION 

AND DECRYPTION ROCESSES.  

Cryptog

raphy 

Algorith

ms 

  Parameters 

Input 

Image 

Peak-

Signal 

Noise Ratio 

 

SSIM 

 

Entropy MSE 

DRPE LENAa 313.2970 1 7.4468 4.68.6𝑋10−32 

EDRPE LENA 312.9666 1 7.4468 4.7832X10−32 

 

V. CONCLUSION 

The enhanced algorithm of DRPE using Gaussian 

random noise introduces a slight noisy effect on the existing 

algorithm but maintains the same degree of disorderliness and 

structural similarity index. An image encrypted using 

enhanced DRPE has strong protection against intruders due 

to the introduction of the Gaussian noise as one of the 

components of the masks. However, a slight noisy effect is 

produced on the recovered image which is not obvious to the 

receiver. The simulation result validates the algorithm’s 

potential against security attacks but does not eliminate the 

presence of noise. In the future, other digital noise other than 

gaussian noise could be considered for the enhancement of 

the image encryption algorithm. Furthermore, this algorithm 

can be improved by applying wavelet transform. 
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