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Abstract 

Small sensor nodes with the capability to sense and process data make up a 
wireless sensor network (WSN). This environment has limitations of low 
energy, low computational power and simple routing protocols; making is 
susceptible to attacks such as sinkhole attack. This attack happens when the 
enemy node in the network camouflages as a genuine node nearest to the 
base station, thereby have information sent by a source node to another 
destination node travel through it, giving it chance to alter, drop or delay 
information from reaching to the base station as intended. In our paper, the 
research developed a sinkhole detection technique, an enhancement of ant 
colony optimization by including a hash table in the ant colony optimization 
technique to advance sinkhole attack detection and reduce fa1se alarm rate in 
a wireless sensor network. An increase in the detection rate of 96% was 
achieved and result out performed other related research works when 
compared and further research discussed. 

 This is a preview of subscription content, log in via an institution  to check 
access. 

Similar content being viewed by others 

 
Artificial bee colony based sinkhole detection in wireless sensor 
networks 

Article 18 July 2019 

 
Sinkhole Attack Detection in Wireless Sensor Networks 

Chapter © 2022 



 
The Design of a Defense Mechanism to Mitigate Sinkhole Attack in 
Software Defined Wireless Sensor Cognitive Radio Networks 

Article Open access13 April 2020 

References 

1. Nasir, H.J.A., Ku-Mahamud, K.R., Kamioka, E.: Parameter adaptation 
for ant colony system in wireless sensor network. J. Inf. Commun. 
Technol. 18(2), 167–182 (2019) 

Google Scholar  

2. Nadeem, A., Alghamdi, T.G.: Detection algorithm for sinkhole attack in 
body area sensor networks using local information. IJ Netw. 
Secur. 21(4), 670–679 (2019) 

Google Scholar  

3. Nithiyanandam, N., Latha, P.: Artificial bee colony based sinkhole 
detection in wireless sensor networks. J. Ambient Intell. Humaniz. 
Comput. 0123456789 (2019) 

Google Scholar  

4. Nasir, H.J.A., Ku-Mahamud, K.R., Kamioka, E.: Enhanced ant colony 
system for reducing packet loss in wireless sensor network. Int. J. Grid 
Distrib. Comput. 11(1), 81–88 (2018) 

Article Google Scholar  

5. Iwendi, C., Zhang, Z., Du, X.: ACO based key management routing 
mechanism for WSN security and data collection. In: Proceedings of 
IEEE International Conference on Industrial Technology, vol. 2018, pp. 
1935–1939 (2018) 

Google Scholar  



6. Abdul, N.H.J., Ku-Mahamud, K.R., Kamioka, E.: Enhanced ant-based 
routing for improving performance of wireless sensor network. Int. J. 
Commun. Netw. Inf. Secur. 9(3), 386–392 (2017) 

Google Scholar  

7. Kasliwal, B., Bhatia, S., Saini, S., Thaseen, I.S., Kumar, C.A.: A hybrid 
anomaly detection model using G-LDA. In: Souvenir 2014 IEEE 
International Advance Computing Conference, IACC 2014, pp. 288–293 
(2014) 

Google Scholar  

8. Sun, X., Yan, B., Zhang, X., Rong, C.: An integrated intrusion detection 
model of cluster-based wireless sensor network. PLoS ONE 10(10), 1–6 
(2015) 

Google Scholar  

9. Dharshini, Y.N., Chinnaswamy, C.N.: Swarm Intelligence Technique for 
Sinkhole Attack Detection in Wireless Sensor Network - Performance 
Comparison of the Algorithms, no. 4, pp. 647–656 (2017) 

Google Scholar  

10. Wazid, M., Das, A.K., Kumari, S., Khan, M.K.: Design of sinkhole 
node detection mechanism for hierarchical wireless sensor networks. 
Secur. Commun. Netw. 9(17), 4596–4614 (2016) 

Google Scholar  

11. Keerthana, G., Padmavathi, G.: Detecting sinkhole attack in 
wireless sensor network using enhanced particle swarm optimization 
technique. Int. J. Secur. Appl. 10(3), 41–54 (2016) 

Google Scholar  

12. Alfa, A., Misra, S., Ahmed, K., Arogundade, O., Ahuja, R.: 
Metaheuristic-based intelligent solutions searching algorithms of ant 
colony optimization and back. In: Singh, P.K., Pawłowski, W., Tanwar, 
S., Kumar, N., Rodrigues, J.J.P.C., Obaidat, M.S. (eds.) gation in Neural 
Networks. In Proceedings of First International Conference on 
Computing, Communications,. LNNS, vol. 121, pp. 95–106. Springer, 
Singapore (2020). https://doi.org/10.1007/978-981-15-3369-3_8 



Chapter Google Scholar  

13. Crawford, B., Soto, R., Johnson, F., Misra, S., Paredes, F., 
Olguín, E.: Software project scheduling using the hyper-cube ant colony 
optimization algorithm. Tech. Gaz. 22(5), 1171–1178 (2015) 

Google Scholar  

14. Adubi, S.A., Misra, S.: A comparative study on the ant colony 
optimization algorithms. In: 2014 11th International Conference on 
Electronics, Computer and Computation (ICECCO), pp. 1–4. IEEE, 
September 2014 

Google Scholar  

15. Soto, R., et al.: Autonomous tuning for constraint programming via 
arti. In: Gervasi, O., et al. (eds.) ICCSA 2015. LNCS, vol. 9155, pp. 
159–171. Springer, Cham (2015). https://doi.org/10.1007/978-3-319-
21404-7_12 

Chapter Google Scholar  

Download references 

Author information 

Authors and Affiliations 

1. Federal University of Technology Minna, Minna, Nigeria 
Kenneth E. Nwankwo 

2. Covenant University, Ota, Nigeria 
Shafi’i Mohammad Abdulhamid, Sanjay Misra & Jonathan Oluranti 

3. Shri Vishwakarma Skill University, Gurgaon, India 
Joseph A. Ojeniyi & Ravin Ahuja 

Corresponding author 

Correspondence to Sanjay Misra . 

Editor information 

Editors and Affiliations 

1. ABES Engineering College, Ghaziabad, India 



Pradeep Kumar Singh 
2. Southern Federal University, Rostov-on-Don, Russia 

Gennady Veselov 
3. Luleå University of Technology, Luleå, Sweden 

Valeriy Vyatkin 
4. Southern Federal University, Rostov-on-Don, Russia 

Anton Pljonkin 
5. University of Cádiz, Cádiz, Spain 

Juan Manuel Dodero 
6. Jaypee Institute of Information Technology, Waknaghat, India 

Yugal Kumar 

Rights and permissions 

Reprints and permissions 

Copyright information 

© 2021 Springer Nature Singapore Pte Ltd. 

About this paper 

Cite this paper 

Nwankwo, K.E., Abdulhamid, S.M., Ojeniyi, J.A., Misra, S., Oluranti, J., Ahuja, 
R. (2021). A Panacea to Soft Computing Approach for Sinkhole Attack 
Classification in a Wireless Sensor Networks Environment. In: Singh, P.K., 
Veselov, G., Vyatkin, V., Pljonkin, A., Dodero, J.M., Kumar, Y. (eds) Futuristic 
Trends in Network and Communication Technologies. FTNCT 2020. 
Communications in Computer and Information Science, vol 1395. Springer, 
Singapore. https://doi.org/10.1007/978-981-16-1480-4_7 

Download citation 

 .RIS 
 .ENW 
 .BIB 

 DOIhttps://doi.org/10.1007/978-981-16-1480-4_7 
 Published31 March 2021 
 Publisher NameSpringer, Singapore 
 Print ISBN978-981-16-1479-8 



 Online ISBN978-981-16-1480-4 
 eBook PackagesComputer ScienceComputer Science (R0) 

Publish with us 

Policies and ethics 

Access this chapter 

Log in via an institution  

Chapter 
EUR 29.95 

Price includes VAT (Nigeria) 
Buy Chapter 

eBook 
EUR 106.99 

Softcover Book 
EUR 129.99 

Tax calculation will be finalised at checkout 
Purchases are for personal use only 

Institutional subscriptions  

 Sections 
 References 

Discover content 

165.73.223.224 

Covenant University Ota (3006481499) 

 
© 2024 Springer Nature 
 
 


