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Abstract 

Web applications have become integral to various sectors, including 
businesses, industries, financial institutions, educational institutions, and the 
general public. However, the growing reliance on web applications has also 
given rise to significant security concerns, leading to vulnerabilities that 
compromise the confidentiality, integrity, and availability of information 
systems. This study aims to address these challenges by conducting a 
comprehensive vulnerability assessment of a web application. By employing a 
combination of automatic and manual methods, the assessment focuses on 
identifying vulnerabilities outlined in the OWASP top 10 list for. The findings of 
this research contribute to the field of information system security by 
enhancing our understanding of web application vulnerabilities and providing 
insights to mitigate associated risks. 
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