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CHAPTER ONE
INTRODUCTION
1.1
BACKGROUND INFORMATION

Over the last decade, the need to develop and organize new ways of providing efficient health care services has resulted in a dramatic increase in the use of Information and Communications Technology (ICT) based solutions in health care delivery, generally known as e-Health. In particular, the health care industry was relatively slower than other industries in the adoption and use of information technology based solutions for its services [1, 2].  The integration and assimilation of e-Health into the everyday life of people, especially health care workers, is becoming a reality in developing as well as developed countries. While developed countries such as the US, Canada, UK, Australia, have fully embraced the use of ICT in primary health care delivery [3, 4, 5], most developing countries are yet to fully embrace the concept.  One reason for the persistence of this situation is rooted in the lack of infrastructure for ICT deployment that currently pervades the health sector [6]. In addition to this, formalized applications integrated with the network for health care delivery are generally unavailable [7,  8].

E-Health is the use of advanced communications technologies, such as the Internet, portable, wireless and other sophisticated devices to support health care delivery and education [9,  10]. E-Health entails a fundamental redesign of health care processes based on the use and integration of electronic communication at all 

levels.  A benefit of e-Health is that patients in one country can seek treatment and other services from other countries with their patient records accessed electronically. A patient with his medical information moving electronically via mobile technology is empowered to play active role in the decision making process during treatment since decisions are made in a shared manner.  Treatment processes in care centres are facilitated with the introduction of operations support systems (OSS).
E-Health based OSS are essentially designed to automate manual health care processes, making the operations of health care practitioners more error-free and efficient. OSS solutions for e-Health take advantage of state-of-the-art information technology to address health care enterprise-wide needs and requirements to reduce costs, provide reliable, flexible, mobile, timely, and secure health care delivery to patients by health care providers, centres or practitioners [1].

Research efforts and the use of communications technologies (fixed and mobile) to extend the reach, range and manoeuvrability of health care applications and contents are covered in [11-20]. It is not uncommon in recent times, to have a number of personalized applications for prescription, research, reference, patient education, and other applications for accessing daily schedules being bundled with hand-held devices to provide supports for physicians [21, 22,  23].  However, research on applications based on wireless LAN to improve health care services in the hospitals are becoming more popular [12, 14, 24] because of  the increased demand for real-time access to medical information by medical and support personnel, the maturation of 802.11 standards, and the proliferation of    802.11-enabled devices.  
The use of mobile technology devices such as PDAs, cell phones, laptops, etc for health care (mobile health care) [25, 26] delivery promises a revolution to benefit modern health care. With mobile technologies, providers have the ability to instantly update patients’ records to ensure that they are current. Physicians with up to date information, stand to make more accurate prescription decisions, thereby reducing harmful drug interactions. In addition to enhancing quality of patient care, e-Health technology, through the elimination of redundant paperwork, also facilitates more efficient and effective delivery of patient care.

As medical professionals begin to embrace and discover the convenience of delivering timely information to and from the point-of-care, mobile and wireless solutions have continued to gain prominence in the health care sector. Also, while the health care community is embracing mobile technology and realizing its benefits, issues such as, usability, dependability, confidentiality of mobile data, and the management of mobile health care workers still need to be addressed in order for ICT-based health care solutions to gain wider acceptance.
E-Health programmes encompass applications that directly support prevention of illnesses and diseases, patient diagnosis, patient management and care, etc. These applications include tele-consultations, tele-referrals, forward-storage concepts (e.g., tele-radiology and tele-prescriptions), and electronic patient records. 

Where new applications are introduced or made to integrate with legacy system, the behaviour of the entire systems must conform to the specified requirements of the resulting system. Formal approaches are used to verify the conformance [27] aspect of an e-Health system to ensure it has the potential to improve the efficiency of health care delivery on national and global levels. 

In order to provide effective health care, the activities of teams of health care professionals have to be coordinated through well-designed processes that are centred on the needs of patients [28]. For information systems to be accepted and used in such an environment they must be error-free and standardized based on shared medical knowledge with the flexibility required for customisation to the individual patient.

An e-Health system provides [28, 29]:

· Information for health promotion and awareness, medical education, health and biomedical research, evidence-based medicine, and e-learning;
· Information for health information system (disease surveillance, health statistics, management information system, financial, logistics, monitoring and evaluation);
· Information for health care delivery: diagnostics, treatment, consultation (telemedicine applications) and electronic patient records; and
· A platform to render health related services to patient such as medical diagnosis, patient care, after care interactions, training, etc. 

With such support services, electronic appointment booking, electronic care records service, and electronic transmission of prescriptions can be put in place. These could transform the way information flow around the health care, making it possible to deliver faster, safer and more convenient patient care. In addition, e-Health enables patients to easily access the information they need to look after their own health.

The rapid invasion of new IT-based systems and solutions in the health care sector has made the evaluation of these systems become increasingly important. Evaluation is required in order to ensure feedback for further improvement of these systems used in this safety critical domain.
An e-Health based system can be evaluated based on the following [28]:

· Its acceptability to and usability by patients and care providers and practitioners;

· Its impact and contribution to improved health care outcomes and enhanced quality of life;

· Its safety when used by those for whom it is intended, as well as by others;

· Its cost effectiveness and efficiency (in financial and human resources terms);

· Its contribution to addressing health inequalities and promoting universal access to health information system; and
· Its cross-sector accessibility, including independent health
care providers, local authority departments (such as social services, education, and housing), voluntary sector agencies, the police and other stakeholders committed to health care improvement.
It can be further argued that good usability is an essential feature for a successful e-Health application. 
1.2
STATEMENT OF THE PROBLEM  

Though the health care community is embracing mobile technology and realizing its benefits, mobile computing usage is still being faced with significant number of obstacles such as usability of the applications, confidentiality and privacy of patient data, dependability, interoperability, and the management of mobile health care workers amongst others [2,  7,  12,  30]. 

The usability of OSS in e-Health based system is vital since its issues in software products cannot be resolved without major changes to the software architecture [31].  Usability issues are encapsulated in its attributes which are learnability, efficiency, satisfaction, error frequency, and memorability.  

The level of an e-Health based system’s usability does not only influence the users’ acceptance of the system but may also greatly influence the diagnosis and treatment processes in a health care centre.  

This thesis therefore, provides answers to usability issues for OSS in e-Health based systems deployed on a mobile infrastructure.
1.3
AIM AND OBJECTIVES OF THE STUDY 

Answers to usability issues in OSS are fundamental to the use of mobile devices in the health care sector. Thus, the major aim of this study is to develop a formal framework for usable operations support for e-Health based systems. To achieve this aim the following are the objectives of this thesis:
· To provide a formal framework for the design of some of the subsystems in an e-Health system;
· To provide a robust architecture which ensures that best clinical practices are followed in a health care centre in the administration of patient care;
· To provide a support system that distributes patient medical information amongst medical practitioners in a health care environment via mobile devices; and
· To implement a prototype of some of the functionality in an e-Health system in order to empirically validate the usability of the operations support system in the application domain.
1.4 
METHODOLOGY 

In achieving the set objectives for this thesis, first, we identified the main support services for the e-Health based system and used Object Constraint Language (OCL) in combination with Unified Modeling Language (UML) to specify, analyze and design some of the functionality of the system. This was to ensure the quality and enhance the usability of the final product. 

Additionally, a mobile multi-tiered architecture consisting of hand-held devices (PDAs and cell phones), e-Health Application server, Database Server, Apache Server, Access Points, and other network infrastructures were provided for the deployment of the application. The robust architecture ensures that best clinical practices are followed during the treatment processes in health care centre.

The application was developed with wireless markup language (WML), Java server pages (JSP) and Java servlets. The server application provides access to Microsoft Access database. Java based technologies were used for the development of most of the subsystems in the application. Java has since emerged as an important language in the mobile device arena, and much of this is due to its platform independent nature. 
The server receives a patient’s electronic records via an API that returns diagnosis, treatments or prescription information in the form of an XML document.  Any update in patient records are committed to the data base by passing the API to an XML document representing the changed data. 

The e-Health Application Server exists as part of a fixed network infrastructure that is extended to the mobile client by Wi-Fi technology using an 802.11b wireless LAN. Due to the vulnerability of wireless networks additional security was provided by role-based access techniques to prevent unauthorized personnel from viewing or changing sensitive and protected patient records.

Furthermore, since PDAs have small screen and different means of navigation than traditional systems, a careful consideration was required in the design of the expected user’s interfaces. The system’s usability was measured empirically and analytically to ensure the acceptability of the application in the health care domain. 

Finally, the prototype application was demonstrated on Covenant University health centre and deployed with Microsoft Windows Mobile and Server-based editions with micro browser for the client devices. 

1.5    SIGNIFICANCE OF THE STUDY
The significance of this research includes among others:

· Provision of a well designed architecture that integrates the various elements of e-Health based systems from design concept to actual implementation which eliminates, some of the problems inherent in disjointed application designs.
· Provision of a robust architecture that guarantees a reliable, available, and enhanced efficiency of the application it supports. Since health care applications are safety critical systems, it is imperative that they are methodologically designed.

· The provision of a system that enhances the recording, delivery and exchange of timely information at the point-of-care. The system offers high mobility and flexibility with potential to save people’s lives. 
· Provision of a system that indicates how possible it is to use mobile phones or PDA to enhance health care delivery by medical professionals.
· Designing a system to meet the objectives of the Nigerian National Policy for Information Technology on health care delivery [32], which is a model policy for other countries especially the developing nations.

1.6     MOTIVATION FOR THE STUDY

At the present stage of development, computerized patient record which is the core of e-Health support systems is being adopted by only few health care institutions even though the driving forces for its adoption are already existent and the continued use of paper-based systems are becoming more non-viable [34]. 

The motivations for this thesis are as follows:

· Take Advantage of Trends in Devices to Enhance Health Care Delivery: With the increasing capabilities, compactness and ubiquity of computing devices, health care providers can enhance their performance. Providers can exploit these trends in electronic devices to provide efficient services.  The use of PDA by physicians to record and transmit PMR (Patient Medical Record) to the central server during ward rounds and the use of cell phone to send SMS on an emergency need to server can help to facilitate timely and more productive treatment of patients in a health care centre. This is facilitated by the existence of push-to-talk feature on the Code Division Multiple Access (CDMA) 2000 / 1X system which permits point-to-point or point-to-multipoint messages. The success and acceptability of these devices depend on the usability. 
· Care for Mobile Patient: Another motivation is the need to provide health care services for the increasing mobile patient population. Patients are the major players in health care and they are mobile. Developments in computer hardware and software are occurring at blazing speeds, together with widespread connectivity through local area and wide area networks. Furthermore, the Internet have brought about new tools enabling care providers to  access huge, untapped information resources,  the possibility of accessing patient records from anywhere in the world and from a variety of platforms of hardware and software. Integrated view of patient data, the connectivity of open systems and interoperable network systems provide a ripe environment for conveniently managing large amounts of patient’s information.

· Create an Environment for Paperless Record / Offices:  The manual or semi manual method of keeping medical information is very challenging to health care practitioners. Vital information about a patient could be lost, multilated, and may not easily be understood by a second specialist whose opinion may be sought for the treatment of a patient. Manual medical records are equally cumbersome and time consuming, to manage and access. A fundamental building block of e-Health applications is the Electronic Health Records (EHR) [20] which allows the sharing of medical records between health care centres and service providers. EHR facilitates teleconsultation between care providers on a given patient for the purposes of obtaining second medical opinions before diagnosis and treatment of a patient, as well as teleconsultation by a health practitioner linked to the patient at home. 
· Real-Time Data Access: Intrinsically high levels of mobility for medical and support staff who demand access to the same information whether they are mobile or at their workstation.
· Need for Accurate Information: Strong benefits for patient care and hospital efficiency through more timely and accurate information access that drives workforce and workflow efficiency.
· Medical Research: The growing demand for patient data for health services / research which has increased focus on content and value of therapies are a source of push for the research.
· Reforms in Health Care: The global reforms in health care to make it more responsive to patient needs, as well as, the drive to provide more affordable health care services requires the automation of records management.
· Availability of Platform: Wide coverage and subscription for mobile communication services across the country. Presently, there are about 31 million subscribers of mobile phones in Nigeria [35].
1.7
CONTRIBUTIONS TO KNOWLEDGE

The research provides a case study in the learning and transferring of skills in the design of human computer interfaces and in the development of software for mobile systems in the health care domain. This is a unique innovation in the health care domain where the availability, usability, timeliness and correctness of medical information are paramount to health care practitioners and service providers in the treatment of a patient. 

To the best of our knowledge, although numerous commercial and academic prototypes of e-Health based systems are available, this research work has provided a formalized framework for usable operations support for the exchange / transfer of timely information from the point-of-care via mobile devices within a health care environment.  Consequently, the framework proposed can be very useful as a requirements specification document for the realization of mobile        e-Health based systems. 

1.8
LIMITATIONS OF THE SCOPE OF STUDY 

The main objective of this thesis is to emphasize the usability attributes in the design of the prototype since most users in the health care domain are not computer proficient. This thesis provides a systematic approach for realizing a prototype for a usable operations support in e-Health based systems. Usability on its own can be looked at solely quantitatively; however, we adopted both quantitative and qualitative approaches. A qualitative approach is fuzzy because it requires the detailed application of fuzzy logic and would deviate from the main focus of this thesis.
Though, the patient database could provide accurate and detailed level data that can be mined for several purposes, for examples, clinical trials, research and epidemiology to track illnesses, wellbeing programmes and outcome of disease, delving into data mining issues would deviate from the main focus of this thesis.

Further, an actual implementation would have entailed solutions that integrated functionality in an enterprise e-Health system. Security and heterogeneous database issues which could have resulted from the complexities in the transaction processes amongst the subsystems were addressed but were not the major focus of discussions.

Finally, the prototype developed was deployed and demonstrated on the Covenant University health centre intranet and not within the national health care network. This is because of inadequate robust communication infrastructures, time and logistic constraints of implementing the prototype. Thus, the CU health centre served as a test bed for the research.
1.9 
THESIS ORGANIZATION

The rest of this thesis is organized as follows: Chapter Two provides an overview of technical literatures in e-Health based systems, formal framework, modeling, usability evaluation and mobile computing for pursuing this research. The various requirements for the system developed in this thesis, the support services, architecture, formal modelling and design of the system are presented in Chapter Three. Chapter Four presents the implementation detail as well as evaluation of the system’s usability. Finally, we present the summary and conclusion of the thesis in Chapter Five.

CHAPTER TWO
LITERATURE REVIEW

2.1
INTRODUCTION
There has been significant research demonstrating the use of computers and hand-held devices to enhance the efficacy of health care delivery by providers and medical practitioners.

Many of the research efforts focused on creating and maintaining electronic medical records, user interface designs and usability measurements  /  evaluations techniques, body area networks, data quality and security issues of medical records, e-Prescription, point-of-care computing, order entry and result reporting, agent-based medical expert systems, standardization and interoperability issues, etc. We shall discuss some of the relevant ones in the following sections. 

2.2
 USABILITY MEASUREMENT AND EVALUATION

Usability is a quality attribute that assesses how easy a product is to use. It measures user-friendliness and also refers to the methods for improving ease-of-use during the design process. Apart from the foregoing attributes, usability measures the level of satisfaction, efficiency, and effort in using a product within a specified usage context. Usability has five quality components [25, 31]: 

· Learnability:  This entails the physical and or intellectual skill required to learn the system. Also, it has to do with the ease with which users are able to accomplish basic tasks the first time they encounter the system.

· Efficiency: This relates to the time it takes to become moderately efficient in the use of the system.  Furthermore, once users have learned the design, how quickly can they perform and accomplish a task?

· Memorability: This has to do with the ease of re-establishing proficiency when users return to a system after a long period of not using it.

· Error Frequency: How much of errors users make, how severe are these errors, and how easily can they recover from the errors in an attempt to use the system? 

· Satisfaction:  This is a subjective assessment of the pleasantness of the design. It is usually obtained through questionnaire or other related interview techniques to judge the users attitude towards the system. 

Increasingly usability is recognized as an important consideration during software developments; however, many well-known software products suffer from usability issues that cannot be resolved without major changes to the software architecture of these products [31]. Thus, usability failure [26] is a problem in software development because it is very expensive to ensure a particular level of usability after a system has been implemented.  A wide range of performance and usability measurement methods exist [36] but only a few support the mapping of how human beings perceive and value applications. 
Most usability techniques are quantitative and measure the performance, retrieval time, success times, and failure rates. Qualitative assessment usually consists of observation and interview. Although this might provide some information on experiences with respect to e-Health application, it exposes a number of short comings [36]. The ideal way to specify and measure usability should be to specify the features and attributes required to make a product usable, and measure whether they are present in the implemented product. This is the approach often taken with other software qualities such as functionality, efficiency and portability, and it enables quality to be designed into a product [37]. 
A major problem with usability measurement is that of specifying which attributes or features actually affect usability, in particular, because the nature of the features and attributes required depend on the context in which the product is used    [38, 39,  40].  Several research efforts describe these features and attributes, using dialogue principles, guidelines, checklists, and the analytic procedures. A detailed discussion of the techniques used for usability measurement is available in [41,  42].  Two of such methods are discussed as follows:

· Metrics for Usability Standards in Computing (MUSiC) Method is a technique for usability measurement and it also includes tool and techniques for measuring user performance and satisfaction [38].  It measures the usability of a product by measuring the extent to which specific users of the product achieve specific goals in a specific environment. Although, it has gained wide acceptance in many domains, the efficient use of the computer is intrinsic and this is usually not the case with medical practitioners [43].
· The Milano Lugano Evaluation (MiLE) method is based on an empirical and inspection approach as discussed in [44].  It is a systematic and proven methodology for usability evaluation which has been extensively and successfully used in a variety of web application domains (e.g., educational institutions, cultural-heritage, public education, and                e-Government [45] but with no evidence of its use for evaluating health care applications.

The two main standard methods of usability measurements are inspection and empirical methods.
2.2.1 Inspection Methods

 In this method, evaluation is done by usability experts only. The evaluator systematically performs tasks on the application. It is effective for detecting usability, design errors, and breakdowns. This method is analytic, repeatable, and costs less than empirical testing. However, a major drawback is that it may neglect or underestimate some problems. The method adopts the heuristic evaluation and pluralistic walkthrough techniques [44].
2.2.2 Empirical Testing 

This involves some representative users. It is effective for detecting impact of overall look and feel of a system. The evaluators collect usability data from users by simulating a session of use. The main problems are the possibilities of gaps between the real sessions and simulated ones and that of representative users. The cost of testing is quite high when compared to the analytic method. The main techniques adopted are; thinking aloud, contextual inquiry and Focus group [44].

Most of the existing usability measurement and evaluation techniques are presently faced with the challenges of the evolvement of PDA and other hand-held devices into mobile health care devices (MHCD) [46]. Presently, most MHCD are usually associated with a high level of resources constraints            [47, 48, 49] in terms of;
· Small display and display sizes.

· Color display support of either 12bits or 16bits.

· Limited text inputting devices.

· An absence of mouse for activating an object, which limits possible users interface components and slows down object activation.

· Limited amount of storage.
· Limited bandwidth.
· Low power storage.
· Limited functionality.
2.3
APPROACHES TO USABILITY MEASUREMENT 
From a review of literature, questionnaire-based techniques, such as Questionnaires for User Interface Satisfaction (QUIS), Software Usability Measurement Inventory (SUMI), Computer System Usability Questionnaire (CSUQ), and System Usability Scale (SUS) are reported to have been used to assess the usability of systems [50, 51]. Due to some limitations in the applications for which usability were being measured, a slightly different approach resulted in tools such as Website Analysis and Measurement Inventory (WAMI) which was developed for website usability, Measuring Usability of Multi-Media Systems (MUMMS) for evaluating multimedia products, and the Usability Questionnaire for Online Shop (UFOS) was used for measuring usability in online merchandise [51].

Nevertheless, an increase in health care application developments for mobile devices, have made it reasonable to explore better approaches on how to assess the usability of mobile health care application in an objectives manner. A broad insight is provided by standard boards such as ANSI2001, ISO9241 part 11, and ITU [51, 52] as to what the dimension are to be used in the usability evaluation of a product. And these are; effectiveness, efficiency, and satisfaction. 

2.4 
USERS-CENTERED DESIGN

The problems associated with designing suitable user interfaces for medical applications have been one of the many reasons for the slow adoption of computerized medical records [20, 53]. The need for acceptable user interfaces for mobile application are addressed in [53, 54] and they both agree that  the best way to obtain user acceptance is by involving the user community in the development cycle of the EHR system which is  fundamental for any health care application. This should result in systems which are better understood and accepted, because they integrate better with the working methods and perceptions of the users. Users-Centered design (UCD) is an approach to software development that focuses on the needs of users [37]. Software development approaches that incorporate UCD can help ensure that extensive and expensive modifications are not needed after software has been developed. UCD techniques can significantly improve the quality of the software. They can also reduce the cost to produce, operate and maintain the software. Other benefits of UCD designed are available in [37]. The distrust for many automated systems outside the Computer Science and Engineering domains is due to some unreliable systems that have been designed and implemented in the past with operational flaws. Errors are not to be entertained in the design of life-critical systems as in e-Health. 

Users’ needs and characteristics vary considerably from one user to another and these go a long way in affecting the acceptability of a system.  Some recommendations for users interface design are [37]: 

· Keep the sequence of action simple.
· Ensure that the user knows what steps to take next.
· Provide feedback; ensure response time is adequate.
· Use good techniques for encoding information (such as appropriate fonts and colors).
· Keep the Users Interface uncluttered.
· Ensure the system can be used by different types of users.
· Provide help.
· Be consistent.
Intelligence can be embedded into the users’ interface by applying various artificial intelligence approaches (e.g., rules, frames, discrimination networks, associative memory, matching and autonomous agents). This makes the users’ interface adaptable to needs of different users, learn new concepts and techniques, anticipate user needs, provide explanation of its actions, and take the initiative to make suggestions to the user [53].  
Specific requirements that are associated with users’ interface design for health care applications are discussed in [20]. These requirements include among others: health care applications should be easy to use; the navigation should be simple because its users are usually not computer experts; should be attractive enough for its intended users; provide the right level of help with clearly displayed options which are easy to follow; the system must fit in with the user’s preferred way of working, etc.

2.5
 QUALITY MODEL FOR E-HEALTH BASED SYSTEMS

Quality attribute and other features required for mobile commerce are discussed in [55]. In particular, Health care information systems (HIS) have grown extensively in recent years, both with respect to the number of technologies involved and the functional targets which they address, and can be included among critical computer systems from many perspectives  (e.g security, economy, and safety). The data quality for an e-Health based system is a requirement that cannot be compromised for it to be acceptable or usable. The quality in use of an application is the capabilities of the application to enable specified users to achieve specified goal with effectiveness, efficiency, safety and satisfaction in specified context of use and are defined and discussed in terms of ISO / IEC 9126-1  [54, 56] quality attributes as follows: 

· Usability: The capability of software product to be understood, learned, used and made to be attractive to the users, when used under specified conditions. The higher the usability of software, the easier it is for users to work with it. There are several aspects of usability, including learnability for novice, efficiency of use for experts, and handling of errors.
· The quality of use: (measured as effectiveness, efficiency and satisfaction) is a result of the interaction between the user and product while carrying out a task in a technical, physical, social and organizational environment. Measures of quality of use can be used to evaluate the suitability of a product for use in a particular context.  However, the measures of quality of use also depend on the nature of the user, task and environment which is a property of the whole work system. 
· Efficiency: The capability of the software product to provide appropriate performance, relative to the amount of resources used, under state conditions. The more efficient software is, the less its use of CPU-time, memory, disk space, network bandwidth and other resources. This is vital for mobile and hand-held devices.
· Reliability: The capability of the software product to maintain a specific level of performance when used under specified conditions. Software is more reliable if it has fewer failures. Since software engineers do not deliberately plan for their software to fail, reliability depends on the number and type of mistakes they make.
· Maintainability: This means the capability of the software product to be modified. Modifications may include corrections, improvement or adaptation of the software to changes in environment, and in requirements and functional specifications. This is the ease with which you can change the software. The more difficult it is to make a change, the lower the maintainability.
· Reusability: A software component is reusable if it can be used in several different systems with little or no modifications. High reusability can reduce the long-term cost faced by the development team.  
Quality profiles for health care information systems based on ISO / IEC 9126 Quality Model are discussed and demonstrated in [56] while focusing on functionality quality attributes (i.e., accuracy, compliance, interoperability, security, suitability) depicted in Figure 2.1.
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Figure 2.1:  Software Quality Model (ISO / IEC 9126) 
Source [56] 

2.6  DATA QUALITY AND DATABASE MANAGEMENT 
       ISSUES  IN MOBILE HEALTH  CARE  

Evidences abound in literature concerning the acceptability of electronic health records systems by physicians, pharmacists, and other health care practitioners     [20, 53]. The main reasons cited in [53] are that a general error may cause serious problems to a patient’s health care. A further barrier is that electronic health care systems are often seen as being distractions which impede the physicians’ focus on the patient. 

The issues of data quality which concern the correctness, timeliness, accuracy, and completeness that make data appropriate for use are discussed in [53]. The quality of data contained in an Electronic Health Records system which is a major component of e-Health based system must be guaranteed before such systems can be accepted in the medical domain as the data handled are mission-critical and must be error free. 
Data quality requirements for EHRs such as usability, accessibility, security, confidentiality, provenance, integrity, accuracy and consistency are discussed in [20, 53]. Since electronic health records do emanate from different sources or departments in a  health care centre, it is vital for EHRs to comply  with the existing relevant standards such as Health Level Seven (HL7), CEN prEN 13606, ISO / CD 21298  [3, 57, 58] for  security, data protection, communication purposes, etc.

Three database issues: privacy, scalability and connectivity associated with mobile health care systems and a seven-step suggestion for implementing and deploying mobile health systems are discussed in [46]. The steps discussed require that the developer: identify goals; understand the current environment; identify the value of a mobile work force; allocate resources and build a team; design the solution; successfully deploy the solution and measure; grow and expand the deployment.

2.7
 FRAMEWORKS FOR E-HEALTH SYSTEMS

Several frameworks exist for different functionalities in e-Health systems.  A framework is a body of rules or steps, an approach that could be formal or        non-formal.  For the purpose of this research, formalization of e-Health connotes a systematic approach or a robust architecture for achieving operations support for e-Health based systems.

The longitudinal health record (LHR), also known as electronic health care record, which is designed to be the centerpiece of health information infrastructure is proposed in [34]. This framework concentrates on the creation and maintenance of patient medical records   and its link to health care providers, physicians, the citizens and patients via wired and wireless accesses. Though this framework offers good quality of service to health care stakeholders, no application was reported to evaluate its usability. 
The architecture and a prototype of a generic service platform for the provision of mobile health care services based on Body Area Networks (BANs) are discussed in [4]. The use of health BANs together with advanced wireless communications enables remote management of chronic conditions and detection of health emergencies whilst maximizing patient mobility. 
MobiHealth [4] has developed a generic Body Area Network (BAN) for health care and an m-health service platform. The BAN incorporates a set of body-worn devices and handles communication amongst the devices. Apart from this, it also handles external communication with a remote location. During the MobiHealth project the main devices used are medical sensors and positioning devices, and the remote health care location is a health care provider (a hospital or medical call centre). Biosignals measured by sensors connected to the BAN are transmitted to the remote health care location over wireless telephony services. 

Most mobile health care solutions are currently deployed via PDA and smart phones, typically these devices are sized such that they can fit conveniently into a pocket. Though, advances in technology is increasing the PDA screen resolution and quality, constraints such as resources (battery, bandwidth, memory ) tend to limit it functionality and usability [59]. The key social requirement for medical health care devices to be pocket sized seems to impose further constraints upon the maximum physical size of the small screen display. 

A composite device computing environment (CDCE) framework that can offer access to broad range of multimedia services across multitude of potential devices is proposed in [60]. CDCE needs to be sufficiently adaptive in order to exploit an ever-changing number and diverse range of available computing resources. Recently a mechanism that supports the ubiquitous and efficient exchange of electronic medical records across multiple heterogeneous environments was provided in [61].

2.8
 MOBILE HEALTH CARE DELIVERY

In the health care setting, technology was primarily used as an administrative tool. The dynamic and complex nature of the health care industry has resulted in medical software which was unnecessarily complicated [62]. The global shortages of medical practitioners and facilities at care centers have encouraged preventive medicine in the recent times which is a way to help people stay fit [63].  Advances in technology have further facilitated managed care which is an attempt to manage resources and technology in such a way as to provide cost-effective health care solutions. 
The shift from managed care to personal care is further encouraging the development of personal medical devices [46, 64]. Managed care has been achieved by telemedicine [42] while mobile health care devices (MHCDs) are fast becoming an integral part of health care information systems. MHCDs applications and how they integrate methods which consummate the marriage of medicine and technology are discussed in [65]. The Internet and mobile technology is further enabling more freedom to be offered for both health care providers and patients through the use of a wireless system [63]. 

2.8.1 
A Generic Mobile Health Care Delivery System

A mobile health care delivery system can be seen as a system that allows health care related activities using hand-held devices such as wireless phone, Personal Digital Assistants (PDAs), or a wireless enabled personal computer across a wireless communication infrastructure.  A mobile health care delivery process is initiated when an authorized user offers or gains access to a health care service [66]. 
In the generic model depicted in Figure 2.2 the mobile devices are enabled by 2G or 3G technologies such as GSM, EDGE (Enhanced Data GSM Environment), UMTS (Universal Mobile Telecommunication Services), GPRS (General Packet Radio Services) and / or CDMA (Code Division Multiple Access) though wireless transmission of patient information may have originated from a mobile device that directly reaches the intranet of the hospital using short-range wireless technologies such as Bluetooth  or Wi-Fi (IEEE 802.11b) [59].

Key issues such as location, capabilities, benefits, drawbacks, training requirements, underlying communications protocols, establishing connections, identifying clients, underlying security of data and encryptions,  comparison of automated wired and wirelesses medical records inherent in a generic mobile delivery system are discussed in [66]. 

With the generic model in Figure 2.2, a lot of challenges are posed in safeguarding the integrity of a provider-patient transaction namely: between the provider and the mobile device; between the mobile device and the mobile infrastructure operator; between the mobile infrastructure operator and the wireless application gateway; and between the wireless application gateway; and the web services of the merchant, especially if provider is located anywhere outside the boundary of the health care centre and use the pubic telecommunication infrastructure to reach the patient record. 
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Figure 2.2: A Generic Architecture for Health Care Delivery System
Source [66] 

 A wireless trust model to secure end-to-end mobile transaction is proposed in [66] and a suggestion that it is necessary to use both technology and adequate operational practices to achieve a secure end-to-end mobile transaction. However, no special role was committed to the mobile network infrastructure since it is not within the control of the provider or the care centre.
2.8.2
Wireless Networks

Wireless networks serve as the transport mechanism among devices and the traditional wired networks (enterprise networks and the Internet). Wireless networks are many and diverse but are frequently categorized into three groups based on their coverage range: Wireless Wide Area Networks (WWAN), WLANs, and Wireless Personal Area Networks (WPAN). WWAN include wide coverage area technologies such as 2G cellular, Cellular Digital Packet Data (CDPD), Global System for Mobile Communications (GSM), and Mobitex. WLAN, representing wireless local area networks, includes 802.11, HiperLAN, and several others. WPAN, represents wireless personal area network technologies such as Bluetooth and IR (Infra Red). These technologies receive and transmit information using electromagnetic (EM) waves [59]. 
2.8.3 
Wireless LANs

WLANs allow greater flexibility and portability for health care practitioners and service providers than do traditional wired local area networks (LAN). Unlike a traditional LAN, which requires a wire to connect a user’s computer to the network, a WLAN connects computers and other components to the network using an access point device. An access point communicates with devices equipped with wireless network adaptors; it connects to a wired Ethernet LAN via an RJ-45 port. Access point devices typically have coverage areas of up to 100 meters. This coverage area is called a “cell” or “range”. Users move freely within the cell with their laptop or other network device. Access point cells can be linked together to allow users to even “roam” within a building or between buildings.
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                      Figure 2.3:  Wireless Network Devices in a Health Care Centre  

In a typical hospital settings, the 802.11 wireless networks operate in one of two modes- ad-hoc or infrastructure mode. The IEEE standard defines the ad-hoc mode as Independent Basic Service Set (IBSS), and the infrastructure mode as Basic Service Set (BSS) 

2.8.3.1    Ad-Hoc Networks

Ad-hoc networks such as Bluetooth are networks designed to dynamically connect remote devices such as cell phones, laptops, and PDAs. These networks are termed “ad-hoc” because of their shifting network topologies [59]. Ad-hoc networks maintain random network configurations, relying on a master-slave system connected by wireless links to enable devices to communicate. In a Bluetooth network, the master of the piconet controls the changing network topologies.
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                                                Figure 2.4:  Ad-Hoc Network 

In ad-hoc mode, each client communicates directly with the other clients within the network as in Figure 2.4 above.  Ad-hoc mode is designed such that only the clients within transmission range (within the same cell) of each other can communicate. If a client in an ad-hoc network wishes to communicate outside of the cell, a member of the cell must operate as a gateway and perform routing.
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Figure 2.5: Infrastructure Network

In infrastructure mode as shown in Figure 2.5, each client sends all of its communications to a central station, or access point (AP). The access point acts as an Ethernet bridge and forwards the communications onto the appropriate network– either the wired network, or the wireless network. Prior to communicating data, wireless clients and access points must establish a relationship, or an association. The two wireless stations can only exchange data after an association is established.
The main standard security mechanisms available for 802.11 protocols are: Wired Equivalent Protocol, Open System Authentication and Shared Key Authentication. Security issues related to 802.11 protocols are discussed in [67]. 

2.8.3.2      IEEE 802.11

WLANs are based on the IEEE 802.11 standard, which the IEEE first developed in 1997. The IEEE designed 802.11 to support medium-range, higher data rate applications, such as Ethernet networks, and to address mobile and portable stations. 802.11 is the original WLAN standard, designed for 1 Mbps to 2 Mbps wireless transmissions. It was followed in 1999 by 802.11a, which established a high-speed WLAN standard for the 5 GHz band and supported 54 Mbps. Also completed in 1999 was the 802.11b standard, which operates in the 2.4 - 2.48 GHz band and supports 11 Mbps. The 802.11b standard is currently the dominant standard for WLANs, providing sufficient speeds for most of today’s applications. The 802.11b standard though widely adopted, has a lot of security weaknesses which are discussed in some literatures [59]. 
Two other important and related standards for WLANs are 802.1X and 802.11i. The 802.1X, a port-level access control protocol, provides a security framework for IEEE networks, including Ethernet and wireless networks. The 802.11i standard, also still in draft, was created for wireless-specific security functions that operate with IEEE 802.1X. The 802.11i standard is discussed further in [59].

WiFi (IEEE 802.11b), commonly used for wireless access to local area network contains an encryption option intended to provide confidentiality of messages transmitted between the mobile station and the hot spot [64]. Wi-Fi standard provides for the Wired Equivalent Privacy (WEP). WEP is intended to protect authorized users from causal eavesdropping by making the wireless link as secure as the replaced wire link. WEP uses a symmetric encryption technique and stream ciphering. Stream ciphering tends to be efficient and can be implemented in hardware. It differs from block ciphering (normal encryption procedure) in the sense that data is encrypted as it arrives rather than being collected in small blocks before encryption. 
Unfortunately stream ciphering has proved to be a weak method of encryption [66,  68]. A research reports by a group in the University of California at Berkeley and other studies in literatures [62] provide details of the vulnerability of WEP protocols. 

2.8.3.3   Bluetooth

Bluetooth has emerged as a very popular ad-hoc network standard today. The Bluetooth standard is a computing and telecommunications industry specification that describes how mobile phones, computers, and PDAs should interconnect with one another, with home and business phones, as well as computers using short-range wireless connections. Bluetooth network applications include wireless synchronization, e-mail / Internet / intranet access using local personal computer connections, hidden computing through automated applications and networking [59].

2.9
 MOBILE HEALTH CARE DEVICES

A wide range of devices use wireless technologies, with hand-held devices being the most prevalent form today for health care delivery. Ad-hoc networks, such as those enabled by Bluetooth, allow data synchronization with network systems and application sharing between devices. Bluetooth functionality also eliminates cables for printer and other peripheral device connections. Hand-held devices such as personal digital assistants (PDAs) and cell phones allow remote users to synchronize personal databases and provide access to network services such as wireless e-mail, Web browsing, and Internet access. 
Simple wireless devices such as PDAs from the literature [63, 66, 69] are reported to be more flexible and portable for use by physicians than some more computational desktop computers. Similarly, hand-held devices and applications require very little training unlike most PC-based e-Health alternatives. However, simple wireless devices are constrained in scope of accessible data given their small-sized view screen and limited data entry capabilities.   

Though wireless technologies offer dramatic cost savings and new capabilities to diverse applications in the medical domain, risks are equally inherent. Some of these risks are similar to those of wired networks while some are exacerbated by wireless connectivity.

One of the most significant sources of risks in wireless network is that of the technology underlying its communications medium, the airwave. It is opened to intruders, making it the logical equivalent of an Ethernet port in the parking lot. The loss of confidentiality and integrity and the threat of denial of service (DoS) attacks are risks equally associated with wireless communications.
In a health care centre with wired infrastructure, users may gain unauthorized access to critical medical information, corrupt vital data, consume network bandwidth, degrade network performance, and launch attacks that prevent authorized users from accessing the network, or use health care resources. Other risks associated with wireless networks and hand-held devices and the solution to overcoming security threats are extensively discussed in [59].
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            Figure 2.6: A Set of Mobile Hand-held Devices for Health Care Delivery

2.9.1 
Personal Digital Assistants

PDAs have been found to be portable, flexible and time saving tools for health care practitioners [46, 70]. The PDA provides efficiencies that allow for example, a physician to gain up to two hours a day [71]. PDAs have been found useful for health care support services such as e-Prescription, access to patient medical records, Internet access, job scheduling, and reminder applications for the physician.




                                  Figure 2.7:  Personal Digital Assistant

A major limitation to the growth of PDA utilization in the health care industry is that of interoperability, resulting from different solutions proffered by manufacturers in the market [46]. However, there are current research efforts by Health Level Seven(HL7)  and Object Management Group (OMG) to build a set of standard health care domain software services interface standard to promote open interoperability across health care provider organization and products [70].

 2.9.2
   Cell / Smart Phones

Mobile wireless telephones, or cell phones, are telephones that have shortwave analog or digital transmission capabilities that allow users to establish wireless connections to nearby transmitters. As with WLANs, the transmitter's span of coverage is called a “cell”. As the cell phone user moves from one cell to the next, the telephone connection is effectively passed from one local cell transmitter to the next. Modern cell phones are rapidly evolving and integrating with PDAs; thus providing users with increased wireless functionality and Internet access. Mobile phones with information-processing and data networking capabilities are called “smart phones”.
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 Figure 2.8:  Mobile Phone Usability 
 


      
  Source [65]

The main challenge to the usability of mobile phones and pervasive devices in general is input, where the physical dimensions of the devices obstruct the user. User input is a crucial issue concerning mobile devices since there are numerous applications that take it for granted. SMS (short message services) and MMS (multimedia message services)   have become the most popular features of cellular phones. However the physical limitations of devices such as tiny keypads and small screens with low resolution further intensifies the problem reducing the possibility for the users to build solid conceptual models of interaction with them. 

Some of the issues above have been discussed [47, 48, 49]. Existing methodology associated with the ease of use of input devices for mobile phones are discussed in [65] with a proposal for a novel, Bayesian approach that appears to improve typing speed without having to incorporate any linguistic information or dictionary at all. The efficiency of the new interaction with the dialogues was evaluated with Keystroke Level Model as well as by building a software prototype for simulating preliminary real world experiments. 
 2.10
 BODY AREA NETWORK

The concept, m-health BAN is defined as a network of wearable medical devices which communicate among themselves (e.g. via Bluetooth) and externally (e.g. via GPRS or UMTS) with a remote health care location such as a hospital system, a medical call centre or a doctor’s mobile system. Medical devices which may be incorporated into a BAN are sensors (e.g. electrodes for measuring ECG, EMG or EEG) and actuators (for example controlling implanted drug delivery systems or pacemakers) [4].
The expansion and availability of high (mobile) bandwidth, combined with the ever-advancing miniaturization of sensor devices and computers, has given rise to new services such as wearable body devices and applications that have affected and changed the daily lives of citizens. 
A wearable wireless body area network of physiological sensors integrated into a telemedical system that promises to become a key feature in remotely supervised, home-based patient rehabilitation is proposed in [62]. The proposed system has potentials to provide a better and less expensive alternative for rehabilitations health care and may provide benefits to all stakeholders in the health sectors through continuous monitoring in the ambulatory settings, early detection of abnormal conditions, supervised rehabilitation and potential knowledge discovery through data mining of all the information gathered for the patient. The MobiHealth1 and other e-Health projects, based on emerging technologies are discussed as follows [4]:

· The MobiHealth1 is a system and a service that uses Universal Mobile Telecommunication (UMTS) for the continuous monitoring and transmission of vital signals, like Pulse Oximeter sensor , temperature, Marker, Respiratory band, motion / activity detector etc., to the hospital. The system, based on the concept of the Body Area Network, is highly customizable, allowing sensors to be seamlessly connected and transmit the monitored vital signal measurements. Its service was trialed in 4 European countries and it is presently under market validation [4].
· AMON (Advanced care and alert portable telemedical monitor) targets research, development and validation of a wearable personal health system to monitor and evaluate human vital signs using advanced bio-sensors, plus analysis and transmission of vital signs to a remote telemedicine centre via GSM / UMTS.
· HEALTHMATE (Personal intelligent health mobile systems for telecare and tele-consultation) targets the development of portable personal systems for health telecare and teleconsultation based on GPRS / UMTS. MobiHealth complements these two projects since it targets not the development of the monitoring devices, but the introduction of a complete m-Health service and a set of large scale trials.
· @HOME (Remote home monitoring of patients), which targets next generation health services using UMTS, Bluetooth and ubiquitous medical sensors for patient monitoring in the recovery phase and for chronically ill patients, also addressing patient compliance. Other related projects in this context are:
· TELEMEDICARE (Telematic support for patient focused distant care).
· CHRONIC (An information capture and processing environment for chronic patients in the information society). 
· MOBI-DEV (Mobile devices for health care applications). 

· MOEBIUS (Mobileextranet based integrated user services).  

· M2DM (Multi-access services for telematic management of Diabetes Mellitus).
2.11
 ELECTRONIC DRUG PRESCRIPTION

More than 7000 deaths occur each year because of medication or prescription errors [73]. Most of these errors involve the administration of the wrong drug or dosage by pharmacists to patients due to illegible handwritings, confusing drug names and dosage mistakes [69]. MHCDSs can eliminate these errors because the prescription is displayed in type rather than handwriting at the pharmacy. e-Prescriptions applications are designed to reduce the number of prescription errors as well as to decrease back-and-front office  inefficiencies associated with script writing [39]. Other script information such as drug, dosage, quantity and patient instructions is electronically selected since the patients’ information is stored in the PDA. e-Prescription software are able to automatically alert the physician if the medication prescribed will react adversely with other medications by integrating knowledge driven collaborative  risk management systems in the patient care processes.  Adverse drug events is reported in [43, 74] as the fourth-leading cause of death in the world. 

With e-Prescription application, physicians can use PDAs, wireless devices, laptops or desktop computers to enter prescriptions, thereby enhancing the efforts being made towards the avoidance of problems of prescriptions by pharmacists and enabling medical practitioners to better track a patient's actual usage of the medicine and to help avoid adverse drug interaction. Enabling physicians to send prescriptions directly to pharmacies is an important step toward greater patient safety and improved quality of care. E-Prescription further improves efficiencies by eliminating time-consuming call-backs and requests for additional information.  Several works exist in the literature on e-Prescription to provide working models for countries and institutions. 
The Salford ETP model is presented in [75]. The model allows for easy integration into National Health Services (NHS) prescription processing system so as to ease migration from paper-based prescription to secure electronic prescription processing. The model is based on the fact that there is an existing suitable health care infrastructure that allows for a convenient data exchange among the prescribers, selected pharmacist and provider [75].  Furthermore, it concentrates more on security issues but seems to over look heterogeneous database environments and interoperable platforms issues which are common with most developing nation’s health care systems there are no formal procedures for effective e-Prescriptions [53]. 
2.12
ACCESS CONTROL MECHANISMS

Significant research has been conducted on the security of medical data. Access control mechanisms have also evolved from research and development efforts that were supported by the Department of Defense (DoD) of USA. This research has resulted in two fundamental types of access control: Discretionary Access Control (DAC) and Mandatory Access Control (MAC) [76]. Though, initial research and applications addressed preventing unauthorized access to classified information, recent applications have applied these mechanisms to other sectors such as health care delivery. 

A detailed review of access control models, a proposal, and demonstration of a hybrid access control model that provides a fine-grained and scalable access across hospitals is discussed in [61]. 

Role based access control (RBAC) is appropriate for consideration in systems that process unclassified but sensitive information, as well as those that process confidential information [76, 77] such as health care delivery. The use of roles to control access can be an effective means for developing and enforcing enterprise-specific security policies, and for streamlining the security management process. Access rights are grouped by role name, and the use of resources is restricted to individuals authorized to assume the associated role. For example, within a hospital system the role of doctor can include operations to perform diagnosis, prescribe medication, and order laboratory tests; and the role of nurse can be limited to administering medication and patient care while the role of the receptionist is to gain access to appointment and bills. 

A delegation framework is proposed in [78] to address the issue of how to advocate selective information sharing in role-based systems while minimizing the risks of unauthorized access. Additionally, it provides a systematic approach to specify delegation and revocation policies using a set of rules that demonstrates the feasibility of policy specification, enforcement, and a proof-of-concept implementation in the health care environment [78]. 

2.13 WIRELESS APPLICATION PROTOCOL AND SECURITY 
         STRATEGY
The wireless application protocol (WAP) is designed to allow wireless devices to access the Internet. The WAP protocol stack consists of the application layer, session layer, transaction layer, security layer and transport layer [79,  80].
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Fig 2.9: WAP Stack: WAP Architecture        
    Source (WAP forum Limited)
Until the development of WAP 2.0 specifications, the security services stack were considered optional, needless of having virus protections. Recently, virus attacks have emerged a major security threat to mobile devices. A detailed report of the CommWarrior Trojan, and its effects on Nokia handsets with capabilities for multimedia message services (MMS) running Symbian series 60 software is discussed in [81]. 

Established virus vendors such as F-Secure, McAfee, Norton and Trend Micro are continuously increasing their efforts towards providing workable wireless antivirus solution for handsets to guide against virus proliferations [79, 81, 82].  Though, virus attacks on Nokia phones and Bluetooth persist, it does not hamper the use of PDAs or smart phones in health care delivery.
2.14  WiMAX IN E-HEALTH  CARE
World Interoperability for Microwave Access (WiMAX), is based on the IEEE 802.16 standard and has the ability to deliver true broadband speeds and to enable pervasive connectivity [83] to health care services in care centers. 

There are two main applications of WiMAX today: fixed and mobile WiMAX. Both could be engineered to deliver ubiquitous, high-throughput broadband wireless health care services at a low cost to rural dwellers where there are acute shortage of medical professionals and services. Mobile WiMAX is based on Orthogonal Frequency Division Multiple Access (OFDMA) technology which has inherent advantages in throughput, latency, spectral efficiency, and advanced antennae support; leading to higher performance than most other wide area wireless technologies [84].
2.15  STANDARDS AND INTEROPERABILITY IN E-HEALTH 

          SYSTEMS

One of the current challenges being addressed in the development and deployment of e-Health application is that of increasing the interoperability of health care application to allow easy capture, retrieval prepossessing and exchange of data amongst various systems [85]. The issues of interoperability are presently being tackled by the evolvement, development and reviews of standards and technical specifications aim at structuring clinical content for the purpose of information exchange. International efforts within the health care sector have evolved to address interoperability issues. The use of standards  have been found relevant in  the exchanges of health records, transfer of laboratory results,  transfer of prescription information, communication between medical devices, classification of diseases, and in the storage and exchange of medical images. These standards [86-92] address interoperability issues in health care; SNOMED CT, logical observation identifiers Names and Codes (LOINC), Health level seven (HL7), CENTC / 251, and Standard for International classification of diseases (ICD), Digital Imaging and Communications in Medicine (DICOM) 
2.16 SUMMARY
It is quite evident from available literature that advances in mobile and communication technologies are fast enabling the adoption and use of IT-based solutions in the improvement of health care services. Issues that affect the widespread of e-Health applications, such as privacy, security and confidentiality of mobile data, interoperability and standards, wireless protocols, network infrastructures, WiMax, frameworks are widely being addressed. However, a major issue that has not been adequately addressed is that of usability [93]. An aspect that leaves us with a responsibility to provide a formal framework for a usable operations support in e-Health based systems. Thus, this research work to the best of my knowledge is original, and provides a practicable platform to make invaluable contributions to mobile health care delivery within the field of software engineering.
CHAPTER THREE

REQUIREMENTS, SYSTEM MODELLING, AND DESIGN

3.1
INTRODUCTION

This chapter presents a need and the approaches to requirements engineering for e-Health based systems. Additionally, the operations support services required and the system’s architecture for the development and deployment of the support services in a mobile hospital setting are discussed. Furthermore, a formal modelling and design of the some of the sub systems using UML and OCL is also presented. The architectures provided ensure that best clinical services and practices are guaranteed in mobile health care settings.  Section 3.2 discusses the requirements for e-Health based systems.  Section 3.3 presents a formal modelling of the system using the Unified Modelling Language (UML) and Object Constraint Language (OCL). The verification of the OCL specifications is discussed in Section 3.4. A detailed representation of some functionality in the system is presented in section 3.5. The core operations support and services and their main features are discussed in Section 3.6 while the system’s architectures are provided in Section 3.7.
3.2
REQUIREMENTS ENGINEERING 

Requirements engineering, in the context of systems engineering, entails a discovery, refinement, modelling, specification, validation and management of software requirements [31].  Determining requirements consist of initiating a discussion, bargaining and a construction process whereby requirements emerge [94].  Requirements engineering process is very vital in a systems life cycle, since getting the requirements wrong would lead to a poor or unacceptable product. Requirements engineering provides appropriate mechanisms for understanding and analyzing users’ needs, specifying the solution unambiguously, ensuring a correct, complete, and concise specification and managing the requirements as they are transformed into desired products [31].  The requirements phase of the systems life cycle is required to describe what the system is to accomplish rather than how it is accomplished [20].  

Formal methods have been found to have great potentials for improving the clarity and precision of requirements specifications since specifications could contain contradictions, ambiguities, vagueness, incomplete statements and mixed level of abstractions especially when they are expressed in conventional methods such as English language or object oriented language [27, 95]. 

Formal methods are generally recommended for the specification and design of safety-critical application such as health care and embedded systems, where a failure could result in loss of human life [20, 95]. A formal method consists of mathematical based notational tools for unambiguously specifying requirements for applications and supports proofs for consistency, completeness and correctness for the eventual implementation of the product [31, 95].

Though solely formal method could be used to represent levels of abstractions in a systems specification in an organized way and to provides foundation for specification environment, leading to analysis that are complete, consistent and unambiguous, they could be difficult to learn and use. Also, formal specifications focus primarily on functions and data; some elements of a system such as human computer interaction are best specified using graphical techniques such as UML [31].

However, A UML diagram, as in the case of, a class diagram, is not ideal enough to provide all the relevant aspects of a specification. Thus, in system specifications, additional constraints may be required such constraints when described in natural language will result in ambiguities. OCL (Object Constraints Language) has been identified to fill the gap for its mathematical notations and ease of use for specifying systems for developers [13].  Hence we shall combine UML / OCL for analysis and design in this thesis. 

3.2.1 Users Requirements 

Health care requires secure communications among various participants. That is, patients, doctors, nurses, care managers, pharmacies, laboratories, consultants etc. An effective OSS requires communications across all the relevant participants in a care process. Communication among providers involved in the care process can range from real-time communication, such as, fulfilment of an injection while the patient is in the examination room to asynchronous communication (for example, the provision of a consult reports between physicians). 

Some users’ requirements in health care systems as adapted from [20] are: 

· Provision of the front desk personnel or the doctor with facilities to capture and maintain demographic and vital statistics about patients. The data should be clinically relevant and reportable. Name and contact information including addresses and phone numbers, as well as key demographic information such as age, sex, and other information is stored and maintained for reporting purposes and for the provision of care.

· Provision of the physicians with a facility to capture, review, and manage medical procedural / surgical, social and family history including the capture of pertinent positive and negative histories, patient-reported internally or externally available patient clinical history. The history of the current illness and patient historical data related to previous medical diagnoses, surgeries and other procedures performed on the patient.  The data could be captured real-time or by non electronic means.

· The applications should be able to generate different kinds of reports which are basically output from the patients’ interaction with the medical professionals and the health care centre.

· Have facilities that can allow doctors to preview and send prescription information via hand-held devices from the point-of-care to the pharmacist for dispensary. This eliminates transcription errors that usually results from illegible handwriting, confusing drug names and dosage mistakes associated with pen and paper.

· Provision of facilities for the pharmacist to review the doctor’ prescription, dispense drug accurately and update the patient financial records.
· Provision of facilities for the pharmacist to print drug usage and billing information for the patients or care giver as hard copies at the point of collection.

· Provision of support for creating and maintaining patient-specific allergy, intolerance and adverse reaction lists. All pertinent dates, including patient-reported events, are stored and the description of the patient allergy and adverse reaction is updated. The entire allergy history, including reaction, for any allergen should be viewable by the authorised user.  The list(s) includes all reactions including those that are classifiable as a true allergy, intolerance, or adverse reaction to drug, dietary or environmental triggers. 
· Provision of facilities for authorised personnel to create, maintain, summarize, and filter through large amount of electronic health record for the provision of health care or report. Much of this data is date or date-range specific and should be presented chronologically.

· Provision of facilities for the appropriate clinicians a list of medications that are to be administered to a patient, under what circumstances, and capture administration details.

· Provision of facilities to receive or forward referral information between care providers or health care organizations, including clinical and administrative details of the referral via network infrastructures.

· Every user in the department must be authenticated for security in their domain specific task

· Doctors can have full access to patient information from any point within the hospital. This includes previous medication, laboratory test results, drug allergies and other relevant information that can assist the doctor in the diagnosis of a patient.

· Doctors should be able to prescribe medications via mobile devices. This application aims at reducing pen and paper work and enhancing care delivery at the point of care.

· The users in the laboratory should be able to forward test result to the doctors via SMS or MMS.

· Provision of facilities for the pharmacist to search for drug by name, classification or a given order in the drug database.

· Provision of facilities for the pharmacist to check stock level and to initiate ordering processes.

· The front desk personnel should be able to add new patient personal or demographic details, schedule patients for appointment with a doctor and view available resources e.g. bed, rooms, ward etc in the hospital.

· The front desk personnel should be able to send an SMS directly from a PC to a doctor’s PDA or Cell phone on the network if a patient has been scheduled to see the doctor.

· The care giver or nurse should be able to alert the doctor of an emergency situation via a pop message or an SMS.

· When a doctor makes a prescription, it should be automatically reported to the pharmacist or the appropriate care giver.

· A patient who has access to the network should be able to view his medical history or record but cannot make changes to the records.

· During ward round the doctor should be able to call-up patient’s information for review and update it from the point-of-care with adequate clinical readings taken or observed with his mobile device.

· Should offer prompts based on patient-specific data at the point of information capture.

· Identify trends that may lead to significant problems, and provide prompts for consideration.

· Identify and present appropriate dose recommendations based on patient-specific conditions and characteristics at the time of medication ordering.

· Transmit alerts to the physician’s mobile devices in real-time during potential administration errors such as wrong patient, wrong drug, wrong dose, wrong route and wrong time of drug administration in treatment processes.
· Provision of supports for  drug interaction checking

· Identify and provide electronic accessibility to any educational or support resources for patients, families, and care givers that are most pertinent for a given health concern, condition, or diagnosis and which are appropriate for the person (s).

· Provision of facilitates within the network to present laboratory test results to appropriate clinical personnel for review, with the ability to filter and compare results.

· Provision of a multi-level security system to ensure confidentiality of all patient related information.

·  Provision of the ability to electronically document supervisory review of all critical values 

· Provision of  help screens to assist novice users of the application

· Provision of  user-friendly interfaces for novice and expert medical personnel 
· Overall system performance should be acceptable, e.g., the system should provide ways for recovery and back up, should offer good response time, have good throughput, allow only authorised access to patient data and provide ease navigation interface.
· The OSS design framework should be such that can be tailored to fit evolving needs and integrate easily to existing legacy systems and should support different interferences from different ranges of medical devices that could be used in the care centers. It should equally support both fixed and mobile architectural issues that may arise from fixed and mobile telecommunication networks.
· Provision of sufficient back-up and recovery feature to assure minimal data loss to a system failure, power outage etc. The overall systems performance should be acceptable, that is, the system should offer good response time and throughput.

3.2.2 Functional Requirements
The functional requirements for the system are as follow:
· The system compares stored and current information about  patients

· The user enters patient demographic information from the input device and submits it to the patient database if it does not already exist.

· The system accepts drug information from the doctor and compares it with the allergic list. If a prescribed drug is found on the allergic list, the system displays a message on the client device.

· The system receives the users name and password and compares with the information of registered / authorised user’s records to grant access. It displays “unsuccessful” if a user is not registered or does not have access to a service.

· The system accepts patient ID or name from the doctor and provides an area for the doctor to enter his diagnosis and prescription.

· The pharmacist receives the doctor’s prescription by logging on into the system and calling up the patient records with the patient’s Id or name.

3.2.3
Data Requirements
The data requirement for the system is fully captured by Figure 3.1a and Figure 3.1b. Figure 3.1a represents a Microsoft Access representation of the overview of the e-Health database requirements depicted in Figure 3.1b. 
[image: image10.png]Microsoft Access

Drug

EEEEEEEEBd

s start 7. 3 IntemetExp... + | (34 PHDSEMINARdE. [T 2 Microsoft Word = I Microsoft Access 2 (/r.i





    Figure 3.1a: MS Access Representation of e-Health Database
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                Figure 3.1b: Database Requirements for e-Health Systems
3.2.4 Systems / Operational Requirements

             The systems’ operational requirements as adopted from [87] are:
· The network should be constantly available and the user can continue to use the local processing capability of the mobile device when disconnected. When the users reconnect to the network, a synchronization process should be able to filter across relevant information generated as a result of disconnection from the network.
· Should support data compression to allow easy retrieval and download from the server. 

· The clients application platform should support optimum multitasking and multithreading. This is a major requirement for mobile devices with limited resource constraints. The use of too many threads on mobile devices can soon make applications on them unusable.

· The client applications should not be long lived such that they exceed the battery life time. The application should conform to the use for short stints of time followed by a period of recharging.
· Support for multithreading and multitasking, stopping one of the functional processes in the application should not halt the entire application. The OSS should promise reliability and consistency and fail safe operations.
· e-Health based system applications when implemented as an integrated system, services and data must be easily accessible at every point where providers and patients interact.

· Data should be kept where it is used. For example drug information should be stored where the pharmacy application resides. This will allow local access to a local database and would not require any traffic across the communication lines thereby minimizing latency. 
· Communication with medical devices should be supported as appropriate to the care setting. Examples include: vital signs / pulse-oximeter, anaesthesia machines, diagnostic devices for disease management, laboratory machines, bar coded artefacts (medicine, immunizations, demographics, history, and identification).

· Provision of a multi-level security system to ensure the confidentiality of patient-related information and to control access to system functions and features. Restrict access to specific areas of application based on system function to be performed. 
· Where cyclic tasks exist, for example, a patient may visit a doctor who requests for a presentation of some vital information or laboratory result from the laboratory technologist. After the laboratory test is done, the patient returns to the doctor. The system should be able to track the task for completion and ensure that information becomes readily available.
3.3 MODELLING WITH UML AND OBJECT CONSTRAINTS LANGUAGE

Graphical notations like the ones that are provided by UML are not well suited for documenting detailed constraints, which are assertions about model elements that satisfy properties which instances of model must posses.  The object constraint language fills in this gap, provides means to represent invariant and specify precondition and post conditions on class operations [13, 96, 97]. In the following section we shall use UML to capture and model the functionality of the subsystems in an e-Health based system. Furthermore, we used OCL to introduce additional constraints on objects and classes to enhance the system’s dependability, reliability, and usability.
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                            Figure 3.2: Class Diagram for the e-Health Based System

3.3.1
Modelling Patients’ Records

Every registered patient with a hospital or clinic must have a unique ID number. That implies that no two patients requesting a service must have the same identity.  This condition must hold for all instances of the patient. We represent this in OCL as; 

context clinic

inv:

Patient -> forAll (p1, p2  /  p1<>p2 implies p1.pid <> p2.pid)
​​-- the patient must be unique

To add a new patient, there must be no existing record of the patient’s health history in the database. Once a patient is registered his medical records that is created becomes accessible within the hospital network via mobile devices. 

context clinic.patient::regpat(p:patient)

pre:
     not patient-> include (p)

post:
      patient -> size = (patient@pre->size ) +1

      patient -> include (p)

To search and update a patient’s record by his name or patient’s identity number

context clinic.patient ::findupadate(p:patient)

pre: 

patient -> size ( ) > 0

post:
     patient <- exists(p / p.pid =  pid)

     patient <- exists(p / p.name =  name)

     patient <-includesAll(p)

A patient cannot register himself, delete or modify his medical records but he can only view it.

context patient inv:

self.rights -> forAll (r / r=r.view( ) and not(r=r.register() or r.modify( ) or r.delete())

A doctor cannot register or delete a patient’s record but he can modify and view the record to have full control of a patient’s treatment procedure.

context medicalrecord 

inv:

self.doctor -> include (doctor) implies self.doctor.staffid.right-> exist r / (r.resource=self) 

and not (r.addpat( ) or r.delpat())
3.3.2 Modelling Appointments
When a patient visits the clinic, before he can see a doctor he must first have an appointment with him.

A request for an appointment to see a doctor cannot be made for a past date

context appointment inv

not(self.dateofrequest.after(todaydate))

A request for an appointment to see a doctor must not be for a date earlier than the date of registration of patient at the clinic.

context appointment inv:

Self.dateofrequest.after(registrationdate)

No two patients will be directed to the same doctor at the same time on the same day.

context Appointment inv:

not(Self.appointment->exist(x,y / (x.doctor=y.doctor) and (x.time=y.time) and x.date=y.date)

The booking of an appointment is captured by the following method addapt ()

context Appointment::addapt ( patId, stafId, startTime, endTime, date)

pre:

startTime <endTime

post:

Duration=endTime – startTime >0

startTime = preStart + duration

prevEnd = startTime

For an emergency condition a patient is scheduled with any available doctor, no advanced appointment may be required.

3.3.3
Modelling Systems Security / Access Control

In a hospital setting, every member of staff has a role to perform. This is captured in the use cases diagram in Figure 3.4. For example, doctors carry out diagnosis and prescribe drugs for patients. Nurses schedule patients to see the doctors and take clinical measurements. The pharmacists dispense drugs and ensure that the drugs below the reorder level are reordered timely. Similarly, each user has a distinct set of permissible executable operations on a patient’s medical record (e.g., a nurse can view existing information about a patient but cannot add any medical information to a patient record as only doctors are authorized to do so)

Only a hospital administrator can create or delete a medical record.  

context medicalrecords inv:

self.medicalpersonel.staffid.right->exist(p / p.create( ) or p.delete()) implies

 medicalpersonnel.asType(administrator) 

context medicalpersonnel  inv:

self.medicalpersonel.staffid.right->exist(p / p.appointment( ) or p.registration()) implies

 medicalpersonnel.asType(nurse) 

context medicalpersonnel  inv:

self.medicalpersonel.staffid.right->exist(p /  p.viewmedication() or p.dispense ( )  implies

 medicalpersonnel.asType(pharamacist) 

context medicalpersonnel  inv:
self.medicalpersonel.staffid.right->exist(p /  p.performtest() or p.viewtest ( )  implies

 medicalpersonnel.asType(laboratory technician)

context medicalpersonnel  inv:
Self.medicalpersonel.staffid.right->exist(p /  p.diagnose() or p.addrecords ( ) or 

p.updatepatientrecord() or p.viewmedication()   implies

medicalpersonnel.asType(doctor)

A patient’s own medical record can be viewed by both the patient and those who are authorized to do so, e.g., the doctor, pharmacist, nurse, administrator or next of kin who the patient has authorized to do so.

context medicalpersonnel  inv:
self.patient.patid.right->exist(p /  p.resources=self and p.view()) implies

(self.patient = self.owner or 

owner.doctor ->include (patient) or 

owner.nurse ->include (patient) or 

owner.pharmacist ->include (patient) or 

owner.nextofkin ->include (patient) or 

The password and username of every user of the system must be unique.
context registeredUsers inv :

not (self.users->exists( a, b  /  a.username = b.username ) and (a.password =b.password)

3.3.4
Modelling Hospital Resources
Depending on a patient’s health condition, he might be requested to take a bed space or a room for better attention and care in the clinic. The patient must be allocated a unique room.

Context clinic inv:

Room( forAll (r1,r2 /  r1<>r2 ) implies r1.roomno <> r2.roomno

Once a patient is on admission he is considered as an in-patient and the doctors and other medical professionals interact with him at interval until he is discharged or referred to another hospital.

-To add a patient to the in-patient list

Context clinic::admpatient (p:patient)

pre

     not inpatient -> includes (p)

post 

    inpatient -> size = (inpatient@pre->size) +1

​    and inpatient -> includes (p)

-- To remove a patient from a in-patient list

Context clinic::dischargepatient (p:patient)

pre

      inpatient -> includes (p)

post 

      outpatient -> includes (p)    

      inpatient -> size = (inpatient@pre->size) -1

3.3.5
Modelling Medications

Physicians make prescription based on their interactions with patients and the report received from laboratory technicians after a recommended test has been performed. The prescription information generally consists of a list of drugs, mode of administration, quantity and period of administration. The drugs that a patient is allergic to are not to be prescribed or administered. To ensure this, the physician or the pharmacist keeps a database of such drugs and updates it as soon as other drugs that a patient reacts to or interacts with are identified.

context Allergy inv

pre:
drug-> exist (d)

drug -> size () > 0

boolean allergy = false

if allergy ()

     drug-> includes (d)

else

    drug ->excludes (d)

end if

To add a newly identified drug to the allergic database, use the method allergicAdd() and model it as follows:

context AllergicAdd (d:drug )

pre:
not allergic ->include (d)

post:
allergic ->include (d ) 

and allergic ->size =(allergic@pre ) + 1

Before a patient is discharged or referred to another hospital his charges would be given to him. The charges would normally include charges for medication, test and laboratory services, hospitalization and so on.  The bill for medications is modelled as follows:

context drug::bill (quantity, unitPrice , date) : real

pre: 

drug -> excludes(allergic) and quantity >=1 and unitPrice >0.0

post:
amount @ pre  + quantity * unitprice
3.4
VERIFICATION OF OCL STATEMENTS

All the OCL specifications were verified by an OCL parser [98].  Typical screen shots of a verification process are depicted in Figure 3.3a and Figure 3.3b
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                    Figure 3.3a: OCL Checker with No Errors in Specifications
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                      Figure 3.3b: OCL Checker showing Errors in Specifications

3.5  UML REPRESENTATION OF SOME FUNCTIONALITY IN THE SYSTEM

We model some of the functionality in the system using the following UML diagrams. In a clinic, the patient interacts with medical personnel based on their roles. The task performed by a staff may be dependent on one another while some may depend on the completion of others. For example, if a doctor requests a laboratory test from a patient, until the report is submitted, the doctor may not be able to conclude his diagnosis.  The use case diagram in Figure 3.4 is used to capture the scenario.
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Figure 3.4: Use Case Diagram for e-Health System
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Figure 3.5: Activity Diagram for System Security, Search and Update

Once a doctor has diagnosed a patient’s ailment, he prescribes the drugs which are expected to be dispensed in the right quantity and taken in the right dosage for the treatment. At the dispensary, drugs are dispensed by the pharmacist based on instructions by the doctor. Where a drug is not available, it is reordered from the store or the manufacturer and dispensed to patient.  The state chart in Figure 3.6 captures this scenario.
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Figure 3.6: State Chart for Dispensing Drugs
The applications allow patients and other authorized care givers within the hospital and wireless network to populate, view or query the patients’ records via mobile devices. When a query is performed, the request is initially sent to the WAP gateway. The gateway then forwards the request to the HTTP server, which runs the scripts to provide the required information from the database. The gateway then encodes the HTTP response and returns the results to the browser as WML. Figure 3.7 is used to represent this scenario.
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Figure 3.7: Sequence Diagram for Users’ Interaction with e-Health System

The process of treating a patient requires some mobility of the patient or the medical personnel while the patient record moves electronically.  The cooperation between the different personnel is captured in the collaboration diagram in Figure 3.8. Each personnel commit his investigation or encounter with the patient at every stage to the patients’ record.


[image: image19.emf]Patient

Nurse

Doctors

Pharmacist Lab Technologist

Specialist

                        request test

performs test()

                                 make diagnosis ()

                                 prescribe drugs ()

retrieve patient records ()

take clinical measurements()

schedule appointment()

dispense drug()

                      performs surgery

request treatment() 

refer

         request test


Figure 3.8: Collaboration Diagram

The treatment process of a patient is initiated at his visit to the clinic. After a scheduled appointment with a doctor is confirmed, he goes in to interact with the doctor. The doctor based on his observations and the clinical readings available to him, diagnoses an ailment and prescribes appropriate medications to a patient. The patient is expected to adhere to the medication instructions and pay the appropriate bill. However, in some cases where the drugs prescribed by the doctor do not cure the ailment, the doctor may order that the medication or treatment be suspended and request that the patient undergoes some tests. Once the tests results are made available, the doctor can then resume (history state) the treatment process. This scenario is represented by the state chart in Figure 3.9. 
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Figure   3.9: State chart for the Treatment Process in a Clinic

The support services in the e-Health system are implemented as in Figure 3.10.  Doctors and other support staff access the application from the point-of-care within the hospital environment. Diagnosis, prescription information and any update are committed to the server real-time.
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Figure 3.10: Deployment Diagram for the e-Health System

3.5.1
WAP / WML Extension to UML for e-Health Based Systems

UML can be extended or specialized for WAP based applications by the use of profiles which are extension of packages [99, 100]. A profile contains the stereotype that extends existing metaclassess in the metamodels.  Consider each of the supports systems of the e-Health based systems modelled as an application typically made up of a single deck. Each deck consists of a collection of one or more cards. Each card is both a well defined unit of interaction, and a service. A card would typically carry enough information to fit in one screen of a mobile device. The size of the card is determined by the size of the screen. Information is downloaded to the Wireless Application Protocol (WAP) device in Decks. This saves the delays associated with loading pages [96]. 


[image: image22.emf]<application>

EhealthDatabases

<<deck>>

PatientRecord

<<card>>

UpdatePatientPage

<<next>>

<<previous>>

            <<deliver>


Figure 3.11: WAP /WML Extension of UML

Invariably, an application <<delivers>> a deck to the smart phone and the deck consists of cards. The user of the application could move to the <<next>> and to the <<previous>> card within a support system in the e-Health based system. The resulting model for e-Health based system for WML / WAP by extending the UML using the Stereotype strings displayed with the class patient is depicted in Figure 3.11 

3.6  OPERATIONS SUPPORT SERVICES IN E-HEALTH
       SYSTEMS

The main support services identified for e-Health based systems and their main features are discussed as follows;
1. Patient Medical Record Support Service (PMRSS) 
This is the core support service in e-Health based systems [101]. It is one of the components in the application layer of the software architecture and interacts closely with the laboratory test support service, and the pharmacy and billing support service. It communicates with other support services in the application layer to capture the required data which are committed to the data layer for a more permanent storage.  It solves many of the logistic problems of archiving, retrieving, tracing and finding out paper based medical records. It provides functionality that maximizes the usage of the patients’ medical information by serving as central sources of information for communications between health care providers, covering the patients’ history, observations, and diagnosis. 

This support service is not limited to only the interactions recorded in the patient-doctor encounter database but draw from numerous different facilities and support services such as records from the database of laboratory test, medications, and appointments, and diagnosis. This system allows an authorised user to view patient medical records real-time, in other to undertake treatment processes that are most beneficial and cost effective to the patients. Once a user is authenticated, a patient query is executed to retrieve the patient information unto a hand-held device for review or transmission to the central server for easy access by the appropriate care giver in the hospital network. PMRSS is crucial in the overall integrated e-Health system.  With PMRSS in place, reports such as laboratory test, medication, doctor-patients appointment, billing information, patient and staff data are easily generated. The data stored in the patient medical record can the mined for research purposes, diseases surveillance and prevention etc.

2. Laboratory Test Support  Service (LTSS)
This support system aims at improving patient safety and efficiency in care delivery. A doctor may want to confirm the presence or absence of diseases by requesting that a patient undergoes a test. Laboratory test include blood, urine, sputum etc. After the test is performed, the result is given to the patient or captured and committed directly to the system for later use by the referring physician. Where X-rays or other forms of scan are required, the laboratory personnel and the X-ray specialist perform the respective tests and save the report separately on the server based system with the patient’s identity. Especially where the client device does not have capabilities to store image files.
3. Pharmacy and Billing Support Service (PBSS)

This module is a patient-centred, browser-based, integrated management medication system, providing drug therapy, billing and documentation for every step of medication treatment process.   Its functionality includes: checks for drugs interactions, billing and allergic drug alert. The module helps to minimize medication errors and adverse drug effect on patients by allowing physicians send prescription information directly to the pharmacist after reviewing patient’s allergic medication list real time via hand-held devices. It incorporates a knowledge driven risk management support to enhance clinical decision support from the point of care.  The system automatically generates the bills and forwards the medication   / prescription information to the central server for review and dispensing of drugs by the pharmacist in due course. The module helps to eliminates transcription errors and minimizes the time delays between the patient’s consultation session with the physician and the collection and administration of drugs.

By making patient medication information available electronically, accessible anytime, regardless of the location within the care network, cost of treatment is substantially reduced and lives are saved.

4. Documentation Support Service (DSS)

This support services enables authorised users especially physician to record complaints, diagnoses, allergies, medications, referral information and other data electronically. When a patient visits a care centre, the nurse or medical record personnel call up his details from the e-Health system in readiness to provide appropriate services.  Where his record does not exist, a new record is created with the patient’s demographic information, vital statistics etc.  The patient registration process and other encounters or interactions with medical personnel are captured with standard templates to guide the clinicians’ investigation and discussion with the patient. The documentation support allows some combination of typing in free text and clicking on unstructured boxes via the users’ interface application on the mobile device.

5. Data Access and Update Support Service (DAUSS)
This support services provide an interface for authorised users to easily retrieve and modify information. Each patient’s record is assigned a unique identity number. Patient identification and verification is required to maintain data integrity of the system. This is achieved by keeping a unique patient identity across the entire patients’ records. At the point of care, the physician is able to search for a patient’s record in relation to a service earlier received by providing the identity number.  Searching patients or staff record by name may be more flexible, since most patients or physicians would remember their names more easily than their identity number.  Figure 3.5 depicts an activity diagram for an identity or named-based search with this support service. The system equally provides support for the modification or update of records where necessary.

6. Security and Authentication Support Service (SASS)
In a hospital setting, several users access the patients’ records to improve services to patients. These users include, doctors, nurses, laboratory personnel, pharmacist amongst others. A common way to give access right to hospital personnel is according to their functional and structural role which relates to their profession or speciality [101].   Based on the level of authorization, personnel are allowed to view and modify only those information they have authorization for.  This support services uses role based access control for data security. Figure 3.5 is a UML activity diagram that depicts the authentication process which provides the logon access to the system. 

7. View and Report Support Service (VRSS)

Electronic view capability is vital for e-Health based systems. At various points in a patient care, it may be necessary to review or visit a patient’s medical information.  To view a patient record, an authorised user after been authenticated by the system, is allowed to search for patient record by providing the patient’s identity. The reason for a view may include a review of doctor’s diagnosis, past medications, laboratory results or tests, and bill information.  An update is allowed where wrong information was earlier captured or entered.  Where a patient record does not exist or has been deleted the message ‘Unsuccessful’ is displayed by the system. Figure 3.5 represents the activity diagram for the search, security, and view supports services provided by the system.

3.7
SYSTEMS ARCHITECTURE

Health care delivery in a hospital environment is inherently mobile combined with the tremendous need to have timely and accurate access to patients’ information at all times. Thus the architecture proposed must allow easy capture, search, retrieval, and update of patient information from the point-of-care within the hospital setting.  We propose a client- server multi-tier based architecture for the hardware (physical) and client-server 3-tier architecture for the software (logical) implementation and deployment. The two architectures are depicted by Figure 3.12 and Figure 3.14 respectively.

3.7.1
The Software Architecture 

Figure 3.12 gives an overall logical (software) view of the architecture of the e-Health system. The architecture shows the locations of the each of the supports service in the system. It is a 3-tiered client-server which consists of the client interface, middleware and database repository. The database is separated from the client through the middleware. The middleware concept helps to solve scalability, load balancing, transactional processing and interoperability issues by providing a means that allows different hardware and software from different manufactures to share common Patient medical records.
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          Figure 3.12: Software Architecture for the e-Health System Implementation

3.7.1.1 The Client

The mobile clients have a zero application code layer on it, that is, it is a thin client. The client has as its component the Security and Authentication Support Service (SASS), Documentation Support Service (DSS) and the View and Report Service (VRS).  These support services do not store or process any form of data. They only provide an interface for middle layer and the data layer. There is no custom application code on the client devices. There are no needs to consider storing data or files on the mobile devices due to resource constraints associated with hand-held devices.

Currently, server side-processing solutions offer the best alternative in most dynamic situations because they carter for the limited memory and processing power of many mobile devices [96].  The core of the design architecture is JSP and Servlets which are called by the web server to process incoming request from the client’s micro browser.  The server retrieves patients’ electronic records via an API that returns diagnosis and treatments information in the form of XML document. 
It is important that any mobile access to the e-Health enterprise application be strictly controlled and regulated. The architecture is secure and uses some form of role-based access control and database-enabled authorization that integrate user’s identity and role to gain access to the system. The architecture’s security is further enhanced by features such as encryption and certificate management supported by the Internet and the wireless application protocols.

As the user gains access to the desired service, the system displays appropriate pages that allow the user to interact with the system to accomplish his desired task.

3.7.1.2
Middleware

The servers hold all the application code and it is organized in three-tier architecture. The presentation tier communicates with business and data access tier of the application and database tier and writes back to it during an update. The middle-tier contains most of the application logic and translates clients’ requests into database queries and other actions and translates query results to client devices. The applications supported by this middle-tier are Data Access and Update Support Service (DAUSS), Patient Medical Record Support Service (PMRSS) and the core e-Health support application which consist of the Diagnostic Support Service (DSS), Pharmacy and Billing Support Services (PBSS) as well as and the Laboratory Test Support Service (LTSS).  

Users access the application from various hand-held devices within the hospital. The application user’s interface allows users to access the required database. All users are authenticated before they can access any of the modules in the system. Once a user has been authenticated, the user’s query is passed to the database server for execution. A user can only access the support services for which s / he is authorised. The client application interfaces to the application layer using TCP / IP and the WAP. The database server provides data services and data base management system function. The Open Data Base Connectivity (ODBC) is used to support data logic resulting from database queries. The application enables authorised medical personnel access to the database from the point-of- care within the hospital. 

Since the software is being developed to use WAP, micro browsers are used as the interface; the information from the database is presented in acceptable form to the browser by the use of Wireless Markup Language (WML).  WAP and WML technologies are used to solve problems of platform independence and   portability [5]. 

If the mobile device becomes disconnected which we do not envisage because of the intensity of the wireless coverage provided, the client will be able to obtain up-to-date information when connection is established. 

3.7.1.3
Data Layer

The data layer is responsible for the storage, retrieval, maintenance and integrity of the data manipulation within the system. A conceptual approach as specified by CEN / TC251 and HL7 that support interoperability has been adopted. Standardization is a key issue in the development of modern health care application as it strongly facilitates data exchange and interoperability between health care systems and providers thus enhancing the quality acceptability and the usability of the system. With an aim to making the client application more usable, a set of MS SQL / SQL stored procedures and Java-based APIs could be developed and implemented.  Stored procedures are complex queries stored in a compiled form inside the database, which can be executed by the Database Management System (DBMS) on the server side to improve the maintenance and performance of client-server applications [102, 103].  The use of the stored procedures facilitate the deployment of zero layered (‘processing-free’) clients, reduce network load and processing overhead, and increase independence between database and client software as the database may be modified, to some extent, without the need to change and recompile client application [94]. Stored procedures in MS SQL server / SQL could be provided to retrieve large patients’ data and enhance the report functionality of the health care based system. Java Server Pages / Servlets are used to execute queries on the database via the Java Database Connectivity (JDBC) APIs to generate an XML document containing query results. WML is used to present results to the mobile clients. The choice of Java language is due to high portability across multiple platforms. The application uses the JDBC API to access data residing in data access layer The JDBC API enables standard access and manipulation of data in persistent storage, such as a relational database and allows the data manipulation using SQL statements. 
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Figure 3.13: Architecture for Mobile Health Care Application Deployment

The client is designed to be connected always.  The architecture for the deployment of the application uses the zero-layer, three-tier, always connected infrastructures that should have 99.9% availability. The presentation tier has application code that is able to render WML and JSP pages to mobile devices, pocket PC, PDA, and Smart Phone. The pages are viewable through the use of Pocket Internet Explorer Web browser and WAP browser.  WAP browser will suffice to display database queries submitted to the server. In order not to restrict users from variety of product platforms, the application could be implemented to support any mobile device with a web or WAP browser.  In Figure 3.13, the client is thin and typically includes a graphical users’ interface written in WML that runs from a micro browser. The application server tier provides access to data tier and implements business logic and data validation. The application server is responsible for all database transaction handling. The communication between the client and e-Health application and between the e-Health server and the application server tier is handled by HTTP and the wireless application protocol. Communication between application server and database is performed via JDBC-ODBC drivers. The data layer stores and maintains all the data for the system 
3.7.2  The Hardware Architecture

This architecture consists of a complete range of robust performance client and server platforms with integrated enterprise application and data extendable to care providers at the point of care. 
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Figure   3.14: Hardware Architecture for e-Health System

The client systems include PDA, cell phone and smart phone and other hand-held medical devices that combine real-time access to enterprise systems and data with processing power for local analysis. The client devices have features to connect to enterprise resources and application over wired LAN, 802.11 based wirelesses LAN or high speed wireless wide area network with viewing surface ideal for recording, searching, analysing and reviewing patients’ information. 

The servers (Web, E-Health, SMS, MMS) are used to maintain connectivity to enterprise resources for the mobile health care providers that include the doctors, nurses, laboratory technologist and other support staff. The availability of an enterprise’s application and servers is crucial to health care centre where patient medical records must be available 24x7x365.  The servers offer performance, scalability, quality of service and security support for data originating from any application supported by the e-Health system.  

A major benefit of the multi-tier architecture proposed is that it increases application scalability and performance by enabling several care givers to be connected concurrently to the system. This would be impossible in a conventional client-server model where users would directly connect to database. In a multi-tier architecture only application servers connect directly to databases. In this way, the e-Health server can process multiple requests from many care givers within the wireless network through a pool of pre-allocated database connection, thus reducing the database server load. 
The load on the application server tier is balanced by using multiple application servers. The multi-tiering of the servers support the implementation of thinner clients, since most of the logic would be made to run in the application server and database tier [80, 104]. Other benefits of multi-tier or N-tier application are discussed in [104]

The integration of new support systems can have implication for the performance of the existing server and may require that the architecture be extended or scaled horizontally (more servers) or vertically (adding more power). Scaling is required to accommodate possibly large increases in mobile devices, users, application and functions without adversely affecting the existing applications.
Firewalls are set up to filter all network traffic moving in and out of the e-Health system. The hardware architecture is highly secure and utilizes multiple layers of firewall protection to create several regions of trust. The front most firewall guards the e-Health enterprise system from the Internet, while the innermost firewall defends the corporate intranet.   Further, the semi trusted region between these two firewalls is typically referred to as Demilitarized Zone (DMZ), and could be hosted by Internet Service Providers.

The robust servers provide, real-time access to point-of-care database originating from systems across the enterprise system within the mobile environment to facilitate timely and accurate care delivery and practice management.  

In Figure 3.14, the client devices are placed in DMZ and the application and database systems within the corporate Internet. This approach provides multiple layer of security for the e-Health system. The privacy and security of patient data is crucial to the confidence and acceptability of the system. The data held within the e-Health system database and the back-end system lie within the enterprise intranet to prevent unauthorised access.
CHAPTER FOUR
SYSTEM IMPLEMENTATION AND USABILITY EVALUATION

4.1 INTRODUCTION
In this chapter, we present the pseudocodes of some of the functionality, the screen shots of the implemented application, and the usability evaluation of the e-Health based system. The screen shots shown were generated when some users in the health care sector interacted with the application.

4.2
SYSTEM DESIGN PSEUDOCODES

The pseudocodes of some of the functionality are provided as follow:

1.
Authentication Page

Health care information is to be treated with confidentiality and utmost privacy. Thus, every user of the system must be authenticated to gain access to the system’s functionality. The pseudocode for authenticating a user is presented as follows:
AuthenticateUser ( ) 
//Variable declaration

String userId, password, myrole

User i : User i in  the users list

//The operation forward is used to redirect control to the desired page

getUser (userId, password)

IF((useri.Id = = userId) && (useri.password = =password)) THEN
CASE

IF (myrole = =”admin”) THEN
Forward page =admin_page
ELSE IF (myrole = =”doctor”) THEN

Forward page =doctor_page

ELSE IF (myrole = =”pharmacist”) THEN

Forward page = pharmacist_page

ELSE IF (myrole = =”labtech”) THEN

Forward page =Lab_tech_page

ELSE IF (myrole = =”nurse”) THEN

Forward page =nurse_page

ELSE

Forward page =relogin_page

ENDIF

             ENDCASE

System.out (”Unsuccessful”);

ENDIF

2.
Admin_Page

The admin_ page provides an interface for an authorized user to perform the tasks of an administrator. Some of the tasks performed by an administrator are represented by the following pseudocodes:
a) 
Add a Patient’s Record

AddPatient ( )

//patId : Patient’s Identity

//pi : Patient i in Patient List P

String  patId,  name, address, telephone, clinic
Boolean Found = false

getPatient (patId)

FORALL(pi)

   IF ((pi.Pid !=patId) THEN 

Found = false

AddPatient (name, address, telephone, clinic)

   ELSE

Found = true

System.out (“Unsuccessful”)

   ENDIF

ENDFOR

b) 
 Find and View a Patient’s Record
PatientFindView( )

//patId : Patient’s Identity

//pi: Patient i in Patient List P

String patId 
Boolean Found = false

getPatient (patId)

IF ((pi.Pid !=patId) THEN 

Found = true

System.out (PatientFindView(pi))

ELSE

Found = false

System.out (“Unsuccessful”)

ENDIF

3.
Doctor_Page

The doctor_page provides facilities for a physician to record encounters with patients. The following pseudocodes represent some functions performed by doctors within the health care.

a)
 Add Diagnostic Information 

AddDiag( )

//patid : Patient’s Identity

//pi : Patient i in Patient List P

String patid, symptoms, sign, diagnosis, prescription, staffId
Float fee

Date diagDate

Boolean Found = false

getPatient (patid,diagDate)

IF ((pi.Pid = = patid) THEN 

Found=true

AddDiag(diagDate, symptoms, sign, diagnosis, prescription,  fee, staffId)

ELSE

Found=false

System.out (“Unsuccessful”)

ENDIF

b) 
View Medication Information 

ViewMedication ( )

//patId : Patient’s  Identity

pi : Patient i in Patient List P

String patId, DrugId, drgid 

Boolean Found = false

getPatient (patId, drgid)

FORALL ( pi in the Patient  List)

IF ((pi.Pid = = patId) and (pi.DrugId = =drgid)) THEN

Found=true

System.out(ViewMedication(pi))

ELSE

Found=false

System.out (“Unsuccessful”)

ENDIF

ENDFOR

4.
Pharmacist_Page

The pharmacist_page provides facilities for medical practitioners to record patients’ prescription details. The following pseudocode represents the tasks performed by pharmacists in a health care centre.

a)
Add Medication 

AddMedication( )

//patId : Patient’s Identity

//pi : Patient i in Patient List P

//drgid: Drug Code

String patId,drgId, method, staffId
int unit
float price
Date  startDate, finishDate
Boolean Found = false

getPatient (patId,drgId)

IF ((pi.Pid = = patId) then 

Found = true

AddDiag (drugId, unit, price, method, startDate, finishDate, staffId )

ELSE

Found = false

System.out (“Unsuccessful”)

ENDIF

5.
Nurse_ Page

The following pseudocode represents one of the tasks performed by nurses in a clinic.

a)
Add Appointment and Record Vital Signs

AddAppointment ( )

//patid : Patient’s Identity

//pi : Patient i in Patient List P

String patId 

Date appTime, apptTime, apptDate
Float temp, pressure, weight, height
Boolean Found = false

getPatient (patId, apptDate, apptTime)

FORALL (pi.)

IF((pi.Pid = = patId) &&(pi.appTime= =apptTime)&&(pi.apptDate= =apptDate)) THEN

Found = true

TakeReadings (temp, pressure, weight, height)

ELSE

Found = false

AddAppointment (patId, apptDate, apptTime,StaffId )

ENDIF

ENDFOR
Reports are generated only by authorized users.  The pseudocode for report generation is represented as follows:
GenerateReport( )

//patId : Patient’s Identity

//pi : Patient i in Patient List P

String patId

Boolean Found = false

getPatient (patId)

IF ((pi.Pid = =patId) THEN 

Found=True

System.out (LabReport (pi))

System.out (Medication (pi))

System.out (DiagnosisReport (pi))

System.out (BillReport (pi))

ELSE

Found=false

System.out (“Unsuccessful”)

ENDIF

4.3 IMPLEMENTATION TECHNOLOGIES

The prototype application was implemented and tested on a client-server architecture separated by a mobile network. The server application, developed in Java, was deployed on an Apache Server running on a Windows Operating System. Java was used for the application development to ensure its portability across various platforms.  The client application accesses the server application via a windows CE micro browser on a PDA. 

The design of WML decks requires special considerations due to the resource constraints associated with mobile devices. The application starts with WML cards that introduce the user to the support services integrated into the application. After a deck has been downloaded, a copy of it is cached in the mobile device for some time depending on the system’s configuration. Java Server Pages were used in addition to WML so as to add interactive functionality to the static WML pages by providing access to an MS Access database through ODBC-JDBC Bridge. 

Openwave V7 Simulator provided a cost effective platform for testing the application at the development stage (being free downloadable software on the Internet). At the implementation and testing stages, the application was deployed on an O2 Xda Mini S PDA running Windows Mobile 5.0 operating system. 
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       Figure 4.1: O2 Xda Mini S running the Doctor’s Module


The use of the O2 Xda Mini S device brought to light the inherent usability determining features of mobile devices.  These are: narrow bandwidth, high latency, unreliable network, small screen size and resolution, few lines of textual display, with each line containing eight to 12 characters, limited computational resources, and irregular input device.
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                          Figure 4.2: O2 Xda Mini S with a poor Network Connection
The WAP platform facilitated the delivery of contents from the Server to the mobile device via a WAP gateway. The WAP contents compiled at the gateway are sent to the device as binary content with associate performance advantage.

The following screen shots show the interactions of the medical practitioners, systems administrator, and patients with the application.
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Figure 4.3: Welcome Page

The application is launched with a welcome message and the hyperlinks to some of the functionality (Sign in, Admin, and Help) within the application. See Figure 4.3.

Administrator

The system / hospital administrator is responsible for adding, deleting, updating new users and adding new patients and staff. He also issues password after which they may be changed by the user.  Figure 4.4 shows some of the tasks performed by the system’s administrator. 
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Figure 4.4:System Administrator’s Tasks
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Figure 4.5: Patient Record Capture 




Patient’s Record

When a patient visits a health care centre, he or she is given a unique patient number. At this time also, other personal details, which include name, address, phone number, sex, age, etc are recorded. The screen shot in Figure 4.5 shows how patients’ details are captured with a mobile device in health care centre.

No two patients can have the same identity number. The system’s response when a new patient is given an identity number which exists already is depicted in Figure 4.6.
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Figure 4.6: Captured Data Exist
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Figure 4.7: Patient’s Search 


Over time, some attributes of a patient’s personal details may require some modifications. Figure 4.7 supports a search process for obtaining patient information. A patient’s details can be searched by his medical number. When the medical number is submitted, the application outputs the corresponding patient’s name and displays the patient details as shown in Figure 4.8.
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Figure 4.8: Result of Patient Search
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Figure 4.9: Data Update 




Where an update is necessary, once, the patient record is found, the necessary update is made and committed to the server. Figure 4.9 depicts a successful update operation on a patient record. 

Any authorised user may view the list of patients in the health care centre at any point real-time for administrative purposes.  The screen shot in Figure 4.10 shows the list of registered patients in the health care centre.
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Figure 4.10: Patient List 

Any form of breach of patients’ records can result in unauthorized access and transmission of confidential records. To ensure the security of medical data in the care centre, therefore, every user of the application is required to log-on with a user ID and password to access any of the support services in the system.  The process of log-on is captured by Figure 4.11. All the authorised users must have been registered by the administrator. 
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Figure 4.11: Log on Page
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Figure 4.12: Role Authentication


Once the log-on process is successful, the user would further provide a role (i.e. nurse, doctor, pharmacist, labtech) in the health care centre. See Figure 4.12. This is necessary because every authenticated user of the system has some permissible task which he or she can perform within the system.

Doctor

To facilitate efficient and effective mobile health care, it is essential to provide the functionality which directly supports the user in their preferred way of performing their task. Figure 4.13 shows the task that can be performed by a medical doctor.
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Figure 4.13: Doctor’s Function

The interface provided in the doctor’s module allows for the capturing of each of the variables required for diagnosis in a usable pattern. During an interaction with a patient, a doctor captures some information which influences the diagnosis and medication prescribed to a patient.  The information is recorded and transmitted via a mobile device to the central server. Figure 4.14 depicts this scenario.
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                        Figure 4.14: Capturing Diagnosis and Medication

During a doctor’s interaction with patient, a laboratory test may be required to confirm the presence or absence of a particular disease. The laboratory technician performs the required test, records the test for the doctor to view from his PDA. The process of viewing patient test information is captured in Figure 4.15
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        Figure 4.15: Patient Test Details
Medication

Where medication is prescribed to a patient, the details are recorded in the central server. The pharmacist is able to retrieve a patient’s medication information in order to dispense the appropriate drugs as soon as the patient completes his encounter with the doctor. This leads to savings in time. A patient’s medication information includes the patient’s name and number, drug identity, method of administration, etc. The medication is monitored by the pharmacist.
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Figure 4.16:  Patient’s Medication Details

A physician in an emergency room or during a ward round can access vital data, and check a patient’s allergies or prescription medication, even if the patient is unable to recall his or her medical history. The access to the patient’s medical records via a mobile device, improves patient’s care by ensuring that correct information such as the appropriate medication to be administered is retrievable and legible. Figure 4.16 depicts patient’s medication details retrieved by a physician.

Nurse

When a patient visits a clinic, the nurse takes the necessary clinical measurements and books an appointment or directs the patient to see a doctor.  The appointment details and patient medical data are collected and recorded as shown in Figure 4.17.
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Figure 4.17: Appointment Details

Reports

Management can generate various reports pertaining to patients, staff, etc. The administrator is responsible for maintaining the systems’ database and for adding, deleting or updating some systems information. The screen shot in Figure 4.18 shows a list of reports that could be generated by the administrator or any authorised staff. 
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         Figure 4.18: List of Reports

Help

Support is a crucial factor to the acceptance of an information system. Medical practitioners are, in most cases, not computer experts. Their acceptance of a new IT system, as have been developed in this thesis, may increase over time with sufficient support. 
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                                         Figure 4.20: Help Screen

The help facilities depicted in Figure 4.20, provided by the system, offer assistance to the users in navigating and entering the appropriate data where required.

Change of Password

The user or administrator could decide to change a user’s password for security purpose after sometime. The process of retrieval and update is captured in Figures 4.21 and Figure 4.22 respectively.
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Figure 4.21: Password Modification
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Figure 4.22: Password Updated


A typical table used for the development and implementation of the prototype application is depicted in Figure 4.23. The table shows a list of registered staff in a health care centre.
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                        Figure 4.23: MS Access Database

4.4     EVALUATING THE USABILITY OF THE PROTOTYPE 
          APPLICATION

The adoption of mobile health care application requires professional evaluation to assess its practical usefulness in care centres. The usability assessment of a product is a fundamental requirement in determining its usefulness.  It is defined as “the extent to which a product can be used by specified users to achieve specified goals with effectiveness, efficiency and satisfaction in a specified context of use” [52].  Furthermore, within the ISO and ESTI, a specific interpretation of this definition for the human-to-System (H2S) interface is as follows:

· Usability: a concept comprising the effectiveness and satisfaction with which specified users can achieve specified system task in a particular environment;

· Effectiveness: a measure of the accuracy and completeness of the system tasked achieved;

· Efficiency: a measure of the accuracy and completeness of system task relative to the resources (e.g., time, human effort) used to achieve the specific system task;

· Satisfaction: a measure of the comfort and acceptability of the system to its users and other people affected by its use.

Although the health care sector had lagged behind in the adoption of new IT solutions, the explosion of new IT solutions to support expert tasks and services has made it extremely significant to probe the usability of applications deployed in this domain. 

4.4.1
USABILITY EVALUATION ATTRIBUTES
The following sections provide the probing processes and the usability evaluation of the prototype application which was developed to demonstrate the practicability of mobile health applications in care centres. 

To fully represent the construct of usability starting with ISO / ANSI dimensions (effectiveness, efficiency and satisfaction) with respect to the context of use (users, task, equipment and environment) and other existing questionnaire-based usability evaluation techniques discussed in section 2.3, the following seven metrics were used to represent the usability dimensions of the prototype application:

· Completion  Time

· Easy to Learn

· Effective Support

· Error Recovery 

· Comfortability

· Easy to Use
· Satisfaction

The questionnaire consists of three parts. The first part captured the demographic characteristics of the participants (patients, medical practitioners, and IT professionals). The demographic variables assessed were types of hospital / clinic, experience, contact information, and the gender of the participant. The second part captured information on the users’ previous experiences with mobile devices / computing. The third part captured the participants’ perceptions of the system based on each of the usability metrics.  The questionnaire asked participants to indicate the degree of agreement with each item. Participants interacted with the prototype application by performing regular tasks in their domain. The administrator of the questionnaire only intervened when a participant indicated he was done or could not follow the process to conclusion. The questionnaires were administered immediately after each task to improve the accuracy. 

All data were collected using a five point scale from “1”, being “Strongly disagree” to “5” being “Strongly agree”.

PARTICIPANTS
Currently, mobile health care in Nigeria is at its early stages of adoption. Though mobile phone users amounted to over 31 million subscribers at the end of the year 2006 [35], it has not been established if any hospital has implemented or partially implemented mobile health care solution at the moment. Thus, the facilities of the Covenant University Health Centre (CUHC) and that of the Faith Tabernacle Medical Clinic were used to test and evaluate the usability of the prototype application. Medical practitioners consisting of doctors, nurses, laboratory technologists, record officers and pharmacists in CUHC and other health care centres across the country who attended to patients at CUHC during an International conference at Canaanland Ota, in December 2006, which attracted over 300,000 participants were randomly made to interact with the system and complete the questionnaire. The application was also evaluated by skilled information technologists consisting of Covenant University staff and students who completed the task for patients. The summary of the data collected for the 150 respondents for Questions 12 to 18 is depicted in Table 4.1. 

4.4.2
DATA ANALYSIS
For all the participants, an overall score was computed for each of the usability dimension by averaging all the ratings on the questionnaire that was used. The Statistical Package for Social Sciences (SPSS) was used to generate the frequency distribution, mean and standard deviations and all the relevant charts for all the ratings.
	Usability Attributes
	Mean Rating
	Standard Deviation 
	Variance

	Completion Time
	4.52
	.610
	.372

	Easy to Learn
	4.53
	.587
	.345

	Effective Support
	4.31
	.675
	.456

	Error Recovery
	4.52
	.663
	.439

	Comfortability
	4.59
	.570
	.325

	Easy to Use
	4.60
	.624
	.389

	Satisfaction
	4.39
	.712
	.507

	Navigation
	4.17
	.947
	.896

	Screen Display
	4.10
	.925
	.856

	Acceptance
	4.43
	.698
	.488

	Training Requirements
	2.52
	1.455
	2.117


                      Table 4.1: Descriptive Statistical Analysis of Questionnaire Data
RELIABILITY TEST
The reliability estimates from the data bank were calculated. Reliability and convergent validity was estimated by Cronbach’s alpha and produced a result of 0.731 which is above 0.7 recommended [51]. This is an indication of the questionnaire’s reliability.  Cronbach’s Alpha coefficient theoretical maximum is usually defined as 1.0. The reliability statistics and the Cronbach’s alpha value are shown in Table 4.2 and Table 4.3 respectively. 
  

            Reliability Statistics
	                               N of Items
	%

	Valid


	150
	100.00

	Excluded(a)

	0
	0

	Total

	150
	100.0





Table 4.2:  SPSS Test Cases
	Cronbach's Alpha
	N of Items

	.731
	11





      Table 4.3:  Cronbach’s Alpha

4.4.3
DISCUSSIONS
All the assessors who indicated little experience with the use of PDA were taken through a short training on the use of the stylus, navigation within the application and the general features of the device.  The ratings for the usability attributes as collected are discussed below:

a)
Completion Time

The completion time was evaluated for each of the tasks performed by each user. The assessment was subjective, relative to user’s experiences with the paper based treatment procedures prevalent in most health care centres across the country. The mean rating for “Completion Time” is 4.52. This is shown in Figure 4.24.
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                               Figure 4.24: Completion Time Analysis
b)
Easy to Learn

The rating for “Easy to learn” indicates that, most of the users did not have difficulties learning how to use the system as indicated in Figure 4.25 with a mean rating of 4.53.  
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      Figure 4.25: Easy to Learn Analysis
c)
Easy to Use

Ease of use could be influenced by a user’s IT literacy level and how well the system conforms to the general pattern of task performance. The system has a mean rating of 4.6 for “Easy to Use” which is shown in Figure 4.26.
[image: image52.emf]1 2 3 4 5 6

Easy to Use

0

20

40

60

80

100

Frequency

Mean = 4.6

Std. Dev. = 0.624

N = 150

Easy to Use


                                   Figure 4.26: Easy to Use Analysis
d)
Effective Support

IT based solutions are not designed to completely replace physicians in the health care centres. A user’s assessment of how much support he receives from a system may be affected by the services provided by the system. In addition, the support provided by a system could influence the system’s acceptance. The system has a mean rating of 4.31 for “Effective Support”. This is shown in Figure 4.27.
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 Figure 4.27: Effective Support Analysis
e) 
Comfortability 

Comfortability measures the user’s feeling of pleasantness with the system. The comfortability rating could be influenced by the navigation within the application and screen display. The system has a mean rating of 4.59 for “Comfortability”. This rating could influence the satisfaction rating and the overall acceptance of the system in the health care sector. Figure 4.28 shows the comfortability rating.
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      Figure 4.28: Comfortability Analysis
f)
Error Recovery
The error recovery of the system deals with the ability of either the user or the system to recover after an error has occurred. When a user could not recover from an error, he was assisted so that he could proceed with other tasks. The system’s mean rating for “Error Recovery” is 4.55 as shown in Figure 4.29.
[image: image55.emf]2.5 3 3.5 4 4.5 5 5.5

Error Recovery

0

20

40

60

80

100

Frequency

Mean = 4.55

Std. Dev. = 0.551

N = 149

Error Recovery


Figure 4.29: Error Recovery Analysis
g)
Satisfaction
Satisfaction is a subjective usability attribute. The system has a mean rating of 4.39 for “Satisfaction”. Figure 4.30 shows the values for “Satisfaction” attribute.
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                            Figure 4.30: Satisfaction Analysis
Numerous usability studies suggest that system with “Good Usability” should have a mean rating of 4 on a 1-5 scale and 5.6 on a 1-7 scale [51]. We adopt the approach of a 1-5 scale, and conclude that the prototype application developed for this thesis has a “Good Usability” based on the following mean ratings of the given usability attributes, shown in Table 4.4.
	Usability Attributes
	Mean Rating

	Completion Time
	4.52

	Easy to Learn
	4.53

	Effective Support
	4.31

	Error Recovery
	4.55

	Comfortability
	4.59

	Easy to Use
	4.60

	Satisfaction
	4.39





   Table 4.4: Usability Attribute Ratings
The ratings for the seven usability dimensions is depicted in Figure 4.31
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                   Figure 4.31: Usability Attributes Analysis
Screen Display and Navigation Analysis
The mean overall ratings of “Screen Display” and “Navigation” are 4.1 and 4.17 respectively as shown in Figure 4.32. This is not a coincidence since the two attributes are closely related. Furthermore, the PDA screen can only display a few characters on a few lines at a time. 
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 Figure 4.32: Screen Display and Navigation Analysis
COMPARATIVE USABILITY ANALYSIS

So far, we have looked at the pooled rating of all the participants in the study. In consideration of the statement that the usability of the software depends on its context of use, we analyzed the data with respect to the different evaluators (medical professionals, IT professionals and patients). Table 4.5 shows the Comparative Usability ratings of the different evaluator profiles.
	Usability Attributes
	Patients

(N=50)
	Medical Professionals (N=49)
	IT Professionals 

(N=51)

	
	Mean
	Standard Deviation
	Mean
	Standard Deviation
	Mean
	Standard Deviation

	Completion Time
	4.54
	0.61
	4.47
	0.71
	4.55
	0.50

	Easy to Learn
	4.36
	0.72
	4.73
	0.50
	4.49
	0.50

	Effective Support
	4.34
	0.59
	4.22
	0.58
	4.35
	0.69

	Error Recovery
	4.32
	0.80
	4.71
	0.70
	4.53
	0.50

	Comfortability
	4.56
	0.58
	4.51
	0.66
	4.69
	0.47

	Easy to Use
	4.58
	0.70
	4.73
	0.60
	4.49
	0.60

	Satisfaction
	4.44
	0.54
	4.29
	0.64
	4.43
	0.70


              Table 4.5: Comparative Usability

Statistical analysis shows a significant overall difference between users’ types on all scales except the scale of “Satisfaction” and “Effective Support”. Medical professionals rated the system “Easy to Learn”, “Easy to Use” and “Error Recovery” better than the IT professional and Patients.
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                       Figure 4.33: Comparative Usability Attributes Analysis
The IT professionals rated the “Comfortability” highest and rated “Effective Support” and “Satisfaction” lowest among the three categories of users. 

The primary explanation for this is that, due to their skills with computing devices, migrating to a new computing platform should not be a challenge.  Furthermore, the medical professionals rated the system high in terms of “Error Recovery”, “Easy to Use” and “Ease to Learn” since it was quite easy to appreciate the product after an initial training was given to them. However, “Effective Support”, “Comfortability” and “Satisfaction” were given fairly lower ratings because of their inadequate skills and the need to adjust to another way of performing their jobs. 

Patients rated the system for “Completion Time” and “Satisfaction” relatively higher than other users. The explanation for this is that they are more concerned with the time they receive a physician’s attention in the clinic than learning to use a system or recover from an error situation arising from using a system. This must have influenced their “Satisfaction” rating. Figure 4.33 shows the Comparative Usability Attributes for the system.
In addition, the analysis of the data gathered indicates that 137/150 (i.e 91.33%) of the overall participants are of the opinion that the application should be deployed in medical centres to support health care services. The target users of the application, that is, medical professional, indicated a 92% readiness to have the application deployed in their clinics. The Acceptance rating for the system is depicted in Figure 4.34. 
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                           Figure 4.34: System Acceptance Analysis
The system was rated well for ease of use by the medical practitioners. Although most of the medical practitioners who participated in the evaluation reside in the major cities in Nigeria where they have access to ICT facilities, 42% expressed their inadequacy of skills to fully explore the system to their maximum benefits and admitted the need for some training. This suggests a dare need to introduce some courses in information technology to their training curriculum.  
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                          Figure 4.35: Training Requirement Analysis
The system has an overall mean rating is 2.52 for “Training Requirement” which is the least value of all the attributes evaluated is shown in Figure 4.35. This rating is a pointer to the lack of expertise among health care workers with IT-based solutions. When this issue is adequately addressed, it could lead to accelerated adoption and acceptance of operations support systems in care centres.

CHAPTER FIVE

SUMMARY AND CONCLUSION

This chapter summarizes the contributions of this thesis and highlights some areas for future study. The thesis provided a formal framework for usable operations support in e-Health based systems.

5.1
SUMMARY

By this thesis we have been able to:

1. Practically demonstrate the feasibility of using mobile devices such as mobile phones and PDA in enhancing the effectiveness of health care professionals in the delivery of services to patients.
2. Identify the various support services in an e-Health based systems which conform to the treatment process followed by medical professionals in delivery health care centres. Furthermore, the support services were adequately depicted in a robust software and hardware architecture for easy implementation.

3. Use wireless markup language, Java technologies, and other tools to provide the required functionality for e-Health based systems, while ensuring that the applications are usable and deployable across various platforms. 

4.  Move from informal specifications to formal specifications of e-Health based systems, thus ensuring that ambiguities and incorrectness in specifications were tactically handled to guarantee a dependable system adjudged usable by potential end users.

5. Provide a framework for measuring the usability of mobile health care applications by adapting the usability attributes specified by ITU, ISO and ANSI into a seven metrics questionnaire-based measurement.

6. Finally, although mobile health care applications are still at a very early stage of implementation and adoption in Nigeria, the work provide a good specification document that will aid software developers in realizing suitable applications in this domain.

5.2
CONCLUSION

This research work has succeeded in demonstrating the practicability of deploying usable operations support services for care givers and other users in the health care sector for the purpose of effective and productive health care delivery in care centres.  The operations support systems were provided within a framework modelled after the steps in the systems life cycle but with greater emphasis on formal design and usability evaluation of the prototype application.

The support services implemented were formally analyzed and designed to eliminate ambiguities and incorrectness in the product. The prototype application was measured with the usability dimensions suggested by ISO  /  ANSI  /  ITU and extended to meet the context in a clinic setting and found to have a “good usability” by the potential users of the final product.

Finally, the adoption of the product of this research work when deployed in care centres offers a good contribution for countries to meet some of the millennium development goals centred on health care by providing an effective IT-based support for care givers.

5.3      FUTURE WORK
Areas of future research are discussed as follow:
· In a collaborative provision of medical services, patients’ data would need to be gathered from different medical institutions and distributed e-Health services. The use of mobile agents can be explored to successfully solve these problems by moving dynamically within an electronic health care network to obtain, analyze, filter and personalize the data and services required.
· The application developed for this thesis is not multimedia capable. As mobile technologies advance, the application could be enhanced to handle multimedia functionality and real-time processes to facilitate telemedicine and other modern health care services and requirements.

· With the increasing number of medical data generated and stored electronically within the system provided, data mining techniques could  be used to discover, compose and analyze the data for more productive treatment processes by medical practitioners  and care centres.

· The prototype application developed in this thesis lacks autonomy for performing diagnostic tasks. Artificial Intelligence techniques such as machine learning, inference, and planning could be use to provide better support for care givers and ultimately make the system more acceptable.

· Cryptographic techniques could be used to introduce security mechanism that ensures the confidentiality and privacy of sensitive electronic medical records in the system.

· Another area for further studies is the use of fuzzy logic to analyze the degree of usability of the application by using the usability attributes as linguistic variables for the member function.
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SCHOOL OF POSTGRADUATE STUDIES

DEPARTMENT OF COMPUTER AND INFORMATION SCIENCES, COVENANT UNIVERSITY OTA, OGUN STATE, NIGERIA

Questionnaire for use of cell phones/Personal Digital Assistants ( PDAs) to Support Health Care Delivery

INTRODUCTION

This research aims at obtaining information from health care providers/practitioners in order to measure the usability of applications developed for mobile devices (cell phones and PDAs) for providing supports in health care services.

For each question, where applicable please tick (√) the answer that best expresses your view. Also, please answer the questions honestly and concisely as possible in the spaces provided.

Your answers shall be treated as confidential. Thank you.

SECTION A: CONTACT INFORMATION/professional experience  

a.) Name of your Hospital/Clinic or Institution:__________________________________________

b.)  Type of your Hospital/Clinic or Institution: 

      Primary [  ]       Secondary [  ]    Tertiary [   ]    Others (Please Specify)____________________

c.)   No. of years of your Professional Experience: 

      [0-3 Years]    [4-6 Years]      [7-10 Years]     [More than 10 Years]

d.)   Location of your Hospital/Clinic or
       Institution:______________________________________

e.)    Gender:     Male [  ]      Female [  ]

SECTION B: Experience with Mobile Devices/Computing 

1.
Which of the following best describes your role in the clinic/health care
             center?

[Specialist]  
[Doctor] 
   [Pharmacist] 

[Nurse]  

 [Lab Technologist] [Patient]
   [Others (specify__________________________]

2
How would you rate your experience/skill in the use of computer
            software?

           [Novice]           [Average]     
[Good]      
 [Expert]   

3.
Which of the following devices do you use to enhance your work? 

[Laptop/Notebook]      [Personal Digital Assistance/Cell Phone] 
[Tablet PC]        [Desktop Pc]      Others (Please Specify) [______________________]

4
How often do you access the Internet in a week?

[0 Times] 
[1-2 Times]   [3-4 Times]  [5-6 Times] [More than 7 times]

5
Do you own/use a mobile phone/ Personal Digital Assistant (PDA)?   [Yes]   [No]

6.
If yes for how long?

[Past 6 Month]  [Past 1 Year]  [Past 1 ½ Years] [Past 2 Years] 
            [Over 2Years]

7.
How often do you send text messages in a week?

[0 Times]    [1-2 Times]    [3-4 Times]    [5-6 Times] 
            [More than 7 times]

8.
In your own opinion do you have experience for? 

a.
playing games 
[Yes] 
[No]

b.
Multimedia 
    
[Yes] 
[No]

c.
Text Messages 
[Yes] 
[No]

d.
Others (Please Specify) […………………………………….]

9.
Would you support the use of cell phone/PDA in health care delivery?

[Yes]     [No]



10.     If your answer to question 9 is No, please underline ALL your reasons

           [A] Manpower    [B] Security      [C] Cost       [D] Power Supply  
           [E] Inadequate Training

          Others (Please Specify)______________________________

SECTION C: User Experience/ Perception with the System

Please answer the following questions after using the application (device). The table below provides the meaning for each of the option to be ticked. 

	Code
	Meaning

	1
	Strongly Disagree

	2
	Disagree

	3
	Undecided 

	4
	Agree

	5
	Strongly Agree


11.
Indicate the task/module you used in the system

[Doctor] 
 [Pharmacist] 

[Nurse]   [Lab Technologist] 

[Patient]
 [Administrator]          [Help]     [logon]   [Add Record]

[Find/View Record]   [Others? (Please specify____________________]

12.
I was able to complete my task with the application in a reasonable
            amount of time.

            
 
           1          2         3         4
        5


Strongly Disagree




  Strongly Agree

13.
The application was easy to learn.





1        2         3          4
        5


Strongly Disagree




  Strongly Agree

14.
The system provides an effective support for completing my task




1         2        3          4
        5

Strongly Disagree




  Strongly Agree

15
I was able to recover from my mistakes easily.




1        2          3        4
        5

Strongly Disagree




  Strongly Agree

16.
I feel comfortable using the software.

1        2         3
        4
        5

Strongly Disagree




   Strongly Agree

17.
On a general note, the system is easy to use

                                               1         2          3         4
         5

Strongly Disagree




   Strongly Agree

18.
I am satisfied with the performance of the system in accomplishing my
            tasks

1.       2          3        4
         5


Strongly Disagree




   Strongly Agree

19.
The visual design/layout for performing my task was fascinating to work
            with.

1        2          3        4
        5

Strongly Disagree




   Strongly Agree

20.
The screen display is fascinating to work with.  

1        2          3        4          5

Strongly Disagree




   Strongly Agree

21.
I would want the application to be introduced to my clinic/health care
           center.

1        2          3        4
        5

Strongly Disagree




   Strongly Agree

22.
I need more computing skills/training/time to be able use the system.

1
2       3         4
         5

Strongly Disagree




   Strongly Agree
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