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PREFACE 

System Auditing has the potential to be an area of study for 
Professional Accountants. For it combines the most interesting 
area of Financial Accounting (Accounts presentation and 
review) within a framework of inquiry, auditing and 
investigation and it involves a wide range of knowledge and 
sophisticated techniques. 

Questions on Computer (systems auditing) in one form or the 
other are systematically creeping into the professional 
/academic examination. The trend will continue until the 
expertise required to deal with such questions corresponds 
with the demands made upon Auditors (Accountants) in their 
practical dealings with computers, yet it is often regarded as 
the most boring subject of all (Auditing). I certainly found it so 
when I was studying, although in practice this was far from the 
case. The case is different for younger generation because of 
the ICT age that ushered in a world in which computers are a 
fact of life, a fact which has fundamentally affected our social, 
commercial and political environment, both subtly and 
obviously. When I came to teach the subject - System Auditing, 
both in the professional environment and subsequently in 
public and private sector(Universities), I quickly discovered 
that it was perhaps the most difficult of all subjects in which to 
maintain students' interest. For there is such a vast body of 
knowledge that must be learned and understood. 
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And, Auditors cannot practice their knowledge with written 
examples in the same way as they do in Accounting. But I 
found, after much trial and errors in the classroom that 
interest could be maintained by logical presentation and by the 
use of simple case studies and analysis, this being so essential, 
both for maintenance of interest and for understanding. 
Without it, the subject (System Auditing) degenerates into 
huge mass of unrelated facts with the result that learning 
becomes a chore to be performed for the sole purpose of passing 
an examination. 

The old generation text books have been largely responsible for 
perpetuation of (or perhaps even perpetrating) this instruction 
approach, and this combined with signed style and tortuous 
phraseology, has done much harm to students of System 
Auditing. So I have tried to make this book as readable as 
possible. 

"System Auditing" is previously a book for students, and the 
structure is such that it is suitable for all levels up to final 
professional examinations. But it is particularly aimed at the 
students commencing their study of System Auditing, to take 
them through, comfortably I hope, to their finals. Those in the 
universities are not left out. 

The body of knowledge incorporated here is not original. No 
book on System Auditing can claim that. For this knowledge is 
based on years of research and gradual development in the 
profession in both large and small firms alike. In particular, I 
am grateful to Emile Woolf and Associates. I am also indebted
to the following for permission to reproduce Copyright 
materials: (1) Institute of Data Processing Management, 
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(2) Accountancy and, (3) the author of article "The Best Of 

... En;1ile Woolf, second edition (for an extract) (4) materials from 

Auditing Standards and Institute Statement on Auditing and 

Accounting. 

My gratitude also goes to my current H . 0. D Dr. (Mrs) A. 

U moren who went through the book and did all the corrections 

and also recommended that the book will also be useful in 

Accounting lab: to her I said thanks rna. 

Dick 0. Mukoro 
Covenant University 
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INTRODUCTION 

System Analysis puts Internal Auditing into the System 

Many books have been written on system analysis and 
auditing. This book deals with some basics which cause 
auditors to be viewed as part of the system when they develop 
conclusions and make recommendations based on system 
analysis technique. Most people agree on four basic points. 

1. Auditing in the U.S. General Accounting Office (GAO) and 
other U.S. agencies usually includes traditional fiscal and 
compliance audits, economy and efficiency audits, and 
program results audits. Audits of results focus on program 
objectives and how well they are being achieved. 

2. A system is an interacting, coordinated set of parts created 
to achieve an objective. Several specific systems are 
arranged to show the links between distinct parts. Defining 
boundaries between one government system and another is 
often difficult. Practical programs, subsystems which 
intertwine and interact, must be separated for evaluation. 

3. Analyzing a system requires separating and describing 
data. There are techniques for doing this. Analysis relates 
descriptions to data and describes causal relationships 
among parts. In a causal relationship, a change in one part 
causes a change in another. There are many ways to detect 
the apparent strength or closeness of quantitative 
relationships. Informed judgment, which comes from 
experience in working with the system, is required to 
convince program managers and other decision makers that 
cause and effect is involved in an apparent relationship. 
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4. Developing a model of the system is fundamental to systems 
analysis. A useful model defines the system's parts in terms 
of causal relationships interconnecting the parts. When 
these relationships can be expressed quantitatively, they 
can be put through a computer. The result is a computerized 
simulation model. Such a model can be adjusted to simulate 
what might happen in the real system if the recommended 
adjustments were made. 

If the model is a good representation of the real system, it can 
help decision makers anticipate the effects of their decisions . 
Obviously, if the model is poor, a decision based on the model 
may be worse than one made on some other basis. Experienced 
decision makers know this danger, and many do not spend 
much time listening to analysts. One way to improve the 
credibility of analysts is to make model verification and 
validation a priority so that confidence in analysts will 
1m prove. 

For a number of reasons, particularly because of the need for 
independence, auditors have seen themselves as being outside 
the systems that they audit. For example, the Budget and 
Accounting Act of 1921, which established the U.S. General 
Accounting Office, placed the GAO under the direction of the 
comptroller general who was independent of the executive 
branch. It directed the comptroller general to investigate all 
matters relating to the receipt, disbursement, and application 
of public funds and to report regularly on such matters. In a 
majority of states, either a statute or the constitution 
established the office of state auditor or auditor general as an 
independent organization. 

Many auditors coming from this tradition have sensed. 
correctly that they might lose some of their independence by 
getting involved in recommendations about how to better 
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Introduction 

achieve the objectives of programs. Why? One reason is that in 
order to review program effectiveness, auditors had to follow 

·thei:r standards and practices to assure that the audit staff had 
the skills necessary for the work. This required that audit 
staffs have personal skilled in systems analysis and program 
evaluation. But many auditors came from disciplines with an 
opposite tradition. 

Experienced systems analysts have not felt successful unless 
they were involved in the decision making process and their 
analysis directly impacted on the choice of alternatives being 
considered by the decision makers. 

Faced with this dilemma, auditors have learned to make good 
use of the applied techniques used in systems analysis. 
However, they generally have stopped short of the complete 
analysis and ranking of alternatives which most characterizes 
systems analysis and related fields. 

In the GAO, this has led to the effective use of highly skilled 
technical assistance staffs of experts in such fields as systems 
analysis, statistical analysis, actuarial science, automatic data 
processing, and sample survey design and analysis. The officer 
has learned to make effective use of these staff members from 
the planning of reviews to the final processing of the report. 
The importance of getting these people involved at the 
planning stage should be emphasized. 

Because these staff members' time is scheduled on a monthly 
basis, applying only those days needed for each job, individual 
staff members can assist with a number of jobs 
simultaneously. It is not possible to describe the applications of 
these skills in detaii here. Case histories of people involved in 
all phases of review can be found in: 
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Introduction 

a. Better overall planning needed to improve the standard of 
living of white mountain apaches of Arizona, FGMSD-75-
47, August 12, 1975. Various techniques found in systems 
analysis and evaluation were used to study and explain 
relationships among health, housing, education, 
employment, income, new business and industry, and the 
cultural environment. 

b. Student attrition at the five Federal service academies, 
FPCD76-12, March 5, 1976. The evaluation of attrition 
made extensive use of survey research methods and an 
analysis of the data using mathematical statistics. All of the 
work was built on a student attrition model. This allowed 
studies of the interaction of student characteristics at entry 
with both academy and external environment in decisions 
to remain or resign before graduation. 

c. Effectiveness, benefit s, and costs of federal safety 
standards for protection of passenger car occupants, CED 
76-121, July 7, 1976. This report analyzes costs and 
estimated benefits of these standards. Information on more 
than 2,000,000 cars involved in accidents in North Carolina 
and New York was used to compare driver death and injury 
rates for various model cars of years. This report required 
extensive statistical analysis of large amounts of data. 

The above reports illustrate the position of the auditor in 
developing conclusions and making recommendations after an 
analysis. Specific recommendations for change are generally 
based on one or more parts of the analysis which reveal 
particular problems and for which data was available to 
support a firm recommendation for improvement. However, 
even though these analyses might be more comprehensive and 
better supported than any available as yet in the affected 
agencies, the reports often stop short of recommending major 
new programs or major program changes. 
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Instead, the analysis plus additional improved analysis, gives 
.. the auditor concrete evidence to improve agency decision 

· niaking. Thus, the typical recommendation places the 
responsibility for using improved methods on the heads of 
agencies. Specific improvements which might be made with 
better methods are suggested. 

Auditors also need to see feedback to decision makers as part of 
the system. Effectiveness of the feedback should be measured 
in terms of improved system effectiveness. 

Perhaps an oversimplified analogy would help view agency 
decision making as an engine and the analysis and evaluation 
as a fuel source. Pollutants in the exhaust are the unwanted 
effects of decisions which should be fed back to the engine 
(decision makers) for correction. View auditing as a mobile 
diagnostic center which compares power output with design. It 
also shows what is out of tune, causing decision making to be 
less effective than it should be and causing excessive, 
unwanted effects. The diagnostic results should be available 
when there is time for corrective adjustments in the system. 

This analogy goes further. Increasingly, diagnostic tests are 
being built into engines so that there is real-time feedback. 
This makes real-time adjustment possible and better-than
average effectiveness of the engine (system). 

These generalities must be interpreted by auditors in each 
major type of government system. For example, auditing must 
be viewed as part of the system in reviewing effectiveness of 
the variety of experimental programs which exist in the 
Nigerian government. The essence of an experimental 
program should be the testing of a new idea. This requires 
collecting data to measure the effect of the experimental 
treatment, comparing it with what exits in similar situations 
without repeating the experiment. Program efficiency is not 
unimportant, but it is not as important as validity because less 
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public funds will be wasted on an experiment than on mistakes 
in new programs or modifications of programs that have been 
based on invalid experimental results. 

Useful auditing of these experiments requires skill in 
understanding the experimental design. Lack of compliance 
with the rules of the experiment may cause invalid results. 
Other factors such as inadvertent bias in sample selection, 
however, may be at least as damaging and more difficult to 
compensate for in the analysis of results. 

There is a general need in useful experiments to gather limited 
confidential and private data which would be considered 
excessive in a full-scale program. Auditors of these 
experiments are learning to balance accountability against the 
right to privacy. In this case, there are system constraints 
against normal audit practice to some degree. 

There is a need for the appropriate weighting of fiscal 
integrity, management efficiency, and validity of results. 
These criteria are not easy to apply, particularly because the 
audit itself will have impacts the experiment which effect 
experimental responses. If these effects are uncontrolled and 
unmeasured, validity will be damaged. As stated before, the 
usefulness of the audit must be related directly to the 
effectiveness of the system. That requires auditing to be 
viewed as an independent component of the system being 
reviewed. 

Summary 
Auditors need to see their function as an independe:qt 
component of systems. They should measure their own 
effectiveness in terms of improved effectiveness of the systems. 
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Not many would question that work by auditors has an impact 
on the agency involved. However, to illustrate their value, 

··examples of good systems analyses performed by auditors 
must be transferred to the agency's systems analysis and 
evaluation activities. If that is done, the improvements will be 
more directly involved in the decision making process and will 
help decisions makers make the most effective choice. 

The internal audit function of an agency can also help set the 
needed example. If the internal audit staff does not contain the 
necessary skills, it can use reviews by the GAO as guides to 
judge the effectiveness of the agency's systems analysis and 
evaluation activities. 

The point is that we need to view correctly the impact of an 
essentially independent audit activity, an integral systems 
analysis, and an evaluation activity. 

A Review of an Employee Information System 
The county of San Diego processes its employee information for 
more than 10,000 employees through a large complex 
computer system. This system provides for payroll and leave 
accounting data, a broad range of personnel data, the printing 
of payroll warrants, and the passing of payroll cost data to the 
county's overall accounting and resources management 
system. We are in the process of developing a new position
control system as part of this larger system 

Audit Significance of the System 
This system is important from an audit perspective for a 
number of reasons. 

1. The financial magnitude is quite substantial. About one
half of the county's expenditures are related to payroll. 
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Introduction 

2. The mechanics of such a large system make it very complex 
because of the number of people inputting the system, the 
variety of input data, the number of alternatives, and the 
complexity of system logic due to numerous control 
considerations. 

3. The sensitivity of errors is an important factor. Few things 
in life upset employees more than an error in their 
paycheck. 

Primary Audit Objectives 
Broadly stated, our audit objectives are to determine that this 
system's controls are sufficient and to assist in upgrading the 
system through recommendations. 

On the broadest level, the first decision that must be made is 
how to approach the system review. Do you analyze the total 
system or only a portion? 

We survey the total system and identify those areas we feel are 
significant from an audit perspective. We then concentrate our 
efforts in those areas only. We do this annually as a functional 
examination on a county-wide basis. 

As the survey progresses, we decide how and to what extent to 
integrate the work of our system audit team with that of the 
field audit team. The latter has overall responsibility for the 
audit. 

This approach is employed because of the way we are 
organized. We have separate units of computer auditors and 
field auditors. This is due, in part, to the fact that we perceive _a 
need for some of our staff to have specialized, above- average 
knowledge of computer auditing and because there is a 

System Auditing 21 



Introduction 

continuous, current, and on-going nature to the review of 
computer systems as opposed to the more traditional post 

·· audit. There are some major considerations or approaches we 
use in this system. Since it is a large computer system, the bulk 
of the systems review falls to the computer audit unit. 

To the extent that we are able, we try to build audit checks and 
testing mechanisms into the system during development. We 
work with system analysts and users to identify what controls 
are necessary during design and implementation. 

To assist in reviewing and controlling the system after 
development, we have, with the help of our Data Processing 
Department, developed a system to identify all program 
changes made to this and other systems' production programs. 
Changes to predetermined, sensitive, and critical programs 
are reviewed daily. 

Our approach to some tests depends on the nature of what is 
under analysis. Some procedures and programs, due to their 
complexity, lend themselves to simulation techniques. 
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