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Abstract:

The task of specifying and managing security requirements (SR) is a challenging one.
Usually SR are often neglected or considered too late - leading to poor design, and cost
overruns. Also, there is scarce expertise in managing SR, because most requirements
engineering teams do not include security experts, which leads to prevalence of too vague or
overly specific SR. In this work, we present an ontology-based approach that uses predefined
pattern-based templates - requirements boilerplates - to aid requirements engineers in the
formulation of SR. We realized the approach via a prototype tool that enables the formulation
of SR from textual misuse case (TMUC) descriptions of security threat scenarios. The results
from a preliminary evaluation suggest the viability of the proposed approach, in that the tool
was judged as easy to use, supports reuse, and facilitates the formulation of good quality SR.
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